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Code Verification Using Static Symbolic Execution

Lab-Exercise-2

Manual Translation

C Code

Y

r— . 2\
TranSIat'Onl ZsMana eH SSE ' Logical Formulas
l SVFStmt/ICFGNode _Ruqles_ S g_ 1 @3 Expressms) Z3 Solver

Assignment-1

Liviy | [ Control-Flow Automated
Reachablity .

Clang . Translation
Analysis

Assignment-2 Today's class

- =~

unsat

path1 path2---

¢ We will detail the algorithms of translating branches and calls/returns.
¢ We will showcase branches and interprocedural examples.
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Translate Branches and Calls/Returns

Algorithm 1: handleIntra(intraEdge) Algorithm 3: handleCall(callEdge)

if intraEdge.getCondition() then 1 expr_vector preCtxExprs(getCtx()); / rhs of call edges
if lhandleBranch(intraEdge) then 2 callPEs < calledge— getCallPEs();
L return false: 3 foreach callPE € callPEs do
4 preCtxExprs.push_back(rhs); //rhs under the context
before entering callee

5 pushCallingCtx(calledge — getCallSite());
else 6 for i = 0;i < callPEs.size();+ + i do
L return handleNonBranch(intraEdge); 7 1hs + getZ3Expr(callPEs[i] —getLHSVarID()); //lhs
under the context after entering callee
8 addToSolver(lhs == preCtxExprs(i]);

w N o=

else
L return handleNonBranch(intraEdge);

LS

~ o

Algorithm 2: handleBranch(intraEdge)

1 cond = intraEdge.getCondition(); - N

2 succ = intraEdge.getSuccessor((I)ondValue(); Algorithm 4: handleRet (retEdge)

3 getSolver().push(); 1 rhs(getCtx()); /I expr for rhs of the return edge

4 addToSolver(cond == succ); 2 if retPE < retEdge.getRetPE() then

5 res = getSolver().check(); 3 rhs « getZ3Expr(retPE.getRHSVarID()); /rhs under
6 getSolver().pop(); L the context before returning to caller

7 if res == unsat then 4 popCallingCtx();

8 L return false; 5  if retPE < retEdge.getRetPE() then

9 else 6 lhs < getZ3Expr(retPE.getLHSVarID()); //lhs under
10 addToSolver(cond == succ); the context after returning to caller

1 L return true; 7 addToSolver(lhs == rhs);

e
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1hs and rhs When Handling Calls/Returns

Let us see the example of 1hs and rhs varaiables for call and parameter passings
(i.e., CallPE and RetPE)

1| int foo(int x){ // CallPE: x = m; 1hs: x, rhs: m
2 int y = x;

3 return y;

4/}

5

6| main(){

7 int m = 0;

8 n = foo(m); // RetPE: n = y; lhs: n, ths : y
9}

Parameters passing from actual parameter m at the callsite (Line 8) to formal
parameter n at the entry of foo. Return parameter passing from return variable y
in foo to n at the callsite (Line 8).
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getCondition() and getSuccessorCondValue ()

Given a if/else branch on the ICFG as the following:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge — getCondition() returns the branch condition (of type SVFValuex
which is a boolean (for if/else) or a numeric (for switch).
® edge — getCondition() returns nullptr if this IntraCFGEdge is not a branch.

¢ Given the condition value, you could obtain the ID of the corresponding
SVFVar (Vari) via svfir — getValueNode(edge — getCondition()).
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getCondition() and getSuccessorCondValue ()
Given a if/else branch on the ICFG as the following:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge — getSuccessorCondValue() returns the actual condition
succCondValue, whose value is either 1 (for if branch to execute) or 0 (for the
else branch to execute).
® For example, the succCondvalue is 1 on the edge from ICFGNode1 to
ICFGNode2, and 0 on the edge from ICFGNode1 to ICFGNode3.

e When evaluating the feasibility of a branch edge (e.g., ICFGNode1 to
ICFGNode2) given an ICFG path, check sat of Varl == succCondValue
against the solver’s existing constraints.

|
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Example 4: Branches

1| define void @main(i32 %x) #0 {
2| entry:
3| %cmp = icmp ugt i32 %x, 10
4| br il %cmp, label %if.then, label %if.else
1| void main(int x){ 5
A int y; 6 if;then: - .
3 if(x > 10) { 7 %add = add i32 %x, 1
8| br label %if.end
4 y=x+1; 9
5 } 10| if .else:
6 else { 11| br label %if.end
7 y = 10; 12
8 } 13| if.end: = %if.else, %if.then
9 svf_assert(y >= x + 1); 14| %y.0 = phi i32 [%add, %if.then], [10, %if.else]
10| ¥ 15| %addl = add 132 %x, 1
16| %cmp2 = icmp uge i32 %y.0, %addl
17 call void @svf_assert(il zeroext %cmp2)
Source code 18| ret void
19}

LLVM IR

- 000
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Example 4: Branches

define void @main(i32 %x) #0 {

1

2| entry:

3| %cmp = icmp ugt i32 %x, 10
4|  br il %cmp, label %if.then, label %if.else
5

6| if.then:

7 %add = add i32 %x, 1

8| br label %if.end

9

10| if.else:

11| br label %if.end

12

13| if.end: = %if.else, %if.then

14 %y.0 = phi i32 [%add, %if.then], [10, %if.else]
15 %addl = add i32 %x, 1

16| ‘%cmp2 = icmp uge 132 %y.0, %addl

17 call void @svf_assert(il zeroext Y%cmp2)

18 ret void

GloballCFGNod<0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStm: [Var8 <-- (Var7 pred34 Var9)]

TniralCFGNode2 {fun: main}
%cmp = icmp ugt i32 %x. 10

BranchStmt: [Condition Var8]

TntralCFGNode3 {fun: maim}
bril %emp, label %if.then, label %if clse

BinaryOPStmt: [Varl | <-- (Var7 opcode13 var12)]

TntralCFGNoded {fun: main}
%add = add 32 %x, |

'
TntralCFGNode6 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

TntralCFGNode3 {Fun: main}
br label %if.cnd

LLVM IR

Two ICFG paths:

® if.then branch:

0—+1—-2—-3—>4—-56—>7—8—9 — svfassert

® if.else branch:
0—+1—-2—-3—-5—>7—8—9 — svfassert

PhiStm: [Varl6 <-- ([Varl1, ICFGNode6], [ Var9, ICFGNode5])]

TniralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if.then], [10, %if.clsc]

TniralCFGNode8 {fun: main}
BinaryOPStmt; [Varl7 <-- (Var7 opcodel3 var12)]
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Varl6 pred33 Var17)]

TntralCFGNode9 {fun: main}.
%emp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]

ObjVarb (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

Tntral CFGNode2 { fun: main}
CmpStmt: [Varg <~ (Var7 pred34 Var9)]
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if end

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]

ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1
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Example 4: Branches

GloballCFGNoded

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Yoemp = iemp ugt i32 %x. 10

cond: Var8

suce: 1 E

e
’ TotralCFGNoded {Tun: main} ‘

BranchStmt: [Condition Var8]
br il %cmp, label %if then, label %if else

Tntral CFGNode3 {fun: main} ‘

BinaryOPStmt; [Varl 1 < (Var7 opcodel3 var12)]
%add = add i32 %x, |

Ttral CFGNode5 {Tun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

v i
Tntral CFGNode6 {Tun: main}
br label %if end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred33 Varl7)]

TntralCFGNode9 {fan: main},
%emp2 = icmp uge i32 %y.0. %add1

ICFG

CallICFGNode 10 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]
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Algorithm 5: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 6: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
| return false;

else
addToSolver(cond == succ);
return true;

10
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

cond: Var8

succ: 1 TntralCFGNode3 {fun: main}
::> BranchStmt: [Condition Var§]

Evaluate br il %cmp, label %if then, label %if else

cond = succ
IntralCFGNode4 {fun: main} ‘

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y .0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred33 Var7)]

TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ - ]

[
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Algorithm 7: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 8: handleBranch(intraEdge)
cond = intraEdge.getCondition();

succ = intraEdge.getSuccessorCondValue();
getSolver().push();

addToSolver(cond == succ);

res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;
else
addToSolver(cond == succ);
L return true;

Note: getSolver().push() creates a new stack frame for
maintaining the newly added Z3 constraints.
11
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Example 4: Branches Verifying ICFG path: 0 — 12— 3 —4 —
AddeSmt [Vard <. Var3] 32 10 6 — 7 — 8 — 9 — svf_assert (if.then branch)
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- Var5] foo

ICFG Node/Edge Constraints in the solver

FunEntrylCFGNode! {fun: main}
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1,0)

cond: Var8
succ: 1 TntralCFGNode3 {fun: main}

|::> BranchStmt: [Condition Var§] ICFGEdge 3 — 4
Evaluate br il %cmp, label %if then, label %if else

cond = succ a~

IntralCFGNode4 {fun: main} ‘

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

The constraint Var8 = 1 is evaluated to be SAT.
The conditional ICFGEdge [ICFGNode3 — ICFGNode4]

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

T
IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
br label %if.end br label %if.end

PhiStmt: [Var16 <-- ([Varl1, ICFGNode6]. [Var9, ICFGNode5])]
%y.0 = phi i32 [%add, %if then], [10, %if else]

’ X TntralCFGNode7 {fun: main} et ‘ is feasible.

BinaryOPStmt: [Var17 <-- (Var7 opcode13 var12)] ObjVar5 (0x7£000005) Value: NULL

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

1 ValVar4d Value: 0x7£000005
TntralCFGNoded {fun: main} ValVar9 Value: 10
CmpStmt: [Varl8 <-- (Var16 pred35 Var17)] ValVari2 Value: 1
Goemp? = icmp uge 132 %y.0, %add1 ValvVar? Value: 11

CalllCFGNode [0 {fun: main} ICFG ValVar8 Value:
call void svf_assert(il %cmp2)

[ ]

12
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

cond: Var8
suce: 1 E ’
addToSolver
cond = succ

Tntral CFGNoded {Tun: main} ‘

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y .0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred33 Var7)]

TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Algorithm 9: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
'handleBranch(intraEdge) then
L return false;

else

L handleNonBranch(edge);

Algorithm 10: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;

else
addToSolver(cond == succ);
return true;

Note: res is sat, so the conditional ICFGEdge
[ICFGNode4 «+ ICFGNode3] is feasible!!

Software Security Analysis 2024
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

cond: Var8

succ: 1 TntralCFGNode3 {fun: main}
::> BranchStmt: [Condition Var§]

addToSolver bril %cmp, label %if then, label %if.else

cond = succ
TntralCFGNodeZ {fun: main} ‘

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]
%add = add i32 %x, |

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

TntralCFGNode3 {fun: mainy
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if .end

TniralCFGNode6 {Tun: main}
br label %if.end

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4d = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 4 A Var8 =1

PhiStmt: [Varl6 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <~ (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Varl7)]

TntralCFGNode9 {fun: main)
%emp2 = icmp uge i32 %y.0, %addl

ICFG

210 {fun: main}
ssert(il 9emp2)

v

[ ]

————————————— SVFVar and Value-------------
ObjVars (0x7£000005)
ValVar4
ValVar9
ValVari2
ValVar7
ValVar8

14
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Example 4: Branches

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Var8 <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]

Tntral CFGNode3 {fun: main}
bril %cmp, label %if then, label %if.clse

=>|

Tntral CFGNoded {Tun: main}
BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]
%add = add i

d i32 %ox.

¥ i
Tntral CFGNode6 {fun: main}

Verifying ICFG path: 0 -1 -2 -3 -4 —

6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge

Constraints in the solver

|

BranchStmt: [Unconditional branch]

br label %if.end ‘ ’ br label %if .end

TntralCFGNodes {fun: main}
BranchStmt: [Unconditional branch]

Software Security Analysis 2024
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TntralCFGNode7 {fun: main}
PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, [CFGNode3])]
%y.0 = phi 32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 varl2)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]

ICFG

ICFGNode 0 Var9
ICFGNode 2
ICFGEdge 3 — 4

ICFGNode 4

= 10 A Var12 = 1 A Var4 = 0x7£000005
A Var8 = ite(Var7 > Var9, 1, 0)
A Var8 =1

A Varll = Var7 + Vari2

ObjVars (0x7£000005)
ValVard

ValVar9

ValVari2

ValVar7

ValVars

ValVaril

-SVFVar and Value-

Value: NULL
Value: 0x7£000005
Value: 10

Value: 1

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if else

’ TntralCFGNode3 {fun: main} ‘

Algorithm 11: 3 handleIntra(intraEdge)

2 if intraEdge.getCondition() &&
[ lhandleBranch(intraEdge) then
TAiralCFGNodc6 {Tan: main} TairalCFGNode3 {Tan: maim} .
|::> BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] 4 L return false;

br label %if.end br label %if.end

}
BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]

-
TntralCFGNoded {Tun: main
%add = add i32 %x, |

6 else

ThtralCFGNode7 {Tun: main} .
PhiStmt: [Varl6 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])] 8 L handleNonBranch(edge);
Gy.0 = phi 132 [%add, %if then], {10, %if.else]

BinaryOPStmt: [Varl7 <-- (Var7 opcode3 varl2)]

TniralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

]
TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)
v
[ ]
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Example 4: Branches

GlobalICFGNodeO
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt; [Varl2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

Tntral CFGNode2 {fun: main}
CmpStmt: [Varg <~ (Var7 pred34 Var9)]
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if else

TntralCFGNode3 {fun: main} ‘

BinaryOPStmt; [Varl | < (Var7 opcodel3 varl2)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

TntralCFGNode3 {Tun: mam}
BranchStmt: [Unconditional branch]
br label %if .end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

TntralCFGNode7 {fun: main}
|::> PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Var17 <-- (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
Yoadd] = add i32 %x, |

)
TntralCFGNoded {fun: main}
CmpStmt: [Varl8 <-- (Varl6 pred33 Varl7)]
Yecmp2 = icmp uge i32 %y.0, %add1

12
‘ CalllCFGNode [0 {fun: main} ‘ ICFG

call void svf_assert(il %cmp2)

o NI VP

N o

Verifying ICFG path:0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

Algorithm 12: 3 handlePhi (edge)

res < getZ3Expr(phi.getResID());
opINodeFound < false;
for i « 0 to phi.getOpVarNum() — 1 do
if edge.srcNode() postdominates phi.getOpICFGNode(i)
then
ope « getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;

Given Var16 < ([Var11, ICFGNode6], [Var9, ICFGNode5]),
only Var16 = Var11 holds as we traverse the if.then branch
from ICFGNode6, where Var11’s definition originates

edge.srcNode (): ICFGNode6
phi.getOpICFGNode (i): ICFGNode where i-th
phi operand var’s definition originates.

ICFGNode m postdominates n: if all paths to the graph’s exit

[ ] starting at n must c-;o throu(-;h m =a node Hostdominates itself).
17
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying IC
6—>7—8

FGpath:0 -1 —-2—-3—4—
— 9 — svf_assert (if.then branch)

ICFG Node/Edge

Constraints in the solver

ICFGNode 0
ICFGNode 2

Var9 = 10 A Var12 = 1 A Var4d = 0x7£000005

A Var8 = ite(Var7 > Var9, 1, 0)

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

i
TntralCFGNode6 {fun: main}.
BranchStmt: [Unconditional branch]

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

br label %if .end

TntralCFGNode7 {fun: main} ‘

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]

Software Security Analysis 2024

ICFGEdge 3 — 4 A Var8 =1
ICFGNode 4 A Varll = Var7 + Vari2
ICFGNode 7 A Varlé = Varil

fffffffffffff SVFVar and Value-------------

ValVar9 Value: 10

ValVari2 Value: 1

ValVar7 Value: 11

ValVars Value: 1

ValVaril Value: 12

ValVari6 Value: 12

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 — 4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Varl2 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 4 A Varg8 =1

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

Tntral CFGNode8 {fun: main}
BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]

Software Security Analysis 2024

ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var16 = Varil
ICFGNode 8 A Varl7 = Var7 + Vari2

————————————— SVFVar and Value-------------

ValVar9 Value: 10

ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1

ValVariil Value: 12

ValvVari6 Value: 12

ValVari7 Value: 12

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]

TntralCFGNode2 {fun: main}
ocmp = icmp ugt 132 %x. 10

Tntral CFGNode3 {Tun: main}
BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if.clse

BinaryOPStmt: [Varl 1 <-- (Var7 opcodel3 var12)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

Verifying ICFG path: 0 -1 -2 -3 — 4 —

6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

Tntral CFGNode3 {fun: main}
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
. br label %if.end

-
Tntral CFGNode6 {fun: main}
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 4 A Var8 =1

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

IntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 varl2)]

Tntral CFGNode8 {Tun: main}
%add] = add i32 %x, |

Tntral CFGNode {Tun: main}
|::> CmpStmt: [Var8 <-- (Varl6 pred33 Var17)]
%emp? = icmp uge 32 %y.0, %add 1

CalllCFGNode 0 {fun: main} ICFG
call void svf_assert(il %cmp2)

ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var16 = Varil
ICFGNode 8 A Varl7 = Var7 + Var12
ICFGNode 9 A Vari8 = ite(Var16 > Vari7,1,0)

————————————— SVFVar and Value-------------

ValVar9 Value: 10

ValvVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1

ValVarii Value: 12

ValVari6 Value: 12

ValVari7 Value: 12

ValVari8 Value: 1

Software Security Analysis 2024
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

)
’ TntralCFGNode9 {fun: main} ‘

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

Yocmp2 = icmp uge i32 %y.0, %oadd1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

Software Security Analysis 2024

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var1l6 = Varil

ICFGNode 8 A Varl7? = Var7 + Var12
ICFGNode 9 A Vari8 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Var18 = 0 (negation of the assert condition)

Solver yields UNSAT (i.e., no counter example),
therefore, the assertion is successfully verified!!

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

|

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

| &=

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

cond: Var§
succ: 0

Evaluate
cond = succ

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

’ TntralCFGNode7 {fun: main}

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])] ‘

%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

|

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

|

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

ICFG

[

]

Software Security Analysis 2024

[
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5
6
7
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9
10
1

Algorithm 13: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;
else

| handleNonBranch(edge);

Algorithm 14: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;

else
addToSolver(cond == succ);
return true;

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]
br il %cmp, label %if then, label %if else

cond: Var8
Tntral CFGNoded {Tun: main} succ: 0
BinaryOPStmt: [Varl1 <—- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 Evaluate

cond = succ

Verifying ICFG path: 0 -1 -2 >3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 4

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]

The constraint Var8 = 0 is evaluated to be SAT
The conditional ICFGEdge [ICFGNode3 — ICFGNode5]
is feasible.

ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0O
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

cond: Var§
’ Tntral CFGNoded {Tun: main} ‘ succ: 0

BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 addToSolver

cond = succ

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]

Software Security Analysis 2024
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Algorithm 15: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 16: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;

else
addToSolver(cond == succ);

return true;

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

bril %cmp, label %if then, label %if else

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]

cond: Var8
Tntral CFGNoded {Tun: main} succ: 0
BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 addToSolver

Verifying ICFG path: 0 1 -2 -3 —- 5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 5 A Var8 = 0

cond = succ

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]

————————————— SVFVar and Value-------------
ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

BranchStmt: [Unconditional branch]

br label %if .end

i
TntralCFGNode6 {fun: main}.
br label %if end

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 5 A Var8 =0

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

|

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]

Software Security Analysis 2024

ICFG

ICFGNode 7 A Varl6é = Var9
————————————— SVFVar and Value-------------
ObjVarbs (0x7£000005)  Value: NULL
ValVar4d Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1
ValVar7 Value: 10
ValVars Value: 1
ValVari6 Value: 10

https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: mainy
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]
bril %cmp, label

TntralCFGNode3 {fun: main}
oif then, label %if else

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]

Tntral CFGNoded {Tun: main}
eadd = add i32 %x, 1

Verifying ICFG path: 0 1 —+2 -3 -5 —

7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge

Constraints in the solver

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

'
Tntral CFGNode6 {fun: main} TntralCFGNode3 {fun: main}
br label %if.end br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4d = 0x7£000005

ICFGNode 2
ICFGEdge 3 — 5
ICFGNode 7
ICFGNode 8

ICFGNode 9

A Var8 = ite(Var7 > Var9, 1, 0)
A Var8 =0
A Varlé = Var9
AN Varl7 = Var7 + Vari2

A Vari8 = ite(Var16 > Vari?7,1,0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 < (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, |

TntralCFGNoded {fun: main)
CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

[ ]

ObjVar5 (0x7£000005)
ValVard

ValVar9

ValVari2

ValVar7

ValVar8

ValVari6

ValVari7

ValVaris

Value: NULL
Value: 0x7£000005
Value: 10

Value: 1

Value: 11

Value: 1

Value: 10

Value: 11

Value: 0

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 =5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

)
’ TntralCFGNode9 {fun: main} ‘

CrmpStmt: [Varl8 <-- (Var16 pred35 Var17)]
‘ j ICFG

Yocmp2 = icmp uge i32 %y.0, %oadd1

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

Software Security Analysis 2024

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 5 A Var8 =0

ICFGNode 7 A Varl6é = Var9

ICFGNode 8 A Varl7 = Var7 + Vari12
ICFGNode 9 A Var18 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Varil8 = 0 (negation of the assert condition)

Solver yields SAT, a counterexample exists:
(Var16 = 10 A Var17 = 11).
The assertion is violated and fails!
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Example 5: Interprocedural

int foo(int p) {
return p;
}
int main(int argc) {
int x;
int y;
x = foo(3); //ctx:[l7]
y = foo(argec); //ctx:[lg]
svf_assert(y == argc);

}

[¢7]1: calling context of foo at ¢7

© 00 N O 0o A~ W NN =

o

[¢g]: calling context of foo at ¢g

e
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Example 5: Interprocedural

int foo(int p) {
return p;
}
int main(int argc) {
int x;
int y;
x = foo(3); //ctx:[l7]
y = foo(argec); //ctx:[lg]
svf_assert(y == argc);

© 00 N O 0o A~ W NN =

o

}

[¢7]1: calling context of foo at ¢7
[¢g]: calling context of foo at ¢g

Concrete Execution
(Concrete states)

One execution:

argc : O
push calling context (calling foo at ¢7)
P 3

calling context pop (returning from foo at £2)
X 03

push calling context (calling foo at £g)
P 00

pop calling context (returning from foo ¢)
y 0

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis
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Example 5: Interprocedural

Concrete Execution

Symbolic Execution

1| int foo(int p) { (Concrete states) (Symbolic states)
2 return p;
3|} i ) ¢ One execution:
; lmi:nrtna}l:.l nt arge argc : O argc getZ3Expr (argc)
6 int yf push calling context (calling foo at ¢7) push abstract calling context (current ctx:[¢7])
7| x = foo(3); //ctx:[l7] p : 3 ([z],p) + 3
8| y = foo(arge); //ctx:[/g] calling context pop (returning from foo at ¢2) X . getZ3Expr ({[7],p))
9 svf_assert(y == argc); X 03 pop abstract calling context (current ctx:[ ])
100} push calling context (calling foo at £g) push abstract calling context (current ctx:[¢s])
[¢7]: calling context of foo at £7 p 0 ([te], p) getZ3Expr (argc)
. lli text (returning from foo ¢, : tZ3E. ls],
[¢g]: calling context of foo at /g pop c& |n'g context (returning from foo 2) v g.e *pr ({[fs], p))
y .0 pop abstract calling context (current ctx:[ ])
| 29

Software Security Analysis 2024

https://github.com/SVF-tools/Software-Security-Analysis


https://github.com/SVF-tools/Software-Security-Analysis

Example 5: Interprocedural

1
2
3
4
5
6
7
8
9

10

Concrete Execution

int foo(int p) { (Concrete states)
return p;

¥ inGi )t One execution:
1n1.: main(int argc argc S0

int x;

int y; push calling context (calling foo at ¢7)

x = foo(3); //ctx:[l7] P .3

y = foo(argec); //ctx:[lg] calling context pop (returning from foo at ¢)

svf_assert(y == argc); X 3
b push calling context (calling foo at /g)
[¢71: calling context of foo at £7 p 0

. op calling context (returning from foo ¢,

[¢g]: calling context of foo at /g P ; 'g 0 ( 9 2

Checking non-existence of counterexamples:

Symbolic Execution
(Symbolic states)

argc . getZ3Expr(argc)
push abstract calling context (current ctx:[¢7])
(tlp) @ 3

X . getZ3Expr ({[7],p))

pop abstract calling context (current ctx:[ ])
push abstract calling context (current ctx:[¢g])
([¢s],p) : getz3Expr(arge)

y . getZ3Expr (([lg], p))
pop abstract calling context (current ctx:[ ])

P(ND) AD(N2) A p(N) A =9(Q)

Satisfiability | Counterexample

([tr],p) =3 Ax=([tr], p) A ([ls], p) =arge Ay =([¢r],p) Ay #arge

unsat %)

foo’s argument p needs to be differentiated and renamed as ([¢-],p) and ([¢s], p) due to two calling contexts,

¢7] and [¢s] to mimic the runtime call stack which holds the local variable ﬁ
29
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Example 5: Interprocedural

SSE: : getZ3Expr(SVFVarID) in Assignment-2

* Get an Z3 expression based on SVFVarID and the current calling context
callingCtx

® callingCtx is maintained per ICFG path by calling SSE: : pushCallingCtx
and SSE: :popCallingCtx When handling Cal1CFGEdge and RetCFGEdge.

z3::expr SSE::getZ3Expr(NodeID idx) const {
return z3Mgr->getZ3Expr(idx, callingCtx);

n

3|}

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis

30



https://github.com/SVF-tools/Software-Security-Analysis

Example 5: Interprocedural

1| define i32 @foo(i32 %p) #0 {
1| int foo(int p) { 2| entry:
> return p; 3| ret i32 Yp
3} ; ¥
4 1nt_: main(int arge) { 6| define i32 @main(i32 jargc) #0 {
5 :!.nt X3 7| entry:
6| 1int y; 8| Y%call = call i32 @foo(i32 3)
7| x = foo(3); 9| ‘%calll = call i32 @foo(i32 %argc)
8| y = foo(argce); 10| %cmp = icmp eq i32 Y%calll, %argc
9 svf_assert(y == argc); 11| call void @svf_assert(il zeroext %cmp)
10| } 12 ret i32 0
13| }
Source code LLVM IR

e
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Example 5: Interprocedural

entry:
ret i32 Yp
}

entry:

® N g hw N =

- o ©

12 ret i32 0
13| }

define i32 @foo(i32 %p) #0 {

define i32 @main(i32 Jargc) #0 {

%call = call i32 @foo(i32 3)

%calll = call i32 @foo(i32 %argc)
%emp = icmp eq i32 Ycalll, Y%argc

call void @svf_assert(il zeroext %cmp)

Software Security Analysis 2024

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq 132 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]

https://github.com/SVF-tools/Software-Security-Analysis

ICFG

%

FunEntryICFGNodel {fun: foo}

IntraICFGNode2 {fun: foo}

t 132 %p

FunExitICFGNode3 {fun: foo.

PhiStmt: [Var6é <-- ([Var7
ret i32 %p

¥
, ICFGNode21,)]

0x146e3df80 |

0x146e3e040
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Example 5: Interprocedural

=

Software Security Analysis 2024

GlobalICFGNoded

[Varl <-- Vare] ptr null
[Var21 <-- Var3] i32 @

[Var14 <-- Var30] i32 3
[Var4 <-- Var5] swap
[Var9 <-- Var10] main

[Var18 <-- Var19] svf_assert

CopyStmt:
AddrStmt :
AddrStmt :
AddrStmt :
Addrstmt :
AddrStmt :

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Vari4]
%call = call 132 @foo(i32 3)

0x146e3df80

e

FunEntryICFGNodel {fun:

foo}

|

TntralCFGNode2 (fun
ret 132

oo}

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
#call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %argc)

IntraICFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

ICFG

FunExitICFGNode3 {fun:
PhiStmt:
ret i32 %

foo

)
[Var6 <-- ([Var7, ICFGNode2],)]

0x1463d780 I

0x146e3e040

Verifying ICFG path: 0 44 +5—1—-52 >3 —
6—+7—-1—-2—-3—>8—9 — svfassert

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var2l = 0 AVarld =3 A ...
- —-SVFVar and Value-
ObjVars (0x7£000005) Value: NULL
ObjVar10 (0x7£00000a)  Value: NULL
ObjVar19 (0x7£000013)  Value: NULL
ValVar0O Value: NULL
ValVari Value: NULL
ValVar21 Value: O
ValVari4 Value: 3
ValVar4 Value: 0x7£000005
ValVar9 Value: 0x7£00000e
ValVari8 Value: 0x7£00001d

The values of Z3 expressions for each SVFVar
after analyzing GlobalICFGNodeO

(use printExprValues()

to print SVFVars and their values)

33
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Example 5: Interprocedural

GlobalICFGNode@
CopyStmt: [Varl <-- Varel ptr null -
Addrstmt: [Var2! <-- Var3] 132 0 Algorithm 17: 2 translatePath(path)
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStnt: [Var9 <~ Var10] main 2 fo_reach edge € path do
AddrStmt: [Var13 <-V- Var19] svf_assert 4 if IntraEdge < dyn_cast(IntraCFGEdge)(edge)
|::> FunEntryICFGNoded {fun: main} then
FunEntryICFGNodel {fun: f .
CaTITCFGNodeb (Fun® main) unEntryICFidet (fun: foo) 6 if handleIntra(IntraEdge) == false then
CallPE: [Var7 <-- Varl4] .
%call = call 32 @foo(i32 3) TntralcroNodez (fun: foo) 8 L return false;
0x146e3d780 ret i32 %p
] 10 else if CallEdge < dyn_cast(CallCFGEdge)(edge)
ReTTCFONodes TFanT mainy FUnExiTICFGNode3 {fun: foo) th
RetPE: [Varl3 <-- Varé] Phistmt: [Var6 <—; gg;a;L 1CFGNode2],)] en
B ret 132 %p .
e 1‘32 Hooi®? 3 OxT46e3d780 | 0Ox146e3e040 12 L handleCall(CallEdge);
CallicTONode? (fun: mainy 14 else if RetEdge < dyn_cast(RetCFGEdge)(edge)
%calll = call i32 @foo(i32 %argc) then
0x146e3e040
16 L handleRet(RetEdge);
RetICFGNode8 {fun: main}
‘ RetPE: [Varl5 <-- Var6] 18 else
Kealll = call 132 efool(132 Karge) 20 | assert(false &&"what other edges we have?");
TnEralCFoNoded (Fun: main} .
CmpStmt: [Vari6 <-- (Var15 pred32 Vari2)] 21 | returntrue;
%cmp = icmp eq 132 %calll, %argc
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp)
v
I ]
34
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 18: handleCall(callEdge)

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo} .
5 l expr_vector preCtxExprs(getCtx());

1
! 2 callPEs < calledge — getCallPEs();
FunExitICFGNode3 {fun: foo} 3 foreach callPE € callPEs do
a4

RetICFGNode6 {fun: main}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]

RetPE: [Var13 <-- Var6.
fentt © call 132 Groo132 3) ret 132 %p L preCtxExprs.push_back(rhs);
0x146e3d80 ] 0x146e3e040
CallICFGNode7 {fun: main} i i 0
CallIcrGNode7 (fun: main 5 pusl?CallningCtx(called'gengtCéllS:Lte()),
%calll = call i32 @foo(i32 %argc) 6 fori=0;i< callPEs.s:Lze(); ++1ido
oxideesedsd 7 | 1hs < getZ3Expr(callPEs[i] - getLHSVarID());
RetICFGNodes (fun: main] 8 addToSolver(lhs == preCtxExprs[i]);
RetPE: [Varl15 <-- Var6]
%icalll = call 132 @foo(i32 %arge) 9 return true;

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

2
[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Verifying ICFG path: 0 -4 -5 1 -2 — 3 —

6—+7—-1—-2—-3—>8—9— svfassert

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %
0xT46e3780 T 0xT46e3¢040

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

CallICFGNode3|

Calling Context

RetPE: [Var15 <-- Var6]

#calll = call 13i @foo(i32 %arge) After processing the call edge
R e o) ‘ CallICFGNode5 — FunEntryICFGNodel

‘ RetICFGNode8 {fun: main}

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

—_—
CallICFGNode10 (Fun: main} ICFG retEdge
call void svf_assert(il %cmp)
2
[ ]
| 36
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 19: handleCall(callEdge)

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)
0x146e3df80

1 expr_vector preCtxExprs(getCtx());

1 2 callPEs < calledge — getCallPEs();

FUNEXTLICFGNode3 {fun: foo 3 foreach callPE € callPEs do
4

]
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
I T et 32 o L preCtxExprs.push_back(rhs);

0x146e3d780 I 0x146e3e040

IntraICFGNode2 {fun: foo} l
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CaTTICFoNodey (Funt mainy pushCallingCtx(calledge — getCallSite());
CallPE: [Var7 <-- Vari2] : N . :
%calll = call 132 @foo(i32 %arge) for i =0;i < callPEs.size();+ + i do

5
6
0x146e3e040 .
7 1hs < getZ3Expr(callPEs[i] — getLHSVarID());
‘ RetICFGNode8 {fun: main} 8

addToSolver(lhs == preCtxExprs[i]);
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %argc) 9 return true:

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

2
[ ]
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Example 5: Interprocedural
Verifying ICFG path: 0 -4 -5 1 -2 -3 —

GlobalICFGNode®

CopyStmt: [Varl <-- Var0] ptr null 6—>7—>1—22—-3—>8—>9 — svf_assert

AddrStmt: [Var2l <-- Var3] i32 0

AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap il il

S e Vaia b ICFG Node/Edge Constraints in the solver

AddrStmt: [Var18 <-- Var19] svf_assert

ICFGNode 0 Var21 = 0 AVarld =3 A ...

[
FunEntryICFGNoded {fun: main} et emeeeememeneeceeeaeaan
7 FunEntryICFGlioder {fun: fool : ICFGNode 5 A ([ICFGNodeS], Var7) = Var14

CallICFGNode5 { main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

TntralCFGNode2 {fun: foo)

0x146e3d780 *»
————————————— SVFVar and Value-------------
REtICFGN Fun: mai FUnExitICFGNode3 {fun: foo} 5 .
O et Tune ain) Phistmt: [Varé <-- ([Var7, ICFGNode2],)] ObjVar5 (0x7£000005) ~ Value: NULL
%call = call 132 @foo(i32 3) ret i32 %p ObjVar10 (0x7£00000a)  Value: NULL
0x146e3df80 [ 0xi46e3ed40 0ObjVar19 (0x7£000013)  Value: NULL
CallICFGNode? {fun: main} .
CallPE: [Var7 <-- Var12] ValVar0 Value: NULL
%calll = call i32 @foo(i32 %arge) ValVari Value: NULL
0x146e3e040 ValVar21 Value: 0
— - ValVari4 Value: 3
RetICFGNodes (fun: main
RetPE: [Var15 <-- Var6] ValVar4 Value: 0x7£000005
%calll = call i32 @foo(i32 %argc) ValVar9 Value: 0x7£00000e
ValVari8 Value: 0x7£00001d
TntralCFGNoded {fun: main)
Crpstnt: [Var1s <-- (Varis pred32 Var12)] > callEdge ValVar? Value: 3
%emp = icmp eq i32 %calll, %arge
Em——
‘ CallICFGNode10 {fun: main} ‘ ICFG retEdge

call void svf_assert(il %cmp)

0 -+ ] Note: SVFVar and Value table is printed under

the calling context [Cal1ICFGNode5]
e 38
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun:

foo}

IntralCFGNode2 {fun:

0x1463df80

132 %p

oo}

| &=

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

PhiStmt:
ret i32 %

FunExitICFGNode3 {fun: 3
[Varé <-- ([Var7, ICFGNode2],)]

foo.

0x146€3d780 I

0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt:
%cmp = icmp eq i32 %calll, %argc

[Var16 <-- (Var15 pred32 Var12)]

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]

Software Security Analysis 2024

Verifying ICFG path: 0 44 -5 —1—-52 >3 —
6—-7—-1—-2—-3—8—9— svfassert

ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x1463df80

TntralCFGNode2 (fun: foo)
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3d780 I 0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

1
2

Algorithm 20: 3 handlePhi (edge)

res « getZ3Expr(phi.getResID());
opINodeFound < false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4

o

if edge.srcNode() postdominates
phi.getOpICFGNode(i) then
ope < getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;

https://github.com/SVF-tools/Software-Security-Analysis

40


https://github.com/SVF-tools/Software-Security-Analysis

Examp'e 5: |nterprocedura| Verifying ICFG path: 0 -4 -5 152 53—

6—>7—-1—-2—-3—8—9— svfassert

GlobalICFGNode®

CopyStmt: [Varl <-- Var0] ptr null ICFG Node/Edge Constraints in the solver
AddrStmt: [Var21 <-- Var3] i32 @
Addrstnt: [Varl4 <- Var3o] 132 3 ICFGNode 0 Var2l =0 AVarida =3 A ...

AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert ICFGNode 5 A ([ICFGNode5], Var7) = Vari4

FunEntryICFGNode4 {fun: main} ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], Var7)
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

\

TntralCFGNode2 {fun: foo} l

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge

0x146e3d780 reti32% | | -mmosmo——oee SVFVar and Value-------------
{ ObjVar5 (0x7£000005) Value: NULL
RetICFGNode6 (fun: main} FunExitICFGNode3 {fun: foo} ObjVar10 (0x7£00000a)  Value: NULL
RetPE: [Vari3 <-- Varl Phistmt: [Var6 <-- ([Var7, ICFGNode2],)] Varid (OxTf 13 Tue: NULL
%call = call i32 @foo(i32 3) ret 32 %p ObjVari9 (0x7£000013 Value: NUI
0x1463d80 I 0x146e32040 ValVar0 Value: NULL
CallICFGNode? (fun: main} .
CallPE: [Var7 <-- Vari2] Valvari Value: NULL
%calll = call i32 @foo(i32 %arge) ValVar21 Value: O
0x146e3¢040 ValVari4 Value: 3
ValVard Value: 0x7£000005
RetICFGNoded (fun: main} .
RetPE: [Varls <-- Var61 ValVar9 Value: 0x7£00000e
%calll = call i32 @foo(i32 %argc) ValVari8 Value: 0x7£00001d
ValVar7 Value: 3
IntralCFGNoded {fun: main} ‘ ValvVar6 Value: 3

ICFG

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

Note: SVFVar and Value table is printed under

the calling context [Cal1ICFGNode5]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 21: handleRet (retEdge)
FunEntryICFGNodel {fun: foo} 1 rhs(getctx());
2 if retPE  retEdge.getRetPE() then
3 L rhs ¢ getZ3Expr(retPE.getRHSVarID());

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo} l
P

FUnEXTtICFGNode3 (Fu {4  popCallingCtx();
n - i ; :
prastnt: [aré <0 §§§a;; KcrClosez1 ) i 5 if retPE < retEdge.getRetPE() then
Ox146e3dfE0 [ Ox146e3e04d 16 1hs < getZ3Expr(retPE.getLHSVarID());
CallICFGNode7 {fun: main} .
CallPE: [Var7 <-- Vari2] 7 addToSolver(lhs == rhs);
%calll = call i32 @foo(i32 %argc)

0x146e3e040 8 return true,;

Note:retPE.getRHSVarID() returns ValVar6
getZ3Expr(ValVar6) binds ValVaré with the current
TntralCFaNodeg (Fun: main} callingCtx [ICFGNode5] and returns the Z3 expression for
O e = e a1 105 et %3&’””‘ ——> callEdge [ICFGNode5], Var6

T, ] o T e

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

I —— 42
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
Addrstmt: [Var1g <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x146e3df80

TntralCFGNode2 {fun: foo} l
p

RetICFGNode6 {fun: main}

|::>: RetPE: [Var13 <-- Var6]
: %call = call i32 @foo(i32 3)

FUnEXitICFGNode3 {fun: foo} H
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 % :

0x146e3d780 I 0x146e3e040 H

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

etPE: [Varls <--

RetICFGNode8 {fun: main}
ar6]
%calll = call i32 @foo(i32 %argc)

IntraICFGNoded {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

——> callEdge

—> retEdge

Algorithm 22: handleRet (retEdge)

rhs(getCtx());
if retPE < retEdge.getRetPE() then
L rhs « getZ3Expr(retPE.getRHSVarID());
popCallingCtx();
if retPE < retEdge.getRetPE() then

1hs ¢ getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

return true;

pop out
popCallingCtx()

alling Context
After processing the return edge
FunExitICFGNode3 — RetICFGNode6

https://github.com/SVF-tools/Software-Security-Analysis
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

FunEntryICFGNodel {fun: foo}

%call = call 132 @foo(i32 3)

IntraICFGNode2 {fun: foo} l
P

0x146e3df80
: RetICFGNode6 (fun: main) FUnExitICFGNode3 {fun: foo)
|:"> RetPE: [Varl3 <-- Var6] Phistmt: [Varé <-- ([Var7, ICFGNode2],)]
: %call = call i32 @foo(i32 3) ret 132 %p
0x146e3d80 ] 0x146e3e040

CallICFGNode7 {fi
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

ICFG

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

——> callEdge

—> retEdge

N o o &

w N

Algorithm 23: handleRet (retEdge)

rhs(getCtx());
if retPE < retEdge.getRetPE() then
| rhs < getZ3Expr(retPE.getRHSVarID());
popCallingCtx();
if retPE < retEdge.getRetPE() then
lhs < getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

return true;

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
Addrstmt: [Var2l <-- Var3] i32 0
AddrStmt: [Varid <-- Var30] i32 3
AddrStmt: [Vard <-- Var5] swap
Addrstmt: [Varg <-- Var1] main
AddrStmt: [Vari8 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}
FunEntryICFGNode1 {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

%call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
ret i32 %

FunExitICFGNode3 {fun: foo}
Phistmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %p

RetICFGNode6 {fui
RetPE:
%call

ain}

[Vari3 <-- Var6]
call i32 @foo(i32 3)

Verifying ICFG path: 0 -4 -5 -1 52 >3 —

6—>7—-1—-2—-3—8—9— svfassert

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2l =0 AVarid =3 A ...
ICFGNode 5 A ([ICFGNodeS], Var7) = Var14
ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var)
ICFGNode 6 A Var13 = ([ICFGNodeS], Var6)

0x146€3e040

0x146e3df80 I

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetICFGNoded (fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %argc)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

TntralCFGNoded {fun: main} ‘

——> callEdge

ICFG

] >
CallICFGNode10 (Fun: main} retEdge
call void svf_assert(il %cmp)

————————————— SVFVar and Value-------------
ObjVarbs (0x7£000005) Value: NULL
ObjVar10 (0x7£00000a)  Value: NULL
ObjVar19 (0x7£000013)  Value: NULL
ValVarO Value: NULL
ValVari Value: NULL
ValVar21 Value: 0
ValVari4 Value: 3

ValVar4 Value: 0x7£000005
ValVar9 : 0x7£00000e
ValVari8 0x7£00001d
ValVari3 3

Software Security Analysis 2024

https://github.com/SVF-tools/Software-Security-Analysis

45


https://github.com/SVF-tools/Software-Security-Analysis

Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

| CallICFGNode7 {fi a

CallPE: [Var7 <-- Var12]

%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

IntraICFGNode2 {fun: foo}
P

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

ICFG

——> callEdge

—> retEdge

Algorithm 24: handleCall(callEdge)

expr_vector preCtxExprs(getCtx());
callPEs < calledge — getCallPEs();
foreach callPE € callPEs do

L preCtxExprs.push_back(rhs);

pushCallingCtx(calledge —getCallSite());

fori =0;i < callPEs.size(); + + i do
1hs < getZ3Expr(callPEs[i] — getLHSVarID());
addToSolver(lhs == preCtxExprs[i]);

return true;

Software Security Analysis 2024
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

| CallICFGNode7 {fi

CallPE: [Var7 <-- Var12]

%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

IntraICFGNode2 {fun: foo}
P

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

ICFG

——> callEdge

—> retEdge

Verifying ICFG path: 0 44 -5 —+1—-2 3 —
6—+7—1—-2—-3—8—9— svf_assert

CallICFGNodc7]

Calling Context

After processing the call edge
CallCFGNode7 — FunEntryICFGNode

47
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

0x146e3df80

IntraICFGNode2 {fun: foo}
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

: CalllCFGNode7 {(F a
H CallPE: [Var7 <-- Vari2]
g %calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

——> callEdge

—> retEdge

Algorithm 25: handleCall(callEdge)

expr_vector preCtxExprs(getCtx());

callPEs < calledge — getCallPEs();

foreach callPE € callPEs do

L preCtxExprs.push_back(rhs);

pushCallingCtx(calledge — getCallSite());

for i =0;i < callPEs.size();+ + i do
1hs < getZ3Expr(callPEs[i] — getLHSVarID());
addToSolver(lhs == preCtxExprs[i]);

return true;
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Verifying ICFG path: 0 4 -5 —-1—-52 >3 —
6—>7—-1—-52—-3—8—9— svf_assert

Example 5: Interprocedural

CopyStnt: Toari e vara] ptr null ICFG Node/Edge Constraints in the solver
Addrstmt: [Var21 <-- Var3] i32 @
AddrStmt: [Varid <-- Var3o] i32 3 ICFGNode 0 Var21 =0 AVarid =3 A ...
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert ICFGNode 5 A ([ICFGNode5], Var7) = Vari4
¥
FUnENEryICFGNoded (fun: main} josseemoeineesssessoessoessiessiossessosooso ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], Var7)
FunEntryICFGNodel {fun: foo}
CallICFGNodeb (fun: main} _
CallPE: [var? <- vari4i ICFGNode 6 A Var13 = ([ICFGNode5], Var6)
%call = call 132 @foo(i32 3) TntralCrGNode2 (fun: foo}
ox146e3d780 P ICFGNode 7 A ([ICFGNodeT7], Var7) = Vari2
ReTICFGNode6 (Fun: mainy FUnEXitICFGNode3 (fun: foo)
RetPE: [Varl3 <-- Var6] PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
%call = call i32 @foo(i32 3) reti2% | | ==mmmmmmmooee SVFVar and Value-------------
___________________________________________ 0x146e3d780 [ Oxi46e3e040
CallICFGNode7 (fun: main} .
CallPE: [Var7 <-- Vari2] ValVar21 Value: 0
#%calll = call i32 @foo(i32 %argc) ValVarid Value: 3
0x146e3¢040
s 7 ValvVari3 Value 3
g ode8 {fun: main
RetPE: [Varl5 <-- Var6] ValVari2 Value: 0O
%calll = call 32 @foo(i32 %arge) ValVar7 Value: 0
TntralCrGNoded (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] > callEdge

%cmp = icmp eq 132 %calll, %arge

—> retEdge

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

Note: SVFVars and their values in table are under
the calling context [Cal1ICFGNode7].

ValVar12 is uninitialized, thus evaluated as 0.

Software Security Analysis 2024
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x1463df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

]

Software Security Analysis 2024

ICFG

FunEntryICFGNodel {fun:

foo}

TntralCFGNode2 (fun:
132 %p

oo}

| &=

FunExitICFGNode3 {fun:
PhiStmt:
ret i32 %

foo.

3}
[Varé <-- ([Var7, ICFGNode2],)]

0x146€3d780 I

0x146€3e040

Verifying ICFG path: 0 -4 +5—+1—+2 >3 —

6—-7—-1—-2—-3—8—9— svfassert
ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x1463df80

TntralCFGNode2 (fun: foo)
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3d780 I 0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

1
2

Algorithm 26: 3 handlePhi (edge)

res « getZ3Expr(phi.getResID());
opINodeFound < false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4

o

if edge.srcNode() postdominates
phi.getOpICFGNode(i) then
ope < getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;
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Example 5. |nterpr0cedura| Verifying ICFG path: 0 -4 -5 —+1 52 3 —

6—+7—1—-2—3—8—9— svfassert

GlobalICFGNoded ICFG Node/Edge Constraints in the solver
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 - var3] i32 @

Addrstmt: [Varl4 <-- Var3o] i32 3 ICFGNode 0 Var2l SO AVarid =38 A...
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var1@] main ICFGNode 5 A ([ICFGNode5], Var7) = Var14
AddrStmt: [Var8 <-- Var19] svf_assert
FunEntryICFGNosed (fun: main) ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
FunEntryICFGNodel {fun: f
CallICFGNode5 {fun: main} f unEntryICFeode1 {fun: foo} ICFGNode 6 A Var13 = ([ICFGNodeS5], Var6)
CallPE: [Var7 <-- Var14]
%call = call i32 efoo(i32 3) IntralCFGNode2 {fun: foo} ICFGNode 7 A ([ICFGNode7], Var7) = Var12
0x146e3df80 ret 132 %
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
RetICFoNodes [Fun: mainy FUnEx1tICFGNode3 (fun: foo}
RetPE: [Vari3 <-- Var6] PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
%call = call i32 @foo(i32 3) ret i32 %
0x146e3d80 I 0x146e3€040 SVFVar and Value————————————
CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12] s
%calll = call i32 @foo(i32 %arge) ValVar21i Value: 0
0x146e32040 ValVari4 Value: 3
RetICFGNode8 {fun: main} o
RetPE: [Varl5 <-- Var6] ValVari3 Value: 3
%calll = call 132 @foo(i32 %arge) ValVari2 Value: O
TntralCFGNode9 (fun: main} ValVar? Value: 0
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ValVar6 Value: 0
%cmp = icmp eq i32 %calll, %arge

ICFG

CallICFGNode1@ {fun: main}
call void svf_assert(il %cmp)

[ ] Note: SVFVars and their values in table are under

the calling context [Cal1ICFGNode7].
52
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 27: handleRet (retEdge)
FunEntryICFGNodel {fun: foo} 1 rhs(getctx());
2 if retPE  retEdge.getRetPE() then
3 L rhs ¢ getZ3Expr(retPE.getRHSVarID());

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo} l
P

FUnEXTtICFGNode3 (Fu 4 popCallingCtx();
prastnt: [aré <0 §§§a;; teoonz ) i 5 if retPE  retEdge.getRetPE() then
Ox146e3df80 [  Ox146e3e04 ‘6 L 1hs < getZ3Expr(retPE.getLHSVarID());
7

addToSolver(lhs == rhs);

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

; 8 return true;

|:> ‘ eire: Ciarts < vare] | Note:retPE. getRHSVarID() returns Valvar6
all 132 foo(i32 %arge) : getZ3Expr (ValVar6) binds Valvar6 with the current
TntralCFaNodeg (Fun: main} callingCtx [ICFGNode7] and returns the Z3 expression for
O e = e a1 105 et %3&’””‘ ——> callEdge ([ICFGNode7], Var6)
e
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var30] i32 3
AddrStmt: [Vard <-- Var5] swap
Addrsti [var9 <-- var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 (fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call 132 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNoded (fun: main}
RetPE: [Varl5 <-- Var6]
all i32 @foo(i32 %arge)

IntralCFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge

CallICFGNode1@ {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

ICFG

FunEntryICFGNodel {fun: foo}

IntralCFGNode2 {fun: foo}
ret i32 %

FUnExitICFGNode3 (fun: foo} H
Phistmt: [Varé <-- ([Var7, ICFGNode2],)] |
ret i32 % :

0x146e3df80 | 0x146e3e040 ]

——> callEdge

—> retEdge

Algorithm 28: handleRet (retEdge)

rhs(getCtx());
if retPE < retEdge.getRetPE() then
L rhs < getZ3Expr(retPE.getRHSVarID());
popCallingCtx();
if retPE < retEdge.getRetPE() then
1hs < getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

return true;

pop out
popCallingCtx()

alling Context

After processing the return edge

FunExitICFGNode3 — RetICFGNode8
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
|::> RetPE: [Varl5 <-- Var6]
: #%calll = call 132 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

FunEntryICFGNodel {fun: foo}

Algorithm 29: handleRet (retEdge)

IntraICFGNode2 (f;n: foo} rhs(getctx());

e ' if retPE < retEdge.getRetPE() then
n:
Phistnt: [Varé <-- ([var, LcFiode2],)] | | 3 | rhs < getZ3Expr(retPE.getRHSVarID());

ret i32 % :
0xT46e3780 T 0xT46e3€040 H

4 popCallingCtx();

[ "5 if retPE retEdge.getRetPE() then
6
7

1hs < getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

H 8 return true;

——> callEdge
ICFG —> retEdge
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Example 5: Interprocedural

GlobalICFGNode®
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 (fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)
0x146e3d780

TntralCFGNode2 {fun: foo)
ret 132 %p

FUnExitICFGNode3 {fun: oo} :
RetPE: [Varl3 <-- Var6l PhiStmt: [Var6 <-- ([Var7, ICFGNode21,)] |}
ret i32 %p '

RetICFGNode6 (fun: main}
%call = call i32 @foo(i32 3)

0x146e3d780 | 0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetICFGNode8 (fun: main}
RetPE: [Varl5 <-- Var6]
%calll all 132 @foo(i32 %argc)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%emp = icmp eq i32 %calll, %argc

———> callEdge

TntralCFGNoded {fun: main} ‘

ICFG —> retEdge

¥
CallICFGNode1@ (fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

Verifying ICFG path: 0 44 -5 —1—52 >3 —

6 +7—+1—-2—3—-8—9— svfassert

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2l =0 AVari4d =3 A ...
ICFGNode 5 A ([ICFGNode5], Var7) = Vari4
ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
ICFGNode 6 A Var13 = ([ICFGNode5], Var6)
ICFGNode 7 A ([ICFGNode7], Var7) = Vari2
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
ICFGNode 8 A Varis = ([ICFGNode7], Var6)

fffffffffffff SVFVar and Value-------------

ValVar21 Value: 0O

ValVarid Value: 3

ValVari3 Value: 3

ValVari2 Value: O

ValVaris Value: 0O
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Example 5: Interprocedural

=

Software Security Analysis 2024

GlobalICFGNode®
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var2l <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

0x146e3df8e

RetICFGNode6 (fun: main}
RetPE: [Var13 <-- Var6]
%call = call 132 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %argc)

TntralCFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%emp = icmp eq i32 %calll, %arge

|

CallICFGNode10 (fun: main}
call void svf_assert(il %cmp)

]

i

ICFG

FunEntryICFGNodel {fun: foo}

TntralCFGNode2 {fun: foo)
ret i32 %p

FUnExitICFGNode3 {fun: fooY
Phistmt: [Var6 <-- ([Var7, ICFGNode21,)]
ret i32 %p

0x146e3d780 | 0x146€3e040

Verifying ICFG path: 0 -4 -5 —+1—52 >3 —

6 —+7—+1—-2—-3—8—9— svfassert

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2l =0 AVari4 =3 A ...
ICFGNode 5 A ([ICFGNodeS5], Var7) = Vari4
ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNode5], Var7)
ICFGNode 6 A Vari3 = ([ICFGNodeS], Var6)
ICFGNode 7 A ([ICFGNode7], Var7) = Vari2
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
ICFGNode 8 A Var15 = ([ICFGNode7], Var6)
ICFGNode 9 A Var16 = ite(Var15 = Vari2,1,0)

————————————— SVFVar and Value-------------

ValVari3 ’ Value: 3

ValVari2 Value: 0

ValVarib Value: 0

ValVari6 Value: 1
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Example 5: Interprocedural

GlobalICFGNoded e .
CopyStnt: [Varl <-- Var0] ptr null Verifying ICFG path: 0 =4 —+5—+1—-52—-3 —
AddrStmt: [Var21 var3] i32 0
AddrStmt: [Varld <-- Var30] i32 3
Addrstmt: [Vard <-- Var5] swap 6—+7—-1—-2—-23—-8—>9— svfassert
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Vari8 <-- Var19] svf. t L
rstnt: [Var <V ar19] svfasser ICFG Node/Edge Constraints in the solver
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} ICFGNode 0 Var21 = 0AVarld =3 A ...
CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14] _
%call = call i32 @foo(i32 3) l TntralcFoNode2 {fun: foo) ICFGNode 5 A ([ICFGNodeS], Var7) = Var14

0x146e3df80 ret 132 %p

o ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNode5], Var7)
RETTCFONodes (Funt mai FUnEx1 tICFGNode3 (fun: foo} _

e [Dv:rwz( o V'“::S"J) Phistmt: [Var6 <-- ([Var7, ICFGNode2],)] ICFGNode 6 A Vari3 = ([ICFGNodeS5], Var6)
%eall = call i32 @foo(i32 3) ret i32 %
0x146e3d780 | 0x146e3e040 ICFGNode 7 A ([ICFGNode7], Var7) = Vari2
CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12] ICFGNode 3 A {[ICFGNode7], Var6) = ([ICFGNode7], Var7)
%calll = call i32 @foo(i32 %argc)

Ox146e3¢040 ICFGNode 8 A Varis = ([ICFGNode7], Varé)
RetICFGNode8 {fun: main} ICFGNode 9 A Varl6 = ite(Varib = Vari2,1,0)
RetPE: [Varl5 <-- Var6]

#calll = call i32 @foo(i32 % ! -
= - 00132 Xarge) ICFGNode 10 A Var1é = 0 (negation of the assert condition)
TntralCFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge
CaTTICrONode10 (Funy mair? ICFG Solver yields UNSAT, meaning no counter example.
call void svf_assert(il %cmp)

2

[ The assertion is verified successfully!!
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What’s next?

* (1) Understand SSE algorithms and examples in the slides

® (2) Finish implementing the automated translation from code to Z3 formulas
using SSE and Z3SSEMgr in Assignment 2

e
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