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Example 4: Branches

1| define void @main(i32 %x) #0 {
2| entry:
3| %cmp = icmp ugt i32 %x, 10
4| br il %cmp, label %if.then, label %if.else
1| void main(int x){ 5
A int y; 6 if;then: - .
3 if(x > 10) { 7 %add = add i32 %x, 1
8| br label %if.end
4 y=x+1; 9
5 } 10| if .else:
6 else { 11| br label %if.end
7 y = 10; 12
8 } 13| if.end: = %if.else, %if.then
9 svf_assert(y >= x + 1); 14| %y.0 = phi i32 [%add, %if.then], [10, %if.else]
10| ¥ 15| %addl = add 132 %x, 1
16| %cmp2 = icmp uge i32 %y.0, %addl
17 call void @svf_assert(il zeroext %cmp2)
Source code 18| ret void
19}

LLVM IR

-
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Example 4: Branches

GlobalICFGNode®@
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

1| define void @main(i32 %x) #0 { .
FunEntryICFGNodel {fun: main}
2| entry:
3 %emp = icmp ugt i32 %x, 10 IntralCFGNode2 {fun: main}
P o o CmpStmt: [Var8 <-- (Var7 pred34 Var9)]

4| br il Y%cmp, label %if.then, label %if.else Yemp = icmp ugt 132 %x, 10
5

. . TntralCFGNode3 (fun: main}
6| if .then: BranchStmt: [Condition Var8]
7| %add = add i32 %x, 1 br i1 %cmp, label %if.then, label %if.else

o

8| br label %if.end TntralCFGNoded (fun: main}
9 BinaryOPStmt: [Varll <-- (Var7 opcodel3 var12)]

. %add = add i32 %x, 1
10| if .else:
11 br label %if.end TntralCFGNode6 {fun: main} IntralCFGNode5 (fun: main}

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

12 br label %if.end br label %if.end

13| if.end: = %if.else, %if.then

14| %y.0 = phi i32 [%add, %if.then], [10, %if.else]
15|  %addl = add i32 %x, 1

16| ‘%cmp2 = icmp uge i32 %y.0, %add1

17 call void @svf_assert(il zeroext Y%cmp2)

18 ret void

PhiStmt: [Var16 <-- ([Varll, ICFGNode6], [Var9, ICFGNodel51)]
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

TntraICFGNode7 {fun: main} ‘

IntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 vari2)]
%add1 = add 132 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%emp2 = icmp uge 32 %y.0, %addl

IntraICFGNode9 {fun: main} ‘

LLVM IR

CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp2)

]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1
Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

Verifying ICFG path: 0 -1 —+2 -3 -4 —

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

6 — 7 — 8 — 9 — svf_assert (if.then branch)

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

ObjVars (0x7£000005) Value: NULL

v .
TntralCFGNode6 {fun: main} TntralCFGNodes (fun: main} ValVard Value: 0x7£000005
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] ValVar9 Value: 10
br label %if.end br label %if.end ValVari2 Value: 1

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

The values of Z3 expressions for each SVFVar

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

after analyzing GlobalICFGNodeO

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

ICFG

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

TntralCFGNode2 {fun: main} ‘ Verifying ICFG path: 0—-1—-2—-53—-4—

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

=

6 — 7 — 8 — 9 — svf_assert (if.then branch)

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

## Analyzing IntraICFGNode2 {fun: main}

CmpStmt: [Var8 <-- (Var7 predicate34 Var9)]
' %cmp = icmp ugt i32 %x, 10

’ IntralCFGNode6 {fun: main} ‘ ’ IntralCFGNode5 {fun: main} ‘ ==> (not (<= ValVar7 ValVar9))

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] = -
br label %if.end br label %if.end ==> (= ValVar8 1)

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

Code for handling CmpStmt has been

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

implemented in the HandleNonBranch()

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]

IntralCFGNode§ (fun: main} function.
%cmp2 = icmp uge 132 %y.0, %addl

ICFG

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

Verifying ICFG path: 0 -1 -2 -3 -4 —

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

=

IntraICFGNode2 {fun: main} ‘

6 — 7 — 8 — 9 — svf_assert (if.then branch)

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

ObjVar5 (0x7£000005) Value: NULL

TntralCFGNoded {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)] ValVar4d Value: 0x7£000005
Xadd = add 132 %x, 1 ValVar9 Value: 10
[ .
TntralCFoNode6 (fun: main) TnEralCFoNodes (fun: main) ValvVari2 Value: 1
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] ValVar7 Value: 11
br label %if.end br label %if.end ValvVar8 Value: 1

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

## Analyzing IntralCFGNode2 {fun: main}
CmpStmt: [Var8 «+ (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

ICFG

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNo*eW {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

=

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp2)

[ ]

‘ ICFG
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Algorithm 1: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 2: handleBranch(intraEdge)
cond = intraEdge.getCondition();

succ = intraEdge.getSuccessorCondValue();
getSolver().push();

addToSolver(cond == succ);

res = getSolver().check();
getSolver().pop();
if res == unsat then

L return false;

else
addToSolver(cond == succ);
return true;

Note: getSolver().push() creates a new stack frame for
maintaining the newly added Z3 constraints.
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNo*eW {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntraICFGNode3 {fun: main}
Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

=

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp2)

[ ]

‘ ICFG
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Algorithm 3: 3 handlelIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
| return false;

else
| handleNonBranch(edge);

Algorithm 4: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;
else

addToSolver(cond == succ);
return true;

Note: getSolver().pop() pops out the top stack frame,
which contains the Z3 constraint cond == succ.
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNo*eW {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntraICFGNode3 {fun: main}
Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

=

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

ICFG

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]
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Algorithm 5: 3 handlelIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 6: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;

else
addToSolver(cond == succ);

return true;
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNo*eW {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

=

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

ICFG

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]

Verifying ICFG path: 0 -1 -2 -3 —> 4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value:

ValVar7 Value: 11

ValVarg Value: 1

Branch IntraCFGEdge: [ICFGNode4 < ICFGNode3]
branchCondition: %cmp = icmp ugt i32 %x, 10
(= Valvars 1)

This conditional ICFGEdge is feasible!!

10
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

Verifying ICFG path: 0 -1 -2 -3 -4 —

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

6 — 7 — 8 — 9 — svf_assert (if.then branch)

IntralCFGNode2 {fun: main} ‘

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

ObjVar5 (0x7£000005) Value: NULL

I”"’[EICFGNOde“ (”U": '“ﬁi"d) ) ValVar4 Value: 0x7£000005
BinaryOPStmt: [Varll <-- (Var7 13 vari2
AT e = odd 133 % ValVar9 Value: 10
ValVari2 Value: 1
TntralCFGNode6 (fun: main} TntralCFGNode5 {fun: main} .
BranchStnt: [Unconditional branch] Branchstmt: [Unconditional branch] Valvar? Value: 11
br label %if.end br label %if.end ValvVar8 Value: 1
ValVaril Value: 12

IntralCFGNode7 {fun: main}
Phlstmt [Var'\ﬁ <-- ([Var11, ICFGNode6], [Var9, ICFGNode151)]
= phi 32 [%add, %if.then], [10, %if.else]

IntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%addl = add 132 %x, 1

## Analyzing IntralCFGNode4 {fun: main}
BinaryOPStmt: [Var11 «+ (Var7 opcode13 var12)]
%add = add i32 %x, 1

CmpStmt: [Var1g <-- (Var16 pred35 Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

CallICFGNode1@ {fun: main} ICFG
call void svf_assert(il %cmp2)

v
[ ]

11
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntralCFGNode2 {fun: main} ‘

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

TntralCFGNoded {fun: main}
BinaryOPStmt: [Varll <-- (Var7 opcodel3 var12)]
%add = add 132 %x, 1

IntralCFGNode6 {fun: main} TntraICFGNode5 {fun: main}
|::> BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]
br label %if.end

br label %if.end

IntralCFGNode7 {fun: main}
Phlstm( [Var'\s <-- ([Var11, ICFGNode6], [Var9, ICFGNode151)]
= phi 32 [%add, %if.then], [10, %if.else]

IntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%addl = add 132 %x, 1

CmpStmt: [Var1g <-- (Var16 pred35 Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

CallICFGNode1@ {fun: main}
call void svf_assert(il %cmp2)

v
[ ]

‘ ICFG

Software Security Analysis 2024

Algorithm 7: 3 handleIntra(intraEdge)

2 if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

6 else
L handleNonBranch(edge);
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntraICFGNode3 {fun: main}

Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

Algorithm 8: 3 handlePhi (intraEdge)

1 res < getZ3Expr(phi.getResID());

2 opINodeFound < false;

3 for i < 0 to phi.getOpVarNum() — 1 do

TntralCFGNode6 (fun: main} TntralCFGNode5 (fun: main} 4 if stcNode.getFun().postDominate(srcNode.getBB(),
’ Branchstnt . [Unconditional branch) ‘ ’ BranchStmt: [Unconditional branchl ‘ phi.getOpICFGNode(i).getBB()) then

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

br Label %if.end

ope ¢+ getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]

IntraICFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

© N o o

IntraICFGNode8 {fun: main}

BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%addl = add 132 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

L]
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]
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Example 4: Branches

‘ GIobalICFGNoded ‘

Addrstmt: [Var <-- Var3] i32 10
Addrstmt: [Var12 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

Verifying ICFG path: 0 -1 -2 -3 -4 —

FunEntryICFGNodel {fun: main}

6 — 7 — 8 — 9 — svf_assert (if.then branch)

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%emp = icmp ugt 132 %x, 10

IntraICFGNode2 {fun: main} ‘

TntralCFGNode3 {fun: main}
Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

ObjVar5 (0x7£000005) Value: NULL

; T ValVard Value: 0x7£000005
TntralCFGNoded {fun: main .
BinaryoPstmt: [Var1l <-- (Var7 opcodel3 var12)] ValVar9 Value: 10
%add = ;ﬂ i32 %x, 1 ValVari2 Value: 1
TntralCFGNode6 (fun: main) TntralCFGNode5 (fun: main) ValVar? Value: 11
BranchStmt: [Unconditional branchl BranchStmt: [Unconditional branch] ValVar8 Value: 1
br label %if.end br label %if.end
- z ValVarii Value: 12
TntralCrGNode7 {fun: main} ValVarl6 Value: 12

=

Phistmt: [Var16 <-- ([Var11, ICFGNode6], [Var9, ICFGNode151)]
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

BinaryOPstmt : [Vam <= (Var7 opcode|3 var12)]
add1 = add 132 %x

TntralCFGNode8 {fun: main} ‘

## Analyzing Intral CFGNode7 {fun: main}
mgsm:’“[‘v?rﬂ%“?ﬁ“?va‘rﬂ”;’pﬂ?Vanm‘ PhiStmt: [Var16 < ([Var11, ICFGNode6], [Var9, ICFGNode15])]

%cmp2 = icmp uge 32 %y.0, %addl

CTTTCRE TFi ) ‘ ICFG %y.0 = phi i32 [%add, %if.then], [10, %if.else]

call void svf_assert(il %cmp2)

[ - ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

Verifying ICFG path: 0 1 -2 -3 —> 4 —

FunEntryICFGNodel {fun: main}

TrtralCroNodes (fun: main ‘ 6 — 7 — 8 — 9 — svf_assert (if.then branch)

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
IntraICFGNode4 {fun: main} ValVar9 Value: 10
BinaryOPStmt: %Eavdad”! a<d-d- i(svza;x,opwmde” var12)] ValVari2 Value: 1
ValVar7 Value: 11
IntraICFGNode6 {fun: main} IntraICFGNode5 {fun: main} .

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] ValvVarg Value: 1

br label %if.end br label %if.end ValVaril Value: 12

ValVari6 Value: 12

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]

%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

IntralCFGNode7 {fun: main} ‘ ValVar17 Value: 12

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]

T =y {yary on¢ ## Analyzing Intral CFGNode8 {fun: main}
i ‘ BinaryOPStmt: [Var17 < (Var7 opcode13 var12)]

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

ICFG %addl = add i32 %x, 1

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp2)

[ ]

15
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

Verifying ICFG path: 0 1 -2 -3 —> 4 —

FunEntryICFGNodel {fun: main}

6 — 7 — 8 — 9 — svf_assert (if.then branch)

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

TntralCFoNodes (funm: mainy | | 7TT7To00T0o SVFVar and Value-————————-——-
BranchStmt: [Condition Varg8] ObjVars (0x7£000005) Value: NULL
br i1 %cmp, label %if.then, label %if.else ValvVard Value: 0x7£000005
TntralCFGNode4 (fun: main) Valvar9 Value: 10
BinaryOPStmt: [Varil <-- (Var7 opcodel3 vari2)] ValVari2 Value: 1
Xadd = add 132 %x, 1 ValVar? Value: 11
TntralCFoNode6 (Fun: main) TnEralCFoNode5 (fun: main) ValVar8 Value: 1
BranchStmt: [Unconditional branchl BranchStmt: [Unconditional branch] ValVaril Value: 12
br label %if.end br label %if.end ValVari6 Value: 12
TntralCFGNode7 {fun: main} ValVari? Value: 12
Phistmt: [Var16 <-- ([Varll, ICFGNode6], [Var9, ICFGNode151)] ValVar1g Value: 1
%.0 = phi i32 [%add, %if.thenl, [10, %if.else]
TntralCFGNode8 {fun: main}

BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%addl = add 132 %x, 1

## Analyzing IntralCFGNode9 {fun: main}

v i
|::> Copstt: Toar1s o tE predss Vari7)] ‘ CmpStmt: [Var18 « (Var16 pred35 Var17)]
%cmp2 = icmp uge 132 %y.0, %addl
mucmu«:da‘o TFun: maind ‘ ICFG Y%cmp2 = icmp uge i32 %y.O, %add1

call void svf_assert(il %cmp2)

[ ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

v s
FunEntryICFGNocieW (Fun: main} Verifying ICFG path:0 =1 -2 -3 = 4 —
Cpstm e e Vars)] ‘ 6 — 7 — 8 — 9 — svf_assert (if.then branch)
%cmp = icmp ugt 132 %x, 10

TntralCFGNode3 {fun: main}
_ Branchstmt: [Condition Var8] | | emeemeeeeee SVFVar and Value-------------
br i1 %cmp, label %if.then, label %if.else ObjVarb (0X7£000005) Value: NULL
TntralCFGNode4 (fun: main) ValVar4 Value: 0x7£000005
BinaryOPStmt: [Var1l <-- ‘(Var7 opcodel3 var12)] ValVar9 Value: 10
%add = ﬁ 132 %x, 1 ValVar12 Value: 1
TntralCFoNode6 (Fun: main) TnEralCFoNode5 (fun: main) ValVar? Value: 11
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] ValVar8 Value: 1
br label %if.end br label %if.end Valvarii Value: 12
TntralCFGNode7 (fun: main} ValvVari6 Value: 12
PhiStmt: [Var16 <-- ([Varll, ICFGNode6], [Var9, ICFGNode151)] ValVar17 Value: 12
%.0 = phi i32 [%add, %if.thenl, [10, %if.else] ValVaris Value: 1
TntralCrGNode8 {fun: main)
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]

%add1 = add i32 %x, 1

The assertion is successfully verified!!

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

L]
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp2)
7

[ ]

IntralCFGNode9 {fun: main} ‘

START:0 1 —-2 >3 —>4 6 —>7 — 8 — 9 — svfassert

17
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntraICFGNode3 {fun: main}
Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

<&

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.then], [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

ICFG

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]

Software Security Analysis 2024
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"

Algorithm 9: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 10: handleBranch(intraEdge)

cond = intraEdge.getCondition();
succ = intraEdge.getSuccessorCondValue();
getSolver().push();
addToSolver(cond == succ);
res = getSolver().check();
getSolver().pop();
if res == unsat then
L return false;

else
addToSolver(cond == succ);
return true;

18
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

<&

IntraICFGNode4 {fun: main}
BinaryOPStmt: [Var11l <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1

IntraICFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

T
IntraICFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

TntralCFGNode7 {fun: main} ‘

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

IntralCFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp2)

[ ]

‘ ICFG

Verifying ICFG path: 0 -1 -2 —+3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

ObjVar5 (0x7£000005) Value: NULL

ValVar4d Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: O

Branch IntraCFGEdge: [ICFGNode4 < ICFGNode3]
branchCondition: %cmp = icmp ugt i32 %x, 10
(= Vvalvar8 0)

This conditional ICFGEdge is feasible!!

In this path, Valvar8’s value is chaged to 0,

therefore, Valvar7’s value is chaged to 10.

19
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Example 4: Branches

‘ GIobalICFGNoded ‘

Addrstmt: [Var <-- Var3] i32 10
Addrstmt: [Var12 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

Verifying ICFG path: 0 41 -2 -3 -5 —

FunEntryICFGNodel {fun: main}

T ‘ 7 — 8 — 9 — svf_assert (if.else branch)
CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%emp = icmp ugt 132 %x, 10

TntralCFGNode3 {fun: main}
_ Branchstat: [Condition Var8] - --SVFVar and Value--
br i1 %emp, label %if.then, label %if.else ObjVars (0x7£000005)  Value: NULL
TntralCFGNoded {fun: main] ValVar4 Value: 0x7£000005
BinaryOPStmt: [Varll <-- (Var7 opcodel3 var12)] .
nary sadd = add 132 %x. 1 v ValVar9 Value: 10
v ValVari2 Value: 1
TntralCFGNode6 (fun: main) TntralCFGNode5 (fun: main) .
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] ValvVar? Value: 10
br label %if.end br label %if.end ValVars Value: 1
ValVari6 Value: 10
TntralCrGNode7 {fun: main} ‘
PhiStmt: [Var16 <-- ([Var1l, ICFGNode61, [Var9, ICFGNode151)] <):|
%y.0 = phi 132 [%add, %if.then], [10, %if.else]
TntralCFGNode8 (fun: main) . .
sinaryorstat: Qa7 < lar? opeoder vamm‘ ## Analyzing Intral CFGNode7 {fun: main}
= add i32 %x
) i .
TntralCFGNodeg {fun: mainy ‘ PhiStmt: [Var16 «— ([Var1 1, ICFGNOdeG], [Var9, ICFGNOdeS])]
CmpStmt: [Var18 <-- (Var16 pred35 Var17)]
%cmp2 = icmp uge 32 %y.0, %addl
0, — hi i 0, 0/ 5 0/ s
0 = ii32 if.then|, |1 if.el
CallICFGNode10 {fun: main} ‘ ICFG A)y 0 p 3 [A’add7 % the ]’ [ 0, % € se]

call void svf_assert(il %cmp2)

[ - ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

SN 2 Verifying ICFG path: 0 — 1 —2 —3 — 5 —

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNod!z Trun: maind ‘ 7 — 8 — 9 — svf_assert (if.else branch)

IntralCFGNode3 {fun: main}
BranchStmt: [Condition Var8]
br i1 %cmp, label %if.then, label %if.else

ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
IntraICFGNode4 {fun: main} ValVar9 Value: 10
BinaryOPStmt: %Eavdad”:1 a<d-d- i(;/Za;x,opWCOde” var12)] ValVari2 Value: 1
ValVar7 Value: 11

IntraICFGNode6 {fun: main} IntraICFGNode5 {fun: main} :

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] Valvarg Value: 1
br label %if.end br label %if.end ValVar16 Value: 10
ValVari7 Value: 11

PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode15])]
%y.0 = phi i32 [%add, %if.thenl, [10, %if.else]

IntralCFGNode7 {fun: main} ‘ ValVar18 Value: 0

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]

T =y {yary on¢ ## Analyzing Intral CFGNode9 {fun: main}
i ‘ j CmpStmt: [Var18 <« (Var16 pred35 Var17)]

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

ICFG %cmp2 = icmp uge 132 %y.0, %addl

call void svf_assert(il %cmp2)

CallICFGNode1@ {fun: main} ‘

[ ]
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Example 4: Branches

GlobalICFGNoded
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

Addrstmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

Verifying ICFG path: 0 +1 —+2 -3 —>5 —

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]
%cmp = icmp ugt i32 %x, 10

IntraICFGNode2 {fun: main} ‘

7 — 8 — 9 — svf_assert (if.else branch)

IntraICFGNode3 {fun: main}
Branchstmt: [Condition Varg]
br i1 %cmp, label %if.then, label %if.else

ObjVars (0x7£000005)

IntraICFGNode4 {fun: main} ValVard
BinaryOPStmt: [Var1l <-- (Var7 opcodel3 vari12)]
%add = add 132 %x, 1 ValVar9
[ ValVari2
IntraICFGNode6 {fun: main} IntraICFGNode5 {fun: main} ValVar7
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]
br label %if.end br label %if.end ValVar8
ValVar16
IntraICFGNode7 {fun: main} ValVar17
PhiStmt: [Var16 <-- ([Var1l, ICFGNode6], [Var9, ICFGNode151)]
%y.0 = phi i32 [%add, %if.then], [10, %if.else] ValVar18

TntralCFGNode8 {fun: main}
BinaryOPStmt: [Var17 <-- (Var7 opcodel3 var12)]
%add1 = add i32 %x, 1

The assertion fails!!

CmpStmt: [Var18 <-- (Var16 pred3s Var17)]
%cmp2 = icmp uge 132 %y.0, %addl

L]
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp2)
7

[ ]

IntraICFGNode9 {fun: main}’
‘ START:0 -1 —+2 >3 —>5—7 — 8 — 9 — svf_assert

22
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Example 5: Interprocedural

1| int foo(int p) {

2 return p;

3|}

4| int main(int argec) {

5 int x;

6 int y;

7| x = foo(3); // ctx_7

8| y = foo(argc); // ctx_8
9| assert(y == argc);

0

}

ctx_7: context calling foo at ¢7

ctx_8: context calling foo at /g

e
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Example 5: Interprocedural

1| int foo(int p) {

2 return p;

3|}

4| int main(int argec) {

5 int x;

6 int y;

7| x = foo(3); // ctx_7

8| y = foo(argc); // ctx_8
9| assert(y == argc);

0

}

ctx_7: context calling foo at ¢7
ctx_8: context calling foo at /g

One Concrete Execution
(Concrete states)

One execution:

argc @ O
push calling context (calling foo at ¢7)
P 3

calling context pop (returning from foo at ¢)
X 03

push calling context (calling foo at ¢s)
P o 0

pop calling context (returning from foo ¢2)
y 0

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis

23


https://github.com/SVF-tools/Software-Security-Analysis

Example 5: Interprocedural

One Concrete Execution

Symbolic Execution

1| int foo(int p) { (Concrete states) (Symbolic states)
2 return p;
31} inGi )t One execution: One execution:
; lmi:nrtna}l:.l int arge argc @ O argc getZ3Expr (arge)
6 int yf push calling context (calling foo at ¢7) push calling context (calling foo at ¢7)
7| x = foo(3); // ctx_7 p 3 ctx.7p : 3
8| y = foo(argc); // ctx_8 calling context pop (returning from foo at ¢) pop calling context (returning from foo at ¢»)
9| assert(y == argc); X 0 3 X : getZ3Expr(p, ctx.7)
10|} push calling context (calling foo at ¢s) push calling context (calling foo at ¢s)
ctx_7: context calling foo at ¢7 p 0 ctx 8.p getZ3Expr (argc)
ctx.8: context calling oo at fg pop callin.g context (returning from foo ¢5) pop calling c'ontext (returning from foo /¢5)
y 0 y : getZ3Expr(p, ctx.8)
| 23
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Example 5: Interprocedural

© 00 N O 0o A~ W NN =

o

Software Security Analysis 2024

One Concrete Execution

Symbolic Execution

int foo(int p) { (Concrete states) (Symbolic states)
return p;
? o One execution: One execution:
lnznrtna}l:.l(mt arge) { argc @ O argc getZ3Expr (arge)
int yf push calling context (calling foo at ¢7) push calling context (calling foo at ¢7)
x = foo(3); // ctx_7 p 3 ctx7p : 3
y = foo(arge); // ctx_8 calling context pop (returning from foo at ¢) pop calling context (returning from foo at ¢»)
assert(y == argc); X 0 3 X : getZ3Expr(p, ctx.7)
b push calling context (calling foo at ¢s) push calling context (calling foo at ¢s)
ctx_7: context calling foo at £7 P =0 ctx8.p getZ3Expr (argc)
. calling context (returning from foo ¢. op calling context (returning from foo ¢
ctx_8: context calling foo at ¢g pop I_g Xt (returning fr 2 pop 9 . ( 9 )
y 0 y : getZ3Expr(p, ctx.8)
Checking non-existence of counterexamples:
P(NY) AN Y(N2) Ao (N;) A —(Q) Satisfiability | Counterexample
ctx 7 p=3Ax=ctx7pActx8p=argc Ay =ctx7pAyF#argc unsat %]

foo’s argument p needs to be differentiated and renamed as ctx_7_p and ctx_8_p due to two calling contexts,

ctx_7 and ctx_8 to mimic the runtime call stack which holds the local variable p.
— 23
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Example 5: Interprocedural

1| define i32 @foo(i32 %p) #0 {
1| int foo(int p) { 2| entry:
> return p; 3| ret i32 Yp
3} ; ¥
4 1nt_: main(int arge) { 6| define i32 @main(i32 jargc) #0 {
5 :!.nt X3 7| entry:
6| 1int y; 8| Y%call = call i32 @foo(i32 3)
7| x = foo(3); 9| ‘%calll = call i32 @foo(i32 %argc)
8| y = foo(argce); 10| %cmp = icmp eq i32 Y%calll, %argc
9 svf_assert(y == argc); 11| call void @svf_assert(il zeroext %cmp)
10| } 12 ret i32 0
13| }
Source code LLVM IR

____________________________________________________________________________________________|
Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis
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Example 5: Interprocedural

entry:
ret i32 Yp
}

entry:

® N g hw N =

- o ©

12 ret i32 0
13| }

define i32 @foo(i32 %p) #0 {

define i32 @main(i32 Jargc) #0 {

%call = call i32 @foo(i32 3)

%calll = call i32 @foo(i32 %argc)
%emp = icmp eq i32 Ycalll, Y%argc

call void @svf_assert(il zeroext %cmp)

Software Security Analysis 2024

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq 132 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]

https://github.com/SVF-tools/Software-Security-Analysis

ICFG

%

FunEntryICFGNodel {fun: foo}

IntraICFGNode2 {fun: foo}

t 132 %p

FunExitICFGNode3 {fun: foo.

PhiStmt: [Var6é <-- ([Var7
ret i32 %p

¥
, ICFGNode21,)]

0x146e3df80 |

0x146e3e040
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@l ptr null
AddrStmt: [Var21 <-- Var3] i32 @
Addrstmt: [Vari4 <-- Var3eli323 | [ aupu o Value—— e
::> Addrstmt: [Vard <-- Var5] swap SVFVar and Value
AddrStmt: [Var9 <-- Var10] main ObjVars (0x7£000005) Value: NULL
Addrstmt: [Var18 <-v- Var19] svf_assert ObjVari0 (0x7£00000a) Value: NULL
FunEntryICFGNode4 {fun: main} ObjVar19 (0x7£000013) Value: NULL
FunEntryICFGNodel {fun: foo} ValVar0 Value: NULL
CallICFGNode5 {fun: main}
Calpe: Diar? <-- var1ad } ValVari Value: NULL
%call = call 132 @foo(i32 3) IntraICFGNode2 {fun: foo} ValVar21 Value: 0
0x146e3df80 ret 132 %p
ValVari4 Value: 3
ReTICFGNodes (Fun™ TainT FUnEx1tICFGNode3 (Fun: fool ValVard Value: 0x7£000005
‘ RetPE: [Varl3 <-- Var6] Phistnt: [Var6 < <§\Z/a;7y ICFGNode2],)] ValvVar9 Value: 0x7£00000e
= ; : i32 3%
%call = call 132 @foo(i32 3) AL T T ValVari8 Value: 0x7£00001d
CalliCFGNode/ {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 efoo(i32 %argc)

0x146e3e040

The values of Z3 expressions for each SVFVar

RetICFGNode8 {fun: main}
RetPE: [Varl15 <-- Var6] H
seall) o el 50 eran(133 Farge) after analyzing GlobalICFGNodeO
TntralCFGNoded (fun: main} i
st e & (e il o (use printExprValues ()

%cmp = icmp eq i32 %calll, %argc

to print SVFVars and their Values)

CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp)

[ ]

26
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Example 5: Interprocedural

=

Software Security Analysis 2024

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

TntraICFGNode2 {fun: foo}
ret 132 %p

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d80 I 0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]

o o &N

https://github.com/SVF-tools/Software-Security-Analysis

Algorithm 11: 2 translatePath(path)

foreach edge € path do
if IntraEdge < dyn_cast(IntraCFGEdge)(edge) then
if handleIntra(IntraEdge) == false then
L return false;

else if CallEdge + dyn_cast(CallCFGEdge)(edge) then
| handleCall(CallEdge);

else if RetEdge < dyn_cast(RetCFGEdge)(edge) then
| handleRet(RetEdge);

else
L assert(false &&"what other edges we have?");

return true;

27
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 12: handleCall(callEdge)

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo} .
5 l expr_vector preCtxExprs(getCtx());

1
! 2 callPEs < calledge — getCallPEs();
FunExitICFGNode3 {fun: foo} 3 foreach callPE € callPEs do
a4

RetICFGNode6 {fun: main}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]

RetPE: [Var13 <-- Var6.
fentt © call 132 Groo132 3) ret 132 %p L preCtxExprs.push_back(rhs);
0x146e3d80 ] 0x146e3e040
CallICFGNode7 {fun: main} i i 0
CallIcrGNode7 (fun: main 5 pusl?CallningCtx(called'gengtCéllS:Lte()),
%calll = call i32 @foo(i32 %argc) 6 fori=0;i< callPEs.s:Lze(); ++1ido
oxideesedsd 7 | 1hs < getZ3Expr(callPEs[i] - getLHSVarID());
RetICFGNodes (fun: main] 8 addToSolver(lhs == preCtxExprs[i]);
RetPE: [Varl15 <-- Var6]
%icalll = call 132 @foo(i32 %arge) 9 return true;

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

2
[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varl4 <-- Var30] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)

0x146e3df80

IntraICFGNode2 {fun: foo}
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

——> callEdge
—> retEdge

a sequence of ICFGNodes
represented by their IDs

x146e3df80 @ @ @ @

callstack path

State of callstack after processing call edge
between CallCFGNode5 and FunEntrylCFGNode1

29
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3@] i32 3

Addrstmt: [Vard <-- Var51swap | SVFVar and Value-———--——=—————
Addrstmt: [Var9 <-- Var10] main .
Addrstmt: [Vari8 <-- Var19] svf_assert ObjVar5 (0x7£000005) Value: NULL

ObjVar10 (0x7f00000a)  Value: NULL
ObjVar19 (0x7£000013)  Value: NULL

H o Shaes, 3 a114n] ValVar0O Value: NULL
H allPE: [Var7 <-- Var
|:> %call = call 132 @foo(i32 3) TntralCrGNode2 (fun: foo} ValVari Value: NULL
0x146e3df80 ret 132 %p ValVar21 Value: 0
b e e e e ValVari4 Value: 3
: FUnEx1 tICFGNode3 (fun: foo} .
R;;tIPCEF_GNE’Vd:&{T,, V'“:,IS"J} PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)] ValVar4 Value: 0x7£000005
%call = call i32 @foo(i32 3) ret 132 %p ValVar9 Value: 0x7£00000e
Ox146e3dfE0 [ Ox146e3e04d ValvVar18 Value: 0x7£00001d

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

+ValVar7 (ctx:[5]) Value: 3

RetPE: [Var1s <-- Var6] The values of Z3 expressions for each SVFVar

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

after analyzing Cal1ICFGNode5
ValVar7 (ctx:[5]) has value 3

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

IntraICFGNode9 {fun: main} ‘

—_—
CallICFGNode10 (Fun: main} ICFG retEdge
call void svf_assert(il %cmp)
2
[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

%call = call 32 @foo(i32 3) TntralCFoNode2 {fun: foo)
0x146e3df80 ret 132 %p
7 e .
RetICFoNode6 {fun: mai FUNEXITICFGNode3 {fun: foo) /
Reetpg; [uv:m;{ o \;“aarlﬁnj) PhiStmt: [Var6 <-- ([Var7, ICFGNode21,)] ret 132 op InStruCtlon
%icall = call 32 @foo(i32 3) ret 32 %p

CallICFGNode7 {fun: main}

0x146e3d780 T 0x1463040 Noth"’]g needs to be done
eal1T = a1t 133 oo sorge) Continue.

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNodel0 (fun: main} ICFG
call void svf_assert(il %cmp)

v
[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}

CallPE: [Var7 <-- Var14] ' Algorithm 13: 3 handlePhi (intraEdge)
%call = call 132 @foo(i32 3)

ThEralCFoNode2 {fun: Too) l

0x146e3d780 P 1 res < getZ3Expr(phi.getResID());

RetTCroNodes (Fon main] FUREXTEICFGNode3 {fun: Too) 2 opINodeFound - false;

RetPE: [Varl3 <-- Var6] PhiStnt: [Var6 <-- ([Var7, ICFGNode2],)] <):| 3 for i < 0 to phi.getOpVarNum() — 1 do

%call = call 32 @foo(i32 3) ret i32 %p . .
OxT463df80___ | Ox146¢3¢040 4 if srcNode.getFun().postDominate(srcNode.getBB(),
CoICTods! T wein) 5 phi.getOpICFGNode(i).getBB()) then
%calll = call 32 €foo(i32 %arge) 6 ope < getZ3Expr(phi.getOpVar(i).getId());
0x146e3e040
B 7 addToSolver(res == ope);
8 opINodeFound < true;

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNodel0 (fun: main} ICFG
call void svf_assert(il %cmp)

]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x1463df80

TntralCFGNode2 (fun: foo) l
P

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
Phistmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146€3d780 I 0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]

Software Security Analysis 2024

_____________ SVFVar and Value

ObjVars (0x7£000005) Value:
ObjVar10 (0x7£00000a)  Value:
ObjVar19 (0x7£000013) Value:

ValVarO Value:
ValVarl Value:
ValVar21 Value:
ValVari4d Value:
ValVar4d Value:
ValVar9 Value:
ValVari8 Value:
ValVar7 (ctx:[5]) Value:
+ValVar6 (ctx:[5]) Value:

NULL

NULL

NULL

0

3
0x7£000005
0x7£00000e
0x7£00001d
3

3

The values of Z3 expressions for each SVFVar

after analyzing FuncExitICFGNode3

Valvar6 (ctx:[5]) ha

https://github.com/SVF-tools/Software-Security-Analysis

s value 3
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

0x146e3df80

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

Algorithm 14: handleRet (retEdge)

1 rhs(getCtx());
TntralCPeode? Cfm: ool l 2 if retPE + retEdge.getRetPE() then

3 L rhs  getZ3Expr(retPE.getRHSVarID());
FunExiEICFGNode3 (Fu

histat . Tiar < (LiarT. Torde21, 2] ' 4 popCallingCtx();
0x146e3780 _ 1]32 2 0x146¢3¢040 i 5 if retPE « retEdge.getRetPE() then
‘e L 1hs < getZ3Expr(retPE.getLHSVarID());

7 addToSolver(lhs == rhs);

FunEntryICFGNodel {fun: foo}

8 return true;

Note:retPE.getRHSVarID() returns ValVar6
getZ3Expr (ValVar6) binds ValVaré with the current con-

CrpStmt: [Varl6 <-- (Var15 pred32 Var12)] > callEdge text and returns the Z3 Expression for ValVar6 (ctx:[5])
%cmp = icmp eq i32 %calll, %argc
‘ CallicFoNode10 (Fun: mainy ICFG > retEdge
call void svf_assert(il %cmp)
[
34
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%eall = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6
%calll = call i32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

)
CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

ICFG

FunEntryICFGNodel {fun: foo}

IntraICFGNode2 {fun: foo}
ret i32 %

FUREXitICFGNode3 {f!
PhiStmt: [Varé <-- ([Var7, ICFGNodeZ] DA
ret i32 %

0x146e3df80 | 0x146e3e040 H

——— > callEdge

—> retEdge

Algorithm 15: handleRet (retEdge)

1 rhs(getCtx());
2 if retPE < retEdge.getRetPE() then
3 | rhs < getZ3Expr(retPE.getRHSVarID());

4  popCallingCtx();

5  if retPE + retEdge.getRetPE() then

6 1hs < getZ3Expr(retPE.getLHSVarID());
7 L = rhs);

addToSolver(lhs

8 return true;

pop out
popCallingCtx()

a sequence of ICFGNodes represented by their IDs

|@®®@®@@

callstack path ée

hi

matching
x15164298 ( ------------- 0)(151642980‘ 3\\'
‘?o

State of callstack while processing return edge
from FunExittCFGNode3 to RetlICFGNode6

https://github.com/SVF-tools/Software-Security-Analysis
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

Algorithm 16: handleRet (retEdge)

%call = call 132 @foo(i32 3)

TRtralCFoNodez (fun: Too)
P l 1 rhs(getCtx());

0x146e3df80
;'""""”'""'""'""'""'"""""""""""' 77”'””'””'”’. 77777777777777777777777777777 : 2 if retPE retEdgegetRetPE() then
H RetICFGNode6 {fun: main} FunExitICFGNode3 {fun: foo} H
::>; RetPE: [Vari3 <. Vare] Phistnt: [Vars <-- ([Var7, IcFatode2],)] | | 3 | Ths <~ getZ3Expr(retPE.getRHSVarID());
H %call = call i32 @foo(i32 3) ret i32 %p H
0x146e3d80 ] 0x146e3e040 H 4 popcalllngctx()

CallICFGNode7 {fi
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

"5 if retPE retEdge.getRetPE() then
6 1hs < getZ3Expr(retPE.getLHSVarID());
7 addToSolver(lhs == rhs);

RetPE: [Var15 <-- Var6]

%calll = call i32 @foo(i32 %argc)

RetICFGNode8 {fun: main}
8 return true;

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

——> callEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}

ICFG —> retEdge
call void svf_assert(il %cmp) ‘
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 @

AddrStmt: [Var14 <-- Var3e] i32 3

AddrStmt: [Vard <-- VarS1 swap | SVFVar and Value---——---—————=
Addrstmt: [Var9 <-- Var10] main .
Addrstmt: [Var18 <-- Var19] svf_assert ObjVar5 (0x7£000005) Value: NULL

ObjVar10 (0x7£00000a)  Value: NULL

v
d fun:
FenERETVICFGoged {fun: wain] ObjVar19 (0x7£000013)  Value: NULL

FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main} ValVarO Value: NULL
CallPE: [Var7 <-- Vari4]
%call = call i32 efoo(i32 3) TntralCFoNode2 {fun: foo) ValVarl Value: NULL
0x146e3df80 ret 132 %p ValVar21 Value: 0
LTI ValvVari4 Value: 3
: e FUNEXTLICFGNode3 {fun: foo) .
: R;;tIFCEF_GNE’f:gz{T,"j V'":,IS"J} Phistmt: [Var6 <-- ([Var7, ICFGNode2],)] ValVard Value: 0x7£000005
! %call = call i32 @foo(i32 3) ret i32 %p i | ValVar9 Value: 0x7£00000e
- OxT46e3df80 ] 0x146e3eddd i | valvaris Value: 0x7£00001d
e e, (fun 'v:ﬂ'zr‘]) " | ValVar7 (ctx:[5]1) Value: 3
%calll = call i32 @foo(i32 %argc) ValVar6 (ctx: [5]) Value: 3
0x146232040 ValVari3 Value: 3

RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %argc)

‘ RetICFGNode8 {fun: main}

The values of Z3 expressions for each SVFVar

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

——> callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

after analyzing RetICFGNode6

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

| CallICFGNode7 {fi a

CallPE: [Var7 <-- Var12]

%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

IntraICFGNode2 {fun: foo}
P

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

ICFG

——> callEdge

—> retEdge

Algorithm 17: handleCall(callEdge)

expr_vector preCtxExprs(getCtx());
callPEs < calledge — getCallPEs();
foreach callPE € callPEs do

L preCtxExprs.push_back(rhs);

pushCallingCtx(calledge —getCallSite());

fori =0;i < callPEs.size(); + + i do
1hs < getZ3Expr(callPEs[i] — getLHSVarID());
addToSolver(lhs == preCtxExprs[i]);

return true;

Software Security Analysis 2024
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varl4 <-- Var30] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %
0xT46e3780 T

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

0x146e3e040

: CalllCFGNode7 {(F a
; CallPE: [Var7 <-- Vari2]
: %calll = call i32 @foo(i32 %arge)
' 0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

——> callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

Software Security Analysis 2024

a sequence of ICFGNodes
represented by their IDs

x146e3e040 @@@@@@@@@

callstack path

State of callstack after processing call edge
between CallCFGNode7 and FunEntrylCFGNode1
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Example 5: Interprocedural

ObjVars (0x7£000005) Value: NULL

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null ObjVar10 (0x7£00000a) Value: NULL
et farat ST el a2 e ObjVar19 (0x7£000013)  Value: NULL
Addrstmt: [Var4 <-- Var5] swap ValVar0O Value: NULL
Addrstmt: [Var9 <-- Var10] main
Addrstmt: [Var1g <-- Var19] svf_assert ValVarl Value: NULL
T —_ w5 ValVar21 Value: 0O
unEntry: lode: un: main )
FunEntryICFGNodel {fu ValVarid Value: 3
CallICFGNode5 {fun: main} . ValVard Value: 0x7£000005
CallPE: [Var? <-- Var14]
seall - call 132 @Foo?;)z 3) TntralCFGNode2 {fun: ValVar9 Value: 0x7£00000e
0x1463df80 ret i32 %p ValVari8 Value: 0x7£00001d
ValVar7 (ctx:[5]) Value: 3
- FUnEx1tICFGNode3 (fun: foo} . .
RReettIPCEF:GN[o\;ﬂ:gz{f(ui. vm::sn]} Phistnt: [Vars <-- (LVor7, TCFONode2],)] ValvVar6é (ctx:[5]) Value: 3
%call = call i32 @foo(i32 3) ret 132 % ValVari3 Value 3
_ - Ox146e3d780 | 0x146e3e040 +ValVari2 Value: 0
: CallICFGNode/ {fun: main} +ValVar? (ctx:[7]) Value: 0

] CallPE: [Var7 <-- Vari2]
: %calll = call i32 @foo(i32 %arge)
0x146e3€040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 efoo(i32 %argc)

The values of Z3 expressions for each SVFVar

after analyzing Cal1ICFGNode7

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

——> callEdge
ICFG —> retEdge

IntraICFGNoded {fun: main} ‘

* ValVari12 is not initialized in the program,

[]
CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

thus is evaluated as 0

: ] *ValVar7 (ctx:[7]) has value 0

40
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

%call = call 32 @foo(i32 3) TntralCFoNode2 {fun: foo)
0x146e3df80 ret 132 %p
7 e .
RetICFoNode6 {fun: mai FUNEXITICFGNode3 {fun: foo) /
Reetpg; [uv:m;{ o \;“aarlﬁnj) PhiStmt: [Var6 <-- ([Var7, ICFGNode21,)] ret 132 op InStruCtlon
%icall = call 32 @foo(i32 3) ret 32 %p

CallICFGNode7 {fun: main}

0x146e3d780 T 0x1463040 Noth"’]g needs to be done
eal1T = a1t 133 oo sorge) Continue.

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNodel0 (fun: main} ICFG
call void svf_assert(il %cmp)

v
[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}

CallPE: [Var7 <-- Var14] ' Algorithm 18: 3 handlePhi (intraEdge)
%call = call 132 @foo(i32 3)

ThEralCFoNode2 {fun: Too) l

0x146e3d780 P 1 res < getZ3Expr(phi.getResID());

RetTCroNodes (Fon main] FUREXTEICFGNode3 {fun: Too) 2 opINodeFound - false;

RetPE: [Varl3 <-- Var6] PhiStnt: [Var6 <-- ([Var7, ICFGNode2],)] <):| 3 for i < 0 to phi.getOpVarNum() — 1 do

%call = call 32 @foo(i32 3) ret i32 %p . .
OxT463df80___ | Ox146¢3¢040 4 if srcNode.getFun().postDominate(srcNode.getBB(),
CoICTods! T wein) 5 phi.getOpICFGNode(i).getBB()) then
%calll = call 32 €foo(i32 %arge) 6 ope < getZ3Expr(phi.getOpVar(i).getId());
0x146e3e040
B 7 addToSolver(res == ope);
8 opINodeFound < true;

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNodel0 (fun: main} ICFG
call void svf_assert(il %cmp)

]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x1463df80

TntralCFGNode2 (fun: foo) l
P

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
Phistmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146€3d780 I 0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]

Software Security Analysis 2024

ObjVars (0x7£000005)
ObjVar10 (0x7£00000a)
ObjVar19 (0x7£000013)
ValVar0O

ValVarl

ValVar21

ValVari4

ValVard

ValVar9

ValVari8

ValvVar7 (ctx:[5])
ValVar6 (ctx:[5])
ValVari3

ValVari2

ValVar7 (ctx:[7])
+ValVar6 (ctx:[7])

Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:

0x7£000005
0x7£00000e
0x7£00001d

coowww

The values of Z3 expressions for each SVFVar

after analyzing FuncExitICFGNode3

ValVar6 (ctx:[7]) has value 0
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Example 5: Interprocedural

RetICF
RetPE:

GNode8 {fun: main}
[Var15 <-- Var6]
all i32 @foo(i32 %arge)

GlobalICFGNode®
CopyStmt: [Vari <-- Var0] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
Addrstmt: [Var1§ <-- Var19] svf_assert
v n
FunEntryICFeNoded {fun: main} Algorithm 19: handleRet (retEdge)
FunEntryICFGNode1 {fun: foo}
CallICFGNode5 {fun: main} .
CallPE: [Var7 <-- Varl4] 1 .rhs(getCtx()),
%call = call i32 efoo(i32 3) IntralCFGNode2 {fun: foo} 2 if retPE + retEdge.getRetPE() then
0x146e3df80 P
. 3 L rhs  getZ3Expr(retPE.getRHSVarID());
RetICFGNode6 (funt mal FunExi tICFGNode3 (fu : .
‘ et [Ov:rwz{ fun: V"‘:r‘s"]} Phistat: [Varé <-- 55\2/3;; erowte2],] P4 popCallingCtx();
%eall = call 132 €foo(i32 3) Ox146e3d780 | 0x146e3¢040 i 5 if retPE « retEdge.getRetPE() then
Gltgoeder o vy J e ‘e 1hs < getZ3Expr(retPE.getLHSVarID());
allPE: [Var7 <-- Var ;
%calll = call 132 @foo(i32 %argc) : 7 addToSolver(lhs == rhs);
0x146e3e040
: 8 return true;

Note:retPE.getRHSVarID() returns ValVar6

' getZ3Expr (ValVar6) binds ValVaré with the current con-
text and returns the Z3 Expression for ValVar6 (ctx:[7])

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll,

——> callEdge

IntraICFGNode9 {fun: main} ‘

%arge

—_—
‘ CallICFGNode10 (Fun: main} retEdge

call void svf_assert(il %cmp)

‘ ICFG

44
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

Addrstmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 (fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%eall = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNoded {fui
I::> RetPE: [Varl5 <-- Var6]
: all i32 @foo(i32 %argc)

TntraICFGNoded {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

1

2

3

4

FunEntryICFGNodel {fun: foo} 5
6

IntraICFGNode2 {fun: foo}

N o 7

8

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)] | :
ret i32 %p |

0x146e3d80 I 0x146e3€040 H

——> callEdge
ICFG —> retEdge

Algorithm 20: handleRet (retEdge)

rhs(getCtx());
if retPE < retEdge.getRetPE() then
L rhs  getZ3Expr(retPE.getRHSVarID());
popCallingCtx();
if retPE < retEdge.getRetPE() then
1hs ¢ getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

return true;

pop out
popCallingCtx()

a sequence of ICFGNodes represented by their IDs

[010/610/6/610/0/01e/00}

callstack path .- ‘?'(;\;odeo
matching ¢

pr146e3e0a0]a - -~ - prisecseosia”
State of callstack while processing return edge

from FunExittICFGNode3 to RetlICFGNode8
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
|::> RetPE: [Varl5 <-- Var6]
: #%calll = call 132 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

FunEntryICFGNodel {fun: foo}

Algorithm 21: handleRet (retEdge)

IntraICFGNode2 {fun: foo}
P

rhs(getCtx());
- ' if retPE < retEdge.getRetPE() then
FunExi E1CFGNode3 (fun: oo
Phistnt: [Vars <-- ([Var7, IcFatode2],)] | | 3 | Ths <~ getZ3Expr(retPE.getRHSVarID());

ret i32 % :
0xT46e3780 T 0xT46e3€040 : popCallingCtx();

4
preeeees "5 if retPE < retEdge.getRetPE() then

6

7

1hs < getZ3Expr(retPE.getLHSVarID());
addToSolver(lhs == rhs);

: 8 return true;

——> callEdge
ICFG —> retEdge
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

0x146e3e040

RetICFGNode8 {fun: main}
|::> RetPE: [Varl5 <-- Var6]
: %calll = call 132 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

v ValVar0
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} ValVarl
CallICFGNode5 {fun: main} ValVar21
CallPE: [Var7 <-- Vari4] ValVarid
%call = call i32 @foo(i32 3) TntralCFGNode2 (fun: foo} alVar
0x146e3df80 P ValVar4
ValVar9
RetICFGNode6 {fun: mai FUnExitICFGNode3 (fun: foo}
RotPE: [Ov:rwz{ o V'":,IS"J} Phistmt: [Var6 <-- ([Var7, ICFGNode2],)] ValvVarig
%call = call 32 @foo(i32 3) ret i32 %p i | Valvar7 (ctx
0x146e3d80 ] 0x146e3e040 H ValVar6 (ctx
CallICFGNode7 (fun: main) :
CallPE: [Var7 <-- Var12] i ValVari3
%calll = call i32 @foo(i32 %argc) H ValvVari2

ValVar7 (ctx
: ValVar6 (ctx
+ValVarib

: [51)
1 [61)

7D
(71

—---SVFVar and Value
ObjVar5 (0x7£000005)

ObjVar10 (0x7£00000a)
ObjVar19 (0x7£000013)

Value

Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:
Value:

0x7£000005
0x7£00000e
0x7£00001d

3
3
3
0
[
0
[

——> callEdge

ICFG —> retEdge

The values of Z3 expressions for each SVFVar

after analyzing RetICFGNode8
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Example 5: Interprocedural

GlobalICFGNoded | | _gUFVar and Value-----——————e
CopyStmt: [Varl <-- Varo] ptr null SVFVar and Value
AddrStmt: [Var21 <-- Var3] 132 0 ObjVar5 (0x7£000005) Value: NULL
NSt Tlard <= ars] swp ObjVari0 (0x7£00000a) Value: NULL
Addrstmt\; [varg <'V' Var10] main ObjVar19 (0x7£000013) Value: NULL
AddrsStmt: [Var18 <-v- ar19] svf_assert ValVar0 Value: NULL
FunEntryICFGNode4 {fun: main} ValvVaril Value: NULL
FunEntryICFGNodel {fun: foo} .
CallICFGNode5 {fun: main} ValvVar21 Value: 0
CallPE: [Var7 <-- Var14] ‘ ValVari4 Value: 3
%call = call 132 @foo(i32 3) IntralCFGNod9322 (%fun: oo} ValVard Value: 0x7f000005
0x146e3df80 ret 132 %p
ValVar9 0x7£00000e
ReTTCFoNodes (Fun mainy FUnExitICFGNode3 (fun: fool ValVari8 0x7£00001d
‘ RetPE: [Varl3 <-- Var6] Phistnt: [var6 < (5\2/3;; ICFGNode2],)] ValVar7 (ctx:[5]) 3
- i i32 %
Zeoll = coll 137 Cfooi®? ) 0x146e3d780 T 0x14663¢040 ValVar6 (ctx:[5]) 3
CallICFGNode7 {fun: main} ValVari3 3
CallPE: [Var7 <-- Vari2]
%calll = call 132 @foo(i32 %argc) ValVari2 0
0x146e3e040 ValVar7 (ctx:[7]) 0
ValVar6 (ctx:[7]) 0
RetICFGNode8 {fun: main} ValVarib 0
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %argc) +ValVar16é 1
TntralCFGNoded {fun: main}
|::> CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge K
ICFG The values of Z3 expressions for each SVFVar

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

: 2 ] after analyzing IntraICFGNode9
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Example 5: Interprocedural

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq 132 %calll, %argc

————————————— SVFVar and Value-------------
GlobalICFGNoded i .
CopyStmt: [Varl <-- vare] ptr null quVarE (0x7£000005) Value: NULL
AddrStmt: [Var21 <-- Var3] i32 0 ObjVar10 (0x7£00000a)  Value: NULL
AddrStmt: [Varl4 <-- Var36] i32 3 " .
‘Addrstmt: [Vard Vars] swap ObjVar19 (0x7f000013)  Value: NULL
Addrstmt: [Varg Var10] main ValVarO Value: NULL
AddrStmt: [Var18 <-- Var19] svf_assert Valvari Value: NULL
FunEntryICFGNode4 {fun: main} ValVar21i Value: 0
FunEntryICFGNodel {fun: foo} .
CallICFGNodeb (fun: main) f ValVarid Value: 3
CallPE: [Var7 <-- Var14] ValVar4 Value: 0x7£000005
#call = c;111461332d F@;@oo(i)z 3 l IntralCFeodez (%fp“m foo} Valvar9 Value: 0x7£00000e
2ldbe ValVari8 Value: 0x7£00001d
RetICFGNode6 (fun: main} FUREXTEICFGNode3 {Fun: Foo) ValVar7 (ctx:[5]) Value: 3
‘ RetPE: [Var13 <-- Var6] Phistnt: [Var6 < gg‘z’a;;v ICFGNode2],)] ValVar6 (ctx:[5]) Value: 3
#%call = call i32 @foo(i32 3 4
coll = coll 132 0fooa32 3) 0x146e3d780 | 0x146e3¢040 ValVari3 Value: 3
CallICFGNode7 {fun: main} ValVari2 Value: 0
CallPE: [Var7 <-- Vari2] . .
%calll = call 132 @foo(i32 %argc) ValVar? (ctx: [7]) Value: 0
Ox146530040 ValVar6 (ctx:[7]) Value: 0
ValVaris Value: 0
RetICFGNode8 {fun: main} ValVar16 Value: 1
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

The assertion is successfully verified!!

ICFG
START:0 44 —-+5—51—52—-53—>56—>7—>1—>2

[]
CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

[

— 3 - 8 — 9 —— svf_assert
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What’s next?

* (1) Understand SSE algorithms and examples in the slides

® (2) Finish implementing the automated translation from code to Z3 formulas
using SSE and Z3SSEMgr in Assignment 2

e
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