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What /s DevOps, really??

® DevOps is the practice of operations and development

engineers participating together in the entire service
lifecycle, from design through the development process

to production support.
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You keep using that word.



What Kind of apps do we
Write”?
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o@d ¢

ms cl|asticsearch "







So, how Does all of this fit
together?

node:8.1.4-slim

3000 ® |ntroducing the

DEBIAN_FRONTEND=noninteractive

APP_DIR /var/www Dockerfile

TZ Australia/Sydney

["/usr/local/bin/dumb-init", "--"]
mkdir -p ${APP_DIR} o i
R Create an image
once and run
yarn.lock .npmrc package.json ./
yarn install --quiet Eir1)/\A/f1EBrEB.

touch .env

® | ets us change the
underlying infra.

-/

npm run build

rm -f ci/cache/*

["yarn", "run", "start:prod"]




S0, how do things get
deployed?

It all starts with our devs:

® Create feature branch
®\\rite Code

®\\rite Tests

® Raise Pull Request




GitHub

Commit changes

Create ‘feature’ branch from ‘master’

‘master’ branch

Submit Pull Request

Wor

Discuss proposed changes

kflow

Merge ‘feature’ branchinto ‘master’




What happens after code

v Domain Group / fe-server-search-results #94 Pipeline Changes Tests Artifacts )
Branch: master @ 25m7s No changes
Commit: bb0971c ® an hour ago
Check and Create Notify Slack Notify Slack
Checkout BuildDecision InitialNotify Build setEnv Cloudwatch Sub... yarnBuild Test E2E Test Deploy Promotion Rollback

Steps - Test

l > Print Message

24| v Shell Script

rvice.js

src/services/search-results/data-cards.js —> lib/services/search-results/data-cards.js
src/services/search-results/featured-agencies.js -=> lib/services/search-results/featured-agencies.js
src/services/search-results/featured-properties.js —> lib/services/search-results/featured-properties.js
src/services/search-results/search-results.js -> lib/services/search-results/search-results.js
src/services/search-results/shortlisted-listings.js —> lib/services/search-results/shortlisted-listings.js
src/services/slugmap.js => lib/services/slugmap.js

src/services/user/auth.js —> lib/services/user/auth.js

src/services/user/saved-search-legacy.js —> lib/services/user/saved-search-legacy.js
src/services/user/saved-search.js —> lib/services/user/saved-search.js
src/services/user/shortlist-count.js —> lib/services/user/shortlist—count.js
src/services/user/shortlist-set.js —> lib/services/user/shortlist-set.js
src/services/user/user—-cookie-and-data.js —> lib/services/user/user-cookie—-and-data.js
src/services/user/user-details.js -> lib/services/user/user-details.js
src/services/user/user—nav-shortlisted-listings.js —> lib/services/user/user—-nav-shortlisted-listings.js
src/serv1ces/user/user stats js = llb/serv1ces/user/user stats js




How do we make our
deployments easier?

M




Introducing Deploy Bot

¢ Deploy Bot
. Deployment to Staging has Succeeded

ELB StackName
Serverless Slack Bot htps:/ . cerver-

external.dynamic.domain.com.au 06072017-1044
Written in Python/Flask
Using the Zappa Build Info
Framework Click here for details
Doesn’t cost anything 327 % | Promote Build Number 45 to Production
when it's not being used Promotion Method
Deploy from anywhere' App Version Commit Hash

' null d78dee

r Deploy Bot 3:45 PM

Production promote has been initiated

%

Build Number Environment

45 Production
Method of Promote Build Initiated By
Normal @david _t
Commit Hash

d78dee



L iInux Infrastructure

Nomad Server

2. Query cluster for current / min / max job stats
3. Update nomad job counts up / down based Meta rules

Private
Subnet

! Private

g Subnet
Lanbda

NomadServerScalingJob

1. Fetch CPUPercentage Average i
from CloudWatch

stage-nomad:4646 (API)

CloudWatch ! ! n
Private

" & nomad-server Subnet EC2 Consul
Nomad/s (r;gr;)ad piat ASG Agent Note: The nomad Ul currently runs as a

[ docker container inside an agent.

Nomad ASG servers should be set to
min/max 3/3 for staging clusters

On Production ASG min/max should be
7/7 to ensure quorum for during AZ
failure

Nomad servers self-discover and
register themselves via the nomad
service in Consul

Consul
Cluster




Linux Infra (Cont

Nomad Agents

Each cluster is referenced by it's
STACK_NAME from Cloudformation

Many of these stacks can be created,
and a Nomad job can target any

stack_name
ofe o — |9 a
t G v Private
Prlvate CloudWatch 1. Send Metrics for nomad-client Subnet Consul

& EC2 Spot
CloudWatch 1 gand Metrics for 'amag client Subnet Consul Nomad Resource Usage ASG Agent
Nomad Resource Usage ASC Agent Nomad/s-nomad-clientSpy
SSM ‘\

Scale up / down on Resource Availability

-

vailable vs Allocated)
Nomad/s-nomad-client, (Available vs Allocated) (AutoScalingGroup)
(AutoScalingGroup)

Container
Container SSM discobean/nomad-status Shutdown
discobean/dokad-status Shutdown Command
Command |
L/ X |
X . . K
If Spot Termination,

Sends to SNS Topic

for shutdown termination 2. Send Metrics for Job

CPU % Usage Average

ASG Nor_nad clients self-discover apd _ ASG
Shutdown register themselves as a service in Consul Shutdown

Hook Hook

2. Send Metrics for Job
CPU % Usage Average

Consul
Cluster

CloudWatch



Scaling Containers

1. Service is started with metadata a

Private I | I I 2. Query cluster for current / min / max job stats

metrics per task group

3. Update nomad job counts up / down based Meta rules P&e
Subnet
—_ Lanibda ELB
CO u nt m aX - 1 O NomadServerScalingJob

1. Fetch CPUPercentage Average L S

CO u nt_m i n - 2 from CloudWatch

L

stage-nomad:4646 (API)

scaledown_decrease count = 1
scaledown_threshold = 20
scaleup increase count = 2
scaleup_threshold =40
threshold _metric =

register themselves via the nomad

Ave rageCpU Pe rcent service in Consul

h ... N\

2. Service runs on each Nomad Agent e
a. Sends metrics to Cloudwatch N
3. Lambda executes
a. Checks metrics against ruleset

b. Scales up/down

v \ ) | 4
CloudWatch - 4 \_ ﬂ
v Private

Nomad/s-nomad-server nomad-server Subnet EC2 Consul
(Job) ASG Agent
[

Q -~ Q200D

Cluster




How do we simplify all

of this complexity?

('do_deploy)
false

node('docker') {
checkout scm

stage("ECR") {
{

sh returnStatus: true, script: "aws —--region ${region} ecr create-repository --repository-name ${app_name}"

}
(Exception e) {
echo "Repository already exists. Skipping create.™
}
}
stage("Cloudformation") {
stack_name = "${environment}-${app_name}"
cf_template = "${environment}-cloudformation.yaml"
outputs cfnUpdate stack: stack_name, file: cf_template
custom_params ["IAM_ROLE": outputs.RoleArn ]

}

stage('Docker') {
docker.withRegistry(env.AWS_ECR) {
npmLogin credentialld: "n/a"
def container = docker.build("${app_name}")
container.push(version)

}

stage("Deploy") {
envFile loadenv.getEnvFile(environment: environment)
docker_env loadenv filename: envFile, decrypt: true, extraParams: custom_params
appDeploy(environment: environment, appName: app_name, dockerEnv: docker_env, version: version)



What we get

Windows + Linux
containers

Fast container scale-up ,
Fast scale-out .' wepD services
Cheap instances via Spot,
managing spot termination
Historical metrics job CPU
vs deploy versions

|AM Policies

Fast deploy/rollback times
1hr to build new stacks

M



We also love to code!

B it N Dastiboard

Mamas

ke ator §
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github.com/cvandal/nomad-ul



Windows Infrastructure

Robot Army Octopus Deploy

M



Octopus Deploy

Environments
Projects

Project Deployment
Processes

Step templates




Octopus Deploy

Environments

Pre-Production

Edit Check health Add machine

. VM-CMO1 - VM-CMO2
s I Cm0Ol.author.prepr L I Cm02. author prepr
=@  od.com10933 . od.com:10933

| I WIN-
CRALE, 2P28MN

=) 2°28NA2Q6M
.|J"'_rl -I—l.—-Li:l.d;-.l..-'l.—l—'-\’-ll
.II-_II'l..'\.'\-I - |;E_—_.I_El.:'ﬁ-l i |i-|'l§.. o
VM-CDO01 . VM-CD02 VM-CDO3 nikita
[ =
—I___—-a CdD1.preprod.com E@ Cd02_preprod.com -=0 Cd03.preprod.com

T
D | @ | | |
T e

Production

VM-CMO1

VM-CMO02 VM-CMO03 VM -CM04
L I Cm0l.authorprodu L | Cm02.author.produ - I Cm03.author.proc L I Cmi4 author_ produ
'=¢ ction.com-10933 '=9 ction.com:10933 '=¢ ction.com:10933 ‘=9 ction.com:10933
CM-Master CM-Slave | CM-Slave | CM-Job
VM-CDO1 . VM-CDO02 : VM-CDO03
_ | CdO1.production. _ I Cd02.production. _ I Cd03.production.
=1 - =t =,

D

I

Corm Com




Octopus Deploy

Projects

Nikita : Releases : 0.0.86 Deploy to Staging (#38)

Release Staging

0.0.86 0086
Nikita *
O Deploy Nikita release 0.0.86 to Staging

Task summary Task log

)

Task progress

Nikita @ step 1: Git - Pull (HTTPS)
o Step 2: Give me results
Qverview ;
Q Step 4: replace default website
Process @ step 5: Test cluster
Variables
Channels

Releases

Settings




ctopus Deploy

Project Deployment

& Deploy Nikita release 0.0.86 to Staging
The deployment completed successfully.

Step 1: Git - Pull (HTTPS)

Step 2: Give me results

E3 Step 3: Replace Telegraf Config

& Step 4: replace default website

B WIN-2P2BNAZ2IJQEM

Executing script on "WIN-2ZP23NAZ1Q6M’

Mame Application pocl Protocols Physical Path

GiveMeWeather .NET v4.5 http C:\OctopushApplications\GitPul
IZzStaging\Nikita\Git - Pull
(HTTPS)\published website




Octopus Deploy

Processes

Deployment process

1. Git - Pull (HTTPS)

Run a PowerShell script across machines in roles: JiTCEl BT et

2. Give me results
Run a PowerShell script across machines in roles: 5

3. Replace Telegraf Config
Run a PowerShell script across machines in roles: [TEl FTCEEEVETES

4, replace default website
Run a PowerShell script across machines in roles: JiTCEl BTTEEEr:

Reorder steps




Octopus Deploy

Step Templates

Library » Step Templates Git - Pull (HTTPS)

Step Parameters Settings Usage
Packages
% Configure the step using the fields below. Use the Parameters tab to define variables that can be used in scripts and bound fields.
External feeds
Lifecycles Seript

& PowerShell cz Bash
Step templates 1| if (%env:path -notlike "#*git#*") {

Write-Output "Adding the Git 'bin' directory to the *Path® environment variable...”
T A c fpath = %env:Path += ";C:\Program Files‘\Git“bin"
A [Environment]::5etEnvironmentVariable{"Path", %path, "Machine™)
5 T
7 [5ystem.Reflection.Assembly]: :LoadWithPartialiame("System.Web"™)
&+ function Format-UriWithCredentials(%url, Susername, %password) {
: furi = MNew-Object "System.Uri" Surl

11 $furl = furi.Scheme + "://"
12 = if {-not [string]::IsNullOrEmpty{fusermame}) {
13 furl = Surl + [System.Web.HttpUtility]::UrlEncode(%usernams)




Robot Army

Cluster Definition

RobotPlatoon stagingNikita

Ensure = "Present”

Name = "s-nikita"

Team = "DevOps"”
OctopusProject "Nikita"
PlatoonVersion "ra3”
Sleepytime = "Yes"
InstanceType = "t2.nano"
OctopusVersion ="3.0"
PublicInstances = $false
VPC = "Staging”
HealthCheckEndpoint = "TCP:80"
minsize 1

maxsize 1




So, DevOps at Domain

Incredibly fun

Nothing like traditional operations

Lots of coding involved

Requires a holistic view of what we run
and how we're running it

Always lots to learn

Always on the bleeding edge




O /DomainGroupOSS

y /Domaincomau

A\ tech.domain.com.au
\"A"AA"A

XIZ¥ developer.domain.com.au
Thank you.
Domain

Jordan SimonovskKi
Nikita Gorenbukh




