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Why is it called Cloud?
=» services provided on virtualised resources
=» virtual machines spawned on demand
=» location of services no longer certain
=» similar to network cloud
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@ What is Cloud Computing?
@ X as aService

® Key Challenges

@ Developing for the Cloud

Flavours of Cloud Computing:
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A style of computing in which dynamically scalable side 4
and often virtualized resources are provided as a
service over the Internet. (Wikipedia)
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Technology exposed to customers Commercial providers

Software sulcjﬁrce.mm
as a Service D
Google gy wi y—
Platform 3 J Windows Azure Q
as a Service oun
heroku
ades  MEES e
amazon G0
Infrastructure webservices™ [BIR
as a Service 8 Twindowsue o
777777 rackspace.
S GOGRIB
E" e :‘ﬁ" g Datacenter e EQUINIX
b Infrastructure 4 (3 \—
E‘m atat rack verizon

Figure from Hiroshi Wada

Key CHARACTERISTICS OF CLOUD COMPUTING

SP 800-145. The NIST Definition of Cloud Computing:
@ On-demand, self-service
e getresources (CPU, storage, bandwidth etc),
e automated: as needed, right now!
@ Network access
e services accessible over the network, standard protocols
Slideé @ Pooled resources
e provider: multi-tenant pool of resources
e dynamically assigned and reassigned per customer demand
@ Elasticity
e Scalability: rapidly adjust resource usage as needed
® Measured service
e monitor resource usage
e billing for resources used

BENEFITS

BENEFITS

Flexibility:
-» Flexible provisioning
=» Add machines on demand
Slide 7 -» Add storage on demand

Effort:
-» Low barrier fo entry

= Initial effort: no need to spec and set up physical infrastructure
=» Continuing effort: no need to maintain physical infrastructure

Cost:
=» Low initial capital expenditure
-» Avoid costs of over-provisioning for scalability
-» Pay for what you use

Slide 8 o, Tedatt

Actual Load

TIME

in "Developing and Extending Applications for Windows Azure with Visual Studio”

BENEFITS
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Reliability:
-» Redundancy
=» Trust reliability of provider
=» Data backups
= What happens when provider goes down?
= What about Security? Privacy?

Public vs Private Clouds?

mmn
PUBLIC CLOUD
D e

02010 NSKInc  wwwnskinc.com

Public: open services available to everyone

Private: owned, operated, and available to specific organisation
Is this still cloud computing?

Hybrid: system uses some private cloud services and some public cloud

services.
http://blog.nskinc.com/IT-Services-Boston/bid/32590/Private-Cloud- or-Public-Cloud

INFRASTRUCTURE AS A SERVICE: IAAS
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INFRASTRUCTURE AS A SERVICE: |AAS

Service provider provides:
=» Server and network hardware
=» Virtual machines
= |P addresses
=» Services to manage VMs (create, start, stop, migrate)
=» Optional: storage, database, synchronisation, communication

Client provides:
=» OS and OS environment
-> Web server, DBMS, efc.
=» Middleware
=» Application software

Challenges - Client:
=» Transparency (naming, redirection)
-» Scalability: replication and load balancing decisions
=» Synchronisation and coordination
=» Security
=» Fault folerance
=» Software maintenance and sys admin

Challenges - Provider:
=» Hardware provisioning and maintenance
- Load management
= IP address management, DNS management
=» Infrastructure fault tolerance
=» Monitoring, logging, billing
- Storage

EXAMPLE: AMAZON WEB SERVICES (AWS)



EXAMPLE: AMAZON WEB SERVICES (AWS)
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=» Elastic Compute Cloud (EC2)
-» Simple Storage Solution (S3)
-» Simple DB

=» Simple Queue Service

http://vmtoday.com/2013/07/introduction- to-amazon-web-services-aws/

Elastic Compute Cloud (EC2):
=» Instances: virtual cores, memory, storage

e instance types (cpu,memory,net, storage options):

et,m,c.p g xrid
e micro, small, medium, large, xlarge, ...
Slide 14 = Cost:
o free tier: limited instances, free CPU hours
e on-demand: $0.004 - $30+ per hour
e reserved: 1-3 years, discounted, fixed cost
=» Launch Amazon Machine Image (AMI) on instances
=» Preconfigured or custom images

UsING EC2

Slide 15

UsING EC2

1. Grab your credit card and
create an account (10 min).
:{ Open the EC2 Dashboard.

s3

£C2 Dashboard
Events
Tegs
Reports
Limits
= NeTANC
Instances
Launch Templates

slide 16 s

Resources
«

pzon.com/ec2/v2/home region=ap-soutneast-2¢Home:

& Simple Queue Service

0 Running Instances
0 Dedicated Hosts
0 Volumes

4 Key Pairs

0 Placement Groups

0 Elastic IPs
0 Snapshots
0 Load Balancers
1 Security Groups.
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[ xkcd: Now (3 s9243 (¥)Calendars £ Work (§] Educa & Converter {3 GITV - Reconstru... » 3 Other Bookmarks

US East (4. Virginia) s S
US East (Ohio)

US West (V. Calioria)

Us West (Oregor)

Asia Pacitic (Mumba)

Asia Pactc (Seoul) sgement

Asia Pacifc (Singapore) i
ation

[ o "

| Asia Pacific (Sycney)

Dedicated Hosts

AMis

Bundie Tasks
Volumes.
Snapshots

Create Instance

by viewing the EC2 Videos.
fa Pacifc (Tokyo)
Ganada (Contral)
EU (Frankur)

a Pacio (Sycay regin

Service Health

Service Status:

3. Hit this button!

2. Select where you want to
create your virtual machine
(called ‘instance’)

Elastic IPs

Placamnt Grouns

°
This service s operating normaly

Availabilty Zone Status:

Baracuda CloudGen Firewall for ANS

® Foedback @ English (US)

UsING EC2



4. Select a machine image (called AMI) to use
* Various OS (Major distros, Ubuntu, Windows, ...)
+ Some from official providers, some from 34 parties (::—::“cnn;?m@ @ ‘b :o‘:y..wm
* Many pre-configured images
* E.g. with Apache + MySQL, Windows + SQL Server, etc.
* You can ‘save’ your instance to create your own AMI

Cancel and Exit

Rod Hat version 7.5 (HVM), Tpe

Rootdevicotype:sba  Viualzaton ype:

owim
® Ubuntu Server 16.04 LTS (HVM), SSD Volume Type - ami-d38adab1 m
ide N e mmissmscomosshanion
Rt Vool
» Microsoft Windows Server 2016 Base - ami-7279b010 m
Viiows  bronct Widovs 2018 Duscra st Erghiy =
N W
(<] Deep Learning AMI (Ubuntu) Version 8.0 - ami-a3418bc1 m

Rootdovce po:aba  Vitualzaton ype

Feedback @ English (US)

w

. Determine the amount of resources to allocate. Price varies, e.g: =
t2.micro: USD 0.0146/hour (Linux) USD 0.0192/hour (Win) G T
t2.medium: USD 0.0584/hour (Linux) USD 0.0764/hour (Win) STV - Reconsin... » 5 Other Bookmark

* mb.large: USD 0.12/hour (Linux) USD 0.212/hour (Win)

Additional costs for other software (e.g. SQL Server)

P
Family < Tee - voPUs (i) - Memory(GiB) - ‘ - D i © Support -
i
General purpose 2inano 1 05 EBS only . Low to Moderate Yes
2.micro
General purpose onl - owto to tos
purpos 1 1 EBS only Low to Modera iz

Slide 18 pre———— . " , T

. Goneral purpose 2medum 2 4 €8S only - Lowto Moderate Yes
General purpose Riarge 2 ® €8S only Low to Moderate Yes
General pupose 2arge 4 16 £BS only . Moderate Yoo
General purpose 22xiage 8 @ E8Sony Modorato Yo
Goneral purposo mS e 2 8 €8S only You Upto 10 Gigabi Yoo
Gonera purpose mS xarge 4 1 EBS only You Up 010 Gigabit Yos

oot | prvivs | (CSEBEERTIIY | ew comemtr st

® Feedback @ English (US)

UsING EC2
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6. Done! (< 5 minutes in total)
3 * Set SSH key, configure firewall, etc.
@ fezvmsgenenioona® o Each machine has a randomly assigned pblic IP address and DNS
<« C @ Secure  https://ap-southe
Haom DvaEony Dkt @Pod  NAME, €.8.0

ec2-54-252-240-203.ap-southeast-2.compute.amazonaws.com

- —— 5

Events

Tags Q. nstance ID:10720818a000b98ec | Ad ftr ) 1ttt
8 Name - nstancelD - instanceTypo - Availabilty Zono - Instance Sata = Status Chacks R ——.
0 Lor2oetea...  zmedum wouheastzy @ ning 2 inatzing [
|
Launch Tompiates
Spot Requests = - =T

Reserved Instances

e || | emmmsmsn | got my instancel

& wal Instance D 0720818a60096980c. Publlc DNS (Pvd)  662-13-210-170-266 ap-southaast-
AMis 2 compute.amazonaws.com
Bundio Tasks Instance state runving 1Pya Publlc P 13210.170.265

Instanca typa  t2.medium Pv6 1Pa

R " Elastc Py Privato DNS  1p-172-31-0-44.ap-southoast-
Volres 2.compute.nternal
Snapshots Avalabity zone  ap-southoast-2b Pivate [Ps  172.31.0.44

S — ‘Securty groups  launch-wizard-1. view Inbound rules Secondary privato IPs
e Scheduled avents  No schedued avonts VPCID  vpo-7a0uds!

Security Groups

AMIID ubuntumages/hm-ssc/ubunty: Subnet D subnet-bBetdedd
Elastic IPs xenial-16,04-amdB4-server- 20180306
Placemant Grouns (ami-d38adabl)

Feedback @ English (US)

[ ] untu@ip-172-31-0-44: ~

® ul
%50 SSH from a dés top DO

[ Defauit | ubuntu@ip-172-31-0-44: ~ |
218-UN:~ ikuz$ ssh -i aws-keyp .pem 13-210-179-255. ap-south .c
The authenticity of host 'ec2-13-210-179-255.ap-southeast-2. compute.amazonaws.con (13.210.179.255)" can't be established.
RSA key fingerprint is b4:81 :08:64:5d:1d:04:ce:16:8c:b7: b

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ec2-13-210-179-255.ap- h

n hosts.

Welcome to Ubuntu 16.04.4 LTS (GNU/Linux 4.4.0-1052-aws x86_64

tte .ama: om

2..compute. amazonaws . com,13.210.179.255' (RSA) to the list of know

7. Connect to the new virtual machine
* Documentation: ~https://help.ubuntu.com

https://land al..com * Just SSH to the address
* Support: https://ubuntu. con/advantage « Use appropriate username and keypair
Get cloud support with Ubuntu Advantage Cloud Guest: W Yol have root orsudo access

http://ww . ubuntu . com/business/services/cloud

0 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each progran are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

ubuntuip-172-31-0-44:

=y |
Vol You’re in Amazon’s Datacenter in Sydney!

UsING EC2 10



If you need Windows, launch a Windows
instance and remote-desktop to it.

®  ® @ Biling Management Console x L
C | @ Secure hitps i ap 2#/bilsyoar=20188month=5 R T TR
HiApps [ viaEzProy [l Kesp i @ Progress X, 5SRO Wiki Rl xked: Now (}cs9243 (T)Calondars [ Work () Educa # Converter PR CSTV - Reconstru. » B Other Bookmarks
~ Asia Pacific (Sydney) $2.33
? Amazon Elastic Compute Cloud running Linux/UNIX $0.04
O m $0.0146 per On Demand Linux t2.micro Instance Hour 1.366 Hrs s0.02
o el i $0.0292 per On Demand Linux t2.small Instance Hour 0536 Hrs $0.02
EBS $2.29
$0.055 per GB-Month of snapshot data stored - Asia Pacific 5.449 GB-Mo $0.30
(Sydney)
. . $0.12 per GB-month of General Purpose SSD (gp2) provisioned 16.577 GB-Mo $1.99
Slide 21 Slide 23 oyl

~ US East (N. Virginia) $0.01
EBS $0.01
$0.05 per GB-Month of snapshot data stored - US East 0.231 GB-Mo $0.01

(Northern Virginia)
~ Simple Queue Service 9. Check the cost in near real-time | s0.00
~ Asia Pacific (Sydney) * Hours to run virtual machines $0.00
Amazon Simple Queue Service APS2-Requests-Ti{ o Network in/out $0.00
First 1,000,000 Amazon SQS Requests per month are fre{ $0.00

* VPN

Q768+ do0pn ~ Simple Storage Service Disk $0.00
~ No Region Isieaceess -$0.04

# of request made to services

RELIABILITY

8. Terminate (decommission) or stop (shutdown/hibernate; .
: ( ) P / ) Amazon Web Services
® & 5 co2 anagement Gonsoe ¢ instances when they are not in use 2
€ C aseue m,»v.,,.;.:‘“""?“"“‘" * Instances cost you by time — not by actual resource usage
£ Apps ) via EzProxy ) Keop i1 @ Progress X, 58°q N ) & ) 5 o
" a pmgm ©  Consider using a script to stop instances at a convenient & e
rvicos v Resource Groups| - SN egion Availability egion Availability
EC2 Dashboard e (Say mldnlght) Zone Zane
B ‘ * Restart instances manually when you next need them. (]
Tags 2, Filtr by tags and atrbutes or search by keyword o 1102012 Availability | | Avaitability Availability | | Availability
Rewors, Name = Instance ID Instance Type Avallability Zone Instance State « Status Checks Alarm Status. EEaae s s Zons
Limis
s [ ] H0720818a. 2.medium ap-southeast-2b & terminated None %
- it 0c3115425. 2.micro ap-southeast-2b @ terminated None %
S|Ide 22 Launch Templates S|Ide 24
‘Spot Requests.
Reserved nstances
Dedicated Hosts Public DNS: - ann http://docs. aus . amazon . com/AWSEC2/1atest/UserGuide/using-regions-availability-zones.html

Description | Status Checks | Monltoring | Tags

T —————— F——— Regions and Availability Zones:

Bundie Tasks

g nene Sne s =» 99.95% availability per service region
i N ;“ & S‘“’“’“”:EL:C‘T.Z =» Regions: geographically dispersed, independent

Security Groups

=» Availability zones: contained in Regions
=» Availability zones: isolated from failures in other zones, but
connected

® Feedvack @ English (US)

UsING EC2 11 RELIABILITY



Security:

Elastic IP addresses: = Infrastructure Security

=» IP address associated with account . )
e Data centre physical security

=» Dynamic remapping to specific instances e Soffware and hardware maintenance

e instance has private IP address and public IP address « Monitoring and Testing (automatic and manual)
slide 25 e FElastic IP can be mapped (and re-mapped) to private IP sSlide 27 - Application Security
Elastic Load Balancing: e APl access control (access keys)
=» Distributes traffic across instances o Firewall settings for instances (security groups)
=» Monitors ‘health’ of instances: customisable o Virtual Private Cloud (VPC): private or public subnetworks
- Routes to healthy instances e Encrypted storage support
e Logging

AWS User

Auto Scaling

ApyCLT

STORAGE

A Y I ; Elastic Block Store:
=» Network Attached Storage (NAS) (servers with disks)
=» Block level storage volumes

Slide 28 -» Mounted as block device (e.g. disk) on an instance
->

Physical Servers and Disks shared by customers (no caching,
o st Operstarstns: e competing for disk and net |O)

Slide 26

Auto Scaling:
-» Automatically start or stop new instances
-» User-defined conditions

¢

Replicated in Availability zone
=» Cost: per GB/per month

e manual (minimum group size), schedule
e instance health, CloudWatch input

https://docs.aus . amazon. con/autoscaling/ec2/userguide/vhat- is-amazon-ec2-auto- scaling. html

RELIABILITY 13 STORAGE 14



COMMUNICATION

Simple Storage Service (S3):
-» Buckets: store objects

e Can be placed in specific regions Armazonsgsioueve
=» Objects: data and metadata
¢ metadata: key-value pairs describing the object

4 LY
i i
i i
i i
i i
i i
i i

silde 29 . idenlfified by key (unique within a bucket) Slide 31 e i e )
e versioned
= Consistency: Simple Queue Service (SQS):
e highly replicated - Message-gqueue oriented communication service
e eventual consistency, no locking = Persistent, asynchronous messaging
e atomic object update - At-least once delivery guarantee
-» Access control -» No ordering guarantee
=» Access control
https://docs.aus.amazon. com/AWSSimpleQueueService/latest/SQSDeveloperGuide/
Snapshots:
=» Point in time copy of EBS volume
= Stored in $3 PLATFORM AS A SERVICE
= Differential
- Can be used to bootstrap image Service provider provides:
) . ) =» Hardware infrastructure
Simple Database Service (SimpleDB): )
N ational dat y | = OS and platform software (middleware)
- - : - . -
Slide 30 on-relational database: key-value Slide 32 =» Distributed storage management
=» Partitioned into domains ) I . .
) =» Load balancing. replication, migration
= Consistency - Management and Monitoring services

e highly replicated

e eventual consistency Client provides:

= Typical uses: logging. indexing S3 data = Application

= Erlang!
=» Replaced by DynamoDB

COMMUNICATION 15 PLATFORM AS A SERVICE



Challenges - Client: )
1. Create an account (5 min).

= Learn new APl and environment Google Cloud Platform GAE offers a large amount of

- Follow API quota for free
=» Optimise to limits of APl and platform Create a project
=» Security for own app
ChO”engeS — Provider: The Google Developers Console uses projects to manage resources. To get started, create
. . . X . your first project.
Slide 33 = Transparency (naming, redirection) Slide 35 Projéct ians
=» Scalability: replication and load balancing decisions HelloWorld
= Synchronisation and coordination Your project ID will be certain-catcher-129306  Edit 2. Create a new project
=» Security
- Fault folerance Show advanced options...
- Monitoring
=» Software maintenance and sys admin

3. Write an application

EXAMPLE 2: APP ENGINE using GAE’s framework
50 I 50 ® <
port webapp2
2-1B:helloworld ikuz$ appcfg.py -A certain-catcher-129306 -V v1 upc
- ass MainPage(webapp2.RequestHandler): ate “pwd”
def get(self): 05:13 PM Application: certain-catcher-129306 (was: None); version: vi

self. response. headers[ ' Content-Type'] = 'text/plain’ (was: None)
self.response.write('sup, World!') 5:13 PM Host: appengine.google.com
5:13 PM Starting update of app: certain-catcher-129306, version: vi

. = webapp2.WSGIApplication([ 3 PM Getting current resource limits.
Slide 34 Various development languages (Python, Java, PHR, Go) Slide 36 M‘;T”aiv)\l’age),p " gm.?iﬁgznuipgt local disk.
ebugnTrue oning 2 application files.

PM Compilation starting.
PM Compilation completed.

1
13
13
... and runtime environments 0
13 PM Starting deployment.
14
14
14
14
B.

Storage based on Big Table
Optimisation via Memcache
Lots of APIs

Per use billing

Transparent scaling

PM Checking if deployment succeeded.

PM Deployment successful.

PM Checking if updated app version is serving.

PM Completed update of app: certain-catcher-129306, version: vi
-18:helloworld ikuz$ []

SRIRRRAII

~

R R

4. Deploy your
application on GAE!

EXAMPLE 2: APP ENGINE 17 EXAMPLE 2: APP ENGINE 18



L cursam -cucrer 1 9ove,

€« C' [ certain-catcher-129306.appspot.com

Qe

AXYELE

sup, World!
5. Running application.
Slide 37 Scale up/down, load balancing,
replication, database management, ...
many services are provided by GAE.
6. Check your resource usage (CPU,
R storage, # of API calls, ...)
S . Pay only when usage exceeds the free
= Google Cloud Platform Q
quota
«@- App Engine Dashboard
.-: V::wv,‘(iﬂw > 1 hour
0]
Slide 38  °
. :
=
[ ]
Q  Total requests: 0
L]

Instances

Total Instances Average QPS Average Latency

Billing status

Average Memory

SOFTWARE AS A SERVICE

SOFTWARE AS A SERVICE

Service provider provides:

=» Hardware infrastructure
OS and platform software (middleware)
Distributed storage management
Load balancing, replication, migration
Management and Monitoring services
-» Application

->
Slide39
->
->

Client provides:
-» Data

Challenges - Client:
-» Learn new application
-» Deal with potential restrictions

e Web interface, restricted functionality
e No offline access, no local storage

Challenges - Provider:
slide 40 =» Transparency (hnaming, redirection)
Scalability: replication and load balancing decisions
Synchronisation and coordination
Security
Fault tolerance
Monitoring
Software maintenance and sys admin
Application development and maintenance

R R R

KEY CHALLENGES OF CLOUD COMPUTING 20



Key CHALLENGES OF CLouD COMPUTING

Scalability:
-» Datacentre vs Global
= Partitioning
Slide 41 e Services and Data
= Replication

Consistency:
=» Dealing with consequences of CAP Theorem
-» Dedling with un-usability of eventual consistency

Reliability:

=» SLA (Service Level Agreement): guarantees given by provider
e How reliable are the guarantees?
¢ What is the consequence if they aren’t met?

-» Redundancy and Replication
e within same provider (e.g. Availability Zones, Regions, etc.)
e migration across providers

=» Geographically distributed architecture

Slide 42

KEY CHALLENGES OF CLOUD COMPUTING

21

Slide 43

Slide 44

=» Design for failure: Chaos Monkey

o test how well system deals with failure
e regularly and randomly kill system services

Security and Privacy:
-» External threats

e Denial of Service
e Infrastructure or platform service compromise
e SaaS compromise: data theft
-» Co-located threats: other customers
e [solation: but, covert channels, bugs in isolation
=» Privacy: data collected by providers
e |laaS and Paas providers: encryption only helps a bit
e Saas providers: at mercy of service provider
e Governments and others: where is your data stored or
processed? Which laws apply?

DEVELOPING FOR THE CLOUD

22



DEVELOPING FOR THE CLOUD

Examples from Amazon:

»-  WEB APPLICATION
~ HOSTING

RefCur®
ite’

slide 45 f

http://aws.amazon.com/architecture/

DEVELOPING FOR THE CLOUD

23



