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Buffer Overflows

Definition (Buffer Overflow)

Given a buffer buf of sz bytes allocated in memory, an overflow occurs if an
access offset of f is used to access buf at or beyond its boundary, i.e., off > sz.

¢ A buffer overflow vulnerability occurs when a program exceeds the capacity of
a fixed-length memory block (buffer) by reading from or writing more data to it
than it was designed to hold.

e Excess (overflowed) data can disrupt nearby memory, causing system errors
or unauthorised code execution if manipulated by malicious attackers.

e 3
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Top (T) and Bottom (_L) and Narrowing Without Loop Bounds

® The default value of an AbstractValue is (L, L), consisting of an empty
interval and an empty address set (if a variable is not found in maps o or §).

* The AbstractValue of a variable will be set or initialized as (T, T) if this
variable is a program input (e.g., arguments of the main function),
representing all possible values.

* For a while loop without an explicit bound (e.g., while(true){...}),
narrowing cannot be performed effectively; it remains a widening
over-approximation.

* Asin Assignment-2, there is NO need to handle external APIs (e.g., stdlib’s
API without function bodies) or LLVM’s intrinsic APIs (e.g., 11vm.memcpy) in
Assignment-3.
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Example 1: Struct and Array

1 #include <stdtio.h>

2 #include <stdlib.h>

3 #define NFT_LEN 16

4 typedef struct {

5 char buffer[8]; * Do we have a buffer overflow?
6 )} nft_set_elem;

7 void nft_set_elem_init(nft_set_elem *elem,

8 int len) {

9 // Some initialization code is omitted here
10 elem->buffer[len - 1] = '\0';

11}

12 int main() {

13 // Call the initialization function

14 nft_set_elem elem;

15 nft_set_elem_init(&elem, NFT_LEN);

16 return 0;

17}

e
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Example 1: Struct and Array

1 #include <stdtio.h>

2 #include <stdlib.h>

3 #define NFT_LEN 16

4 typedef struct {

5 char buffer[s]; * Do we have a buffer overflow?

6 )} nft_set_elem; .

7 void nft_set_elem_init(nft_set_elem *elem, ® Yes, at Line 10.

8 int len) { . . .

9 // Some initialization code is omitted here ® The value of len — 1 s 15, which is

10 . elem->buffer[len - 1] = "\0'; out of bounds for the buffer

11 . .

12 int mainO { elem — buffer which has a size of

13 // Call the tinitialization function 8

14 nft_set_elem elem;

15 nft_set_elem_init(&elem, NFT_LEN);

16 return 0;

17}
| 5
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Example 2: Struct and Array
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#include <stdio.h>
#include <string.h>
#define NFT_LEN 16
typedef struct {
char buffer[8];
} nft_set_elem;
void nft_set_elem_init(nft_set_elem *elem,
int len) {
// Ensure we do not overflow the buffer
if (len > sizeof(elem->buffer))
elem->buffer[sizeof (elem->buffer)-1] = '\0';
else
elem->buffer[len - 1] = '\0';
}
int main() {
// Call the initialization function
nft_set_elem elem;
nft_set_elem_init(&elem, NFT_LEN);
return O;

}

e Do we have a buffer overflow?
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Example 2: Struct and Array

1

#include <stdio.h>

2 #include <string.h>

3 #define NFT_LEN 16

4 typedef struct {

5 char buffer([8];

6 )} nft_set_elem;

7 void nft_set_elem_init(nft_set_elem *elem, ® DO we have a bUffer OverﬂOW?

8 int len) { e No

9 // Ensure we do not overflow the buffer

10 if (len > sizeof (elem->buffer)) e |Line 12 ensures that the buffer is

11 elem->buffer[sizeof (elem->buffer)-1] = '\0'; .

12 else safely accessed. The buffer is not

13 N elem->buffer[len - 1] = '"\0'; exceeded, and the string ends with

14

15 int main() { a null character.

16 // Call the initialization function

17 nft_set_elem elem;

18 nft_set_elem_init(%elem, NFT_LEN);

19 return O;

20}
| 6
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Example 3: Struct and Array

1 #include <stdio.h>

2  struct Data {

3 int value;

4 char name[5];

5 3}

6 void process_data_array(struct Data *data_array, e Do we have a buffer overflow?
7 int size) {

8 for (int i = 0; i < size; i++) {

9 for (int j = 0; j < size; j++) {
10 data_array[i] .name[j] = 'A';

11 }

12 data_array[i] .name[size-1] = '\0';
13 }

14}

15 int main() {

16 struct Data data_array[10];

17 process_data_array(data_array, 10);
18 return 0;

19}

____________________________________________________________________________________________|
Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis


https://github.com/SVF-tools/Software-Security-Analysis

Example 3: Struct and Array

1 #include <stdio.h>

2  struct Data {

3 int value;

4 char name[5];

5 0}

6 void process_data_array(struct Data *data_array, e Do we have a buffer overflow?

7 int size) { . .

8 for (int i = 0; i < size; i++) { L YeS, at Line 10 and Line 12

9 for (int j = 0; j < size; j++) { . . L

10 data_array[i] .name[j] = 'A'; e The |00p for (llnt J = 0; J<

11 } size; j++) writes past the end of

oy data_array[i].name[size-1] = "\0'; the name array, as size is larger than

14} the size of name array.

15  int main() {

16 struct Data data_array[10];

17 process_data_array(data_array, 10);

18 return O;

19}
____________________________________________________________________________________________________________________| 7
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Example 4: Loop

1 #include <stdtio.h>

2 #define BUF_LEN 20

3 void handle_buffer(char *input) {

4 char buffer [BUF_LEN];

5 for(int i = 0; i < 30; i++) { ¢ Do we have a buffer overflow?
6 buffer[i] = inputl[il;

7 if (input[i] == '\0')

8 break;

9 }

10 buffer [BUF_LEN-1] = '\0';

11 printf ("Buffer content: %s\n", buffer);

12}

13 int main() {

14 char input[30] = "ABCDEFGHIJKLMNOPQRSTUVWXYZ123";
15 handle_buffer (input);

16 return O;

17}

e
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Example 4: Loop

1 #include <stdtio.h>

2 #define BUF_LEN 20

3 void handle_buffer(char *input) {

4 char buffer [BUF_LEN];

5 for(int i = 0; i < 30; i++) { e Do we have a buffer overflow?

6 buffer[i] = inputl[il; .

7 if (input[i] == '\0") * Yes, at Line 6.

8 break; . .

o 3} ¢ The size of the source buffer input

10 buffer[BUF_LEN-1] = '\0'; is larger than the destination buffer

i; ) printf ("Buffer content: %s\n", buffer); when pel’forming an element-wise

13 int main() { copying.

14 char input[30] = "ABCDEFGHIJKLMNOPQRSTUVWXYZ123";

15 handle_buffer (input);

16 return O;

17}
| 8
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Example 5: Loop

1 void process_input(char input[5][10]) {
2 char buffer[50];

3 int i, j, k = 0;

4 for (i = 0; 1 < 5; i++) {

5 for (j = 0; j <= 10; j++) {

¢ j urferbiend = anpue L 13 * Do we have a buffer overflow?
8 }

9 buffer[49] = '\0';

10}

11 int main() {

12 char input[5][10] = {

13 "1234567890",

14 "abcdefghij",

15 "ABCDEFGHIJ",

16 "0987654321",

17 "ZYXWVUTSRQ" };

18 process_input (input) ;

19 return 0;

20 }

e
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Example 5: Loop
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void process_input(char input[5][10]) {
char buffer[50];
int i, j, k = 0;
for (i = 0; 1 < 5; i++) {
for (j = 0; j <= 10; j++) {
buffer[k++] = input[i]l[j];
}
}
buffer[49] = '\0';
}
int main() {
char input[5][10] = {
"1234567890",
"abcdefghij",
"ABCDEFGHIJ",
"0987654321",
"ZYXWVUTSRQ" };
process_input (input) ;
return O;

}

e Do we have a buffer overflow?
® Yes, at Line 6.

® Theloop for (j = 0; j <= 10;
j++) writes past the end of the
input [i] array, as the inner loop
bound can equal to 10.
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Example 6: Loop

1 #define BUF_LEN 20

2 bool continue_copying = true;
i
R e e € * Do we have a buffer overflow?
5 int i = 0;
6 while (continue_copying) {
7 buffer[i] = inputl[il;
8 it++;
9 if (input[i] == '\0') {
10 continue_copying = false;
11 }
12 }
13 buffer [BUF_LEN-1] = '\0';
14 printf ("Buffer content: %s\n", buffer);
15}
16 int main() {
17 char input[30] = "ABCDEFGHIJKLMNOPQRSTUVWXYZ123";
18 copy_data(input) ;
19 return O;
20 %}

e
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Example 6: Loop

1 #define BUF_LEN 20

2 bool continue_copying = true;
3 void copy_data(char *input) {
4 char buffer [BUF LEN]: * Do we have a buffer overflow?
5 int 1 =0; _ e Yes, at Line 7.
6 while (continue_copying) {
7 buffer[i] = input[il; ¢ The condition while
. ;:;(input[i] oY € (continue_copying) does not
10 continue_copying = false; check the buffer size. If the input
p
oy ¥ string is longer than the buffer, it will
13 buffer [BUF_LEN-1] = '\0'; write past the end of the buffer.
14 printf ("Buffer content: %s\n", buffer); - .
5} ° NarrO\_Nlng will not work
16 int main() { effectively, as the bound of the
17 char input[30] = "ABCDEFGHIJKLMNOPQRSTUVWXYZ123"; ; Pni
. copy._data(inputy loop is not explicit.
19 return O;
20}
- | 10
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Example 7: Interprocedural

1 #define BUFFER_SIZE 10

2 void handle_client_request(char *input,

3 int index) {

4 int buffer [BUFFER_SIZE] = { 0 };

5 if (index >= 0) ¢ Do we have a buffer overflow?
6 buffer[index] = input[index];

7 else

8 printf("ERR: Array index is negative\n");
9 }

10 void process_socket_data(char *input,

11 int index) {

12 handle_client_request(input, index);

13}

14 int main(int index) {

15 char inputBuffer [BUFFER_SIZE] = {0};

16 process_socket_data(inputBuffer, index);

17 return 0;

18}

____________________________________________________________________________________________|
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Example 7: Interprocedural

Software Security Analysis 2024

1 #define BUFFER_SIZE 10

2 void handle_client_request(char *input,

3 int index) {

4 int buffer [BUFFER_SIZE] = { 0 };

5 if (index >= 0) ¢ Do we have a buffer overflow?

6 buffer[index] = input[index]; .

. olse * Yes, at Line 6.

o, PrmtECERRS Arrey index is negativeln);  The code does not check if index is

10 void process_socket_data(char *input, IeSS than BUFFER_SIZE in

11 . /int index) { handle_client_request. This can

12 handle_client_request(input, index); lead t buff fl if 1 .

13} eaa to a putier overtlow IT index IS

14 int main(int index) { 10 or greater.

15 char inputBuffer [BUFFER_SIZE] = {0};

16 process_socket_data(inputBuffer, index);

17 return 0;

18}
| 11
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Example 8: Interprocedural

1 #define BUFFER_SIZE 10

2 void handle_client_request(char *input,

3 int index) {

4 int buffer [BUFFER_SIZE] = { 0 };

5 if (index >= 0 && index < BUFFER_SIZE) e Do we have a buffer overflow?
6 buffer[index] = input[index];

7 else

8 printf ("ERR: Array index is out of bounds\n");
9 }

10 void process_socket_data(char *input,

11 int index) {

12 handle_client_request(input, index);

13}

14 int main(int index) {

15 char inputBuffer [BUFFER_SIZE] = {0};

16 process_socket_data(inputBuffer, index);

17 return 0;

18}

____________________________________________________________________________________________|
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Example 8: Interprocedural

1 #define BUFFER_SIZE 10

2 void handle_client_request(char *input,

3 int index) {

4 int buffer [BUFFER_SIZE] = { 0 };

5 if (index >= 0 && index < BUFFER_SIZE) e Do we have a buffer overflow?

6 buffer[index] = input[index];

7 else ® NO

z ) printf("ERR: Array index is out of bounds\n"); o The code now checks if index is

10 void process_socket_data(char *input, within the valid range (0 to

1 _ imt index) { BUFFER_SIZE - 1)in

12 handle_client_request(input, index); ] .

13} handle_client_request, preventing

14 int main(int index) { buffer overﬂows_

15 char inputBuffer [BUFFER_SIZE] = {0};

16 process_socket_data(inputBuffer, index);

17 return 0;

18}
| 12
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Example 9: Branch

1 #include "stdbool.h"
2 int main(int argc) {
3 int buf[10];

¢ int *lec = malloc(sizeof(int)); o Do we have a buffer overflow?
5 int i = argc % 10;
6 if (arge > 0) {

7 *loc = 1i;

8 } else {

9 *loc = ++1i;

10 }

11 int idx = *loc;

12 buf [idx] = 1;
13}
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Example 9: Branch

1 #include "stdbool.h"

2 int main(int argc) {

3 int buf[10];

4 int xloc = malloc(sizeof(int)); o Do we have a buffer overflow?

5 int i = argc % 10; ]

6 if (argec > 0) { ® Yes, at Line 12.

Doy floe P 1 * The value of the index variable idx can be

8 else . .

0 loc = ++i: 10, which exceeds the size 10 of the buffer

10 ¥ buf.

11 int idx = *loc;

12 buf [idx] = 1;

13}
| 13
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Example 10 : Branch

1 #include "stdbool.h"

2  #include <stdlib.h>

3 int main(int argc) {

4 int buf[10];

5 int *loc = malloc(sizeof(int));
6 int i = argc 7% 10;

’ if (arge > 0) { e Do we have a buffer overflow?
8 *loc = 1i;

9 } else {

10 *loc = ++i;

11 ¥

12 int idx = *loc;

13 if (idx >= 0 && idx < 10) {

14 buf [idx] = 1;

15 ¥

16 free(loc);

17 return O;

18}
____________________________________________________________________________________________|
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Example 10 : Branch

1 #include "stdbool.h"

2  #include <stdlib.h>

3 int main(int argc) {

4 int buf[10];

5 int *loc = malloc(sizeof(int));

6 int i = argc 7% 10;

’ if (arge > 0) { e Do we have a buffer overflow?

8 *loc = ij; e No

9 } else {

10 ¥loc = +4+i; ¢ The index variable idx is checked to ensure

11 } it is within the valid range [0, 9] before

12 int ddx = *loc; accessing buf.

13 if (idx >= 0 && idx < 10) {

14 buf [idx] = 1;

15 ¥

16 free(loc);

17 return O;

18}
-] 14
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How to Detect Buffer Overflow?

Given a buffer access r = buf [idx], let's check whether there is a buffer overflow:
@ We find the memory objects (addresses) pointed by buf.

® For each object obj:
@® Find the byte size of obj, denoted as size = bytesize(obj).
@ Calculate access byte offset of obj considering both idx and its nested offset if obj is a
sub-object of a memory allocation, via accessOffset = accessByteOffset(obj, idx).
@ Check access0ffset < size. If not hold, report a potential buffer overflow. Note that
abstract interpretation is an over-approximation technique and can produce false alarms.

lgep: %arrayidx = getelementptr inbounds [5 x i8], ptr %buf, i64 %idxl

for each @Tlr»gewaseob](obJ)->getByte51zeOfObJ() \
)}{;ccessoffset < [3=Tsize )

egetAccessOffset(obj, gep L

Buffer overflow!

Access
15
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Algorithm for Buffer Overflow Detection on SVFIR

Algorithm 1: Buffer Overflow Detection for GEPSTMT

1 Function bufOverflowDetection(gep):

2 as = getAbsStateFromTrace(gep — getICFGNode());

3 1hs = gep— getLHSVarID();

4 rhs = gep— getRHSVarID();

5 updateGepObjOffsetFromBase(as|[lhs].getAddrs(), as[rhs].getAddrs(), as.getByteOffset(gep))
6 objAddrs = as[rhs].getAddrs(); @

7 for objAddr € objAddrs do

8 obj = AEState :: getInternalID(objAddr);

9 size = svfir — getBaseObj(obj) — getByteSize0f0bj(); @

10 accessOffset = getAccessOffset(obj,gep); @

11 if accessOffset.ub().get IntNumeral() >= size @ then

12 L reportBufOverflow(gep — get ICFGNode());
e 16
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Important APIs for Assignment 3

Class API Description
AbstractExecution| getAbsStateFromTrace(node) R.etums the abstract state immediately after a
given ICFGNode
as.getInternalID(addr) Returns the internal SVFVar ID of a given
address
as.loadValue(varId) Loads the abstract value of the given variable 1D
AFState as.storeValue(varld, val) Stores the abstract value at the given variable ID
as.getByteOffset (gep) Returns the byte offset of the GEP statement
Returns the element index of the GEP
as.getElementIndex(gep) statement
as.widening(as’) Return a state after widening two given states
as.narrowing(as’) Return a state after narrowing two given states
AbstractValue getAddrs () Returns the gddress values_in the abstract value
getInterval () Returns the interval values in the abstract value
IntervalValue 1b(O) Returns the lower bound of the interval
ub () Returns the upper bound of the interval
Options WidenDelay () Returns the value of the widen delay option

*https://github.com/SVF-tools/Software-Security-Analysis/wiki/AE-APIs#assignment-3

____________________________________________________________________________________________|
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Handling LOADSTMT, STORESTMT and GEPSTMT

Algorithm 2: Abstract Execution Algorithm for LOAD-
ST™T

Algorithm 3: Abstract Execution Algorithm for STORESTMT

1 Function updateState0nLoad(load): 1 Function updateStateOnStore(store):
2 node = load — getICFGNode(); X
i 2 node = store — getICFGNode();
3 as = getAbsStateFromTrace(node); .
A 3 as = getAbsStateFromTrace(node);
4 rhs = load — getRHSVarID(); K
! 4 rhs = store — getRHSVarID();
5 1hs = load — getLHSVarID(); X
. as[Lhs] — as LoadValue(rhs): 5 1hs = store — getLHSVarID();
L : ’ 6 as.storeValue(lhs, as(rhs]);
: FUniEO: AEi;a:e::loédValue(varId): 7 Function AEState :: storeValue(varld,val):
stractia ugres, 8 for addr : (+this)[varId].getAddrs() do
9 for addr : (xthis)[varId].getAddrs() do .
R A . L store(addr, val);
10 L res.join with(load(addr)); //join values of all objects
1 L return res;
Algorithm 4: Abstract Execution Algorithm for GEPSTMT

1 Function updateStateOnGep(gep):

2 node = gep — getICFGNode();

3 as = getAbsStateFromTrace(node);

4 rhs = gep— getRHSVarID();

5 lhs = gep— getLHSVarID();

6 as[lhs] = as.getGepObjAddrs(rhs, as.getElementIndex(gep));;

e 18
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Merge Abstract State From Predecessors

Unconditional Branch

ICFGNode ni ICFGNode n: ICFGNode ns
Q- o -
Tl postAbsTrace[nz] e
postAbsTrace[n1] *~. - P P r postAbsTrace[ns]
preAbsTrace[n]
> ICFGNode n <

preAbsTrace[n] = postAbsTrace[n1] || postAbsTrace[n2] || postAbsTrace[ns] L ...

Software Security Analysis 2024
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Merge Abstract State From Predecessors

Conditional Branch

ICFGNode m | as = postAbsTrace[m]

\“\\[aS(X)H [—00, 9] #J_] Branch feasible ! [as(x) M [—o0,9] EJ_] Branch infeasible
x>10/" x<10 \\Pr‘opagaTe Do not propogate
ApreEbsTrace[n] =as )%
ICFGN;de n

20
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Step-by-Step: A Branch Example

Software Security Analysis 2024

if.then: ; preds = %entry
%2 = load i32, ptr %i, align 4
. %3 = o i
1 #include "stdbool.h" S/:gr;.'gg‘j/"g‘“ ‘z"=y/°3'°°i.a"9:8
. . A define dso_local i32 @main(i32 noundef %argc) #0 { 132 762, pir %3, align
2 int main(int argc) { entry: brlabel %H.end
. %retval = alloca i32, align 4 . . _
3 int buf[10]; %sargc.addr = alloca i32, align 4 e e 32 ot algna preds = %entry
. %buf = alloca [10 x i32], align 4 . s o
4 int *loc = malloc(); %loc = alloca ptr, align 8 %inc = add nsw i32 %4, 1
i X ) 9%i = alloca 132 élign 4 store i32 %inc, ptr %i, align 4
5 int i = arge % 105 | oo s el o or aine
- store i32 0, ptr %retval, align 4 peaiay o
6 if (argc > O) { store i32 %argc, ptr %argc.addr, align 4 brlabel %if.end
. by - g :
7 xloc = i ; Y%call = ccall noahascptr @m_alloc(|64 noundef 4) #2 if.end: . preds = %it.else, %if.then
store ptr %call, ptr %loc, align 8 %6 = load ptr, ptr %loc, align 8
poras p o . /06 = g jeloc,
8 } else { 0= Itza:réan?,ig;ra/f:r?g.addr, align 4 %7 = load 32, ptr %8, align 4
. a5 o) o store i32 %7, ptr %idx, align 4
— . t 32 % tr %
9 *¥loc = ++1i; f/‘:"j 'Ioad‘;;ezm’ﬁ;;' i'fgd‘: alion 4 %8 = load i32, ptr %idx, align 4
oecmp = iom ikl 9%idxprom = sext i32 %8 to i64
10 } e P S “ " Y%arrayidx = getelementptr inbounds [10 x i32], ptr %buf, i64 0, i64 %idxprom
5 X br i1 %cmp, label %if.then, label %if.else store 132 1, ptr %arrayidx, align 4
11 int ldX = *lOC 3 %9 = load i32, ptr %retval, align 4
i ti82 %9
12 buf [idx] = 1; el
13
____________________________________________________________________________________________________________________| 21
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Step-by-Step: A Branch Example

Algorithm 5: Abstract execution guided by WTO
GloballCFGNode0 1 Function handleStatement (¢):

CopyStmt: [Var1 <-- Var0] ptr null i e
AddrStmt: [Var41 <-- Var42] i8 86 2 ItmpAS := preAbsTrace[(];
IntralCFGNode12 {fun: main} AddrStmt: [Var67 <-- Varé8] i8 46 3 if ¢ is CONSSTMT or ADDRSTMT then
StoreStmt: [Var108 <-- Var118] a5 A T CETY
store ptr %call, ptr %loc, align 8 AddrStmt: [Var85 <-- Var89] Function: malloc 4 | updatestateonaddr(s);
AddrStmt: [Var98 <-- Var99] Function: main 5 else if ¢ is COPYSTMT then
AddrStmt: [Var122 <-- Var123] Function: malloc
IntralCFGNode13 {fun: main} 6 L updateStateOnCopy(/);
LoadStmt: [Var125 <-- Var104] — .
%0 = load i32, ptr %argc.addr, align 4 FunEntrylCFGNode1 {fun: main} 7 EERE]
v
IntralCFGNode14 {fun: main} J/ AddrStmts postAbsTrace[ICFGNode17].varToAbsVal
BinaryOPStmt: [Var126 <-- (Var125 opcode23 Var127)] SVFVar AbstractValue
%%rem = srem i32 %0, 10 ¥
IntralCFGNode8 {fun: main} Var0 {0X7f00}
IntralCFGNode15 {fun: main} StoreStmt: [Var102 <-- Var115]
StoreStmt: [Var110 <-- Var126] store 32 0, ptr %retval, align 4 Vari {0x7f00}
store i32 %rem, ptr %i, align 4 v Var104 0x7f000069
v IntralCFGNode {fun: main}
InralCFGNode 16 {fun: main) StoreStmt: [Var104 <-- Var101] Var101 —00, 00
LoadStmt: [Var130 <-- Var104] store i32 %argc, ptr %argc.addr, align 4 Var125 —00, +00
%1 = load i32, ptr %argc.addr, align 4 v ’
CallCFGNode10 {fun: main) Var126 [-9,+9]
AddrStmt: [Var118 <-- Var119]
IntralCFGNode17 {fun: main} %call = i i Var130 —03, +00
CmpStmt: [Var131 <- (Vari30 predicate3s Var115)] %call = call noalias ptr @malloc(i64 noundef 4) [ ) ]
%cmp = icmp sgt i32 %1, 0
RetICFGNode11 {fun: main} Pr ram in I men ar101 | T
l ¥ ] %call = call noalias ptr @malloc(i64 noundef 4) ogra put argument v oOlissettobe T.
Both Var125 and Var130 are argc loaded from memory.

Var126 is variable i, whichis [-9,9] as i = argc mod 10.
_________________________________________________________________________|
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Step-by-Step: A Branch Example

GloballCFGNode0 Algorithm 6: Abstract execution guided by WTO

CopysStmt: [Var1 <-- Var0] ptr null 1 Function handleStatement (/):
AddrStmt: [Var41 <-- Var42] i8 86 - n-
IntralCFGNode12 {fun: main} AddrStmt: [Var67 <-- Vars] i8 46 2 | tmpAS := preAbsTracel(];
5|'°’es|"“/‘- [V"a”losfl“ Val'_”sé 3 | if£is CONSSTMT or ADDRSTMT then
store ptr %call, ptr %loc, align AddrStmt: [Var85 <-- Varg9] Function: malloc .
AddrStmt: [Var98 <-- Var99] Function: main 4 | updatestateonaddr(s);
AddrStmt: [Var122 <-- Var123] Function: malloc if 0 i
IntralCFGNode13 {fun: main} { ! s | elselif£is COPYSTMT then
LoadStmt: [Var125 <-- Var104] v ] 6 | | updateStateOnCopy(/);
%0 = load i32, ptr %argc.addr, align 4 FunEntrylCFGNode1 {fun: main} . .
IntralCFGNode14 {fun: main} /1 AddrStmts .
BinaryOPStmt: [Var126 <~ (Var125 opcode23 Var127)] postAbsTrace[ICFGNode17].varToAbs Val :
verem = srem i32 %0, 10 v SVFVar AbstractValue
IntralCFGNode8 {fun: main}
IntralCFGNode15 {fun: main} StoreStmt: [Var102 <-- Var115] Var0 {0)(7 fOO}
StoreStmt: [Var110 <-- Var126] store i32 0, ptr %retval, align 4 Varil {0X7f00}
store i32 %rem, ptr %i, align 4
Intral CFGNode® {fun: main} Var104 0x7f000069
IntralCFGNode16 {fun: main} StoreStmt: [Var104 <-- Var101]
LoadStmt: [Var130 <-- Var104] store i32 %argc, ptr %argce.addr, align 4 Var101 -0, +00
%1 = load i32, ptr %argc.addr, align 4 v Vari2s —00, +00
CalllCFGNode10 {fun: main}
S T — AddrStmt: [Var118 <~ Vart19] Var126 [-9,+9]
: oreall = N -
CmpStmt: [Var131 <- (Var130 predicate3s Var115)] %call = call noalias ptr @malloc(i64 noundef 4) Vari30 —o0, oo
%cmp = icmp sgt i32 %1, 0
RetiCFGNode11 {fun: main} Var131 —00, +00
] %call = call noalias ptr @malloc(i64 noundef 4)

Var131 is the boolean branch condition.

e 23
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Step-by-Step: A Branch Example

Algorithm 7: Whether Branch is Feasible

Function isBranchFeasible(intraEdge, as):

) cond = intraEdge— getCondition();

IntralCFGNode17 {fun: main}
CmpStmt: [Var131 <~ (Var130 predicate38 Vari15)]
%cmp = icmp sgt 132 %1, 0

|
2

3 cmpID = svfir —getValueNode(cond);
4 cmpVar = svfir — getGNode(cmpID);
5

6

if cmpVar — getInEdges().empty() then
| return isSwitchBranchFeasible(cmpVar, intraEdge — getSuccessorCondValue(), as)

IntralCFGNode18 {fun: main}
BranchStmt: [Condition Var131] 7 | else
Successor 0 ICFGNode19 Successor 1
ICFGNode20 8 cmpVarInStmt = xcmpVar — getInEdges().begin();
bri1 %cmp, label %if.then, label %if.else ) if cmpStmt = SVFUtil :: dyn_cast < CmpStmt > (cmpVarInStmt) then
10 | return isCupBranchFeasible(cmpStnt, intraEdge — getSuccessorCondValue(), as)
L\n\r:\ScFGNvodeéL ('un\-lm?gg IntralCFGNode22 {fun: main} 1 else
oadStmt: [Var134 <- Var -

rsanTintprine B e ey op oS Vers) 12 | return isSwitchBranchFeasible(cmpVar, intraEdge - getSuccessorCondValue(), as)

StoreStmt: [Var134 <-- Var133]

I L
‘ InvalGGNodez (. main) ‘ ‘ ! preAbsTrace[ICFGNode19].varToAbsVal :

store 32 %2, ptr %3, align 4
IntralCFGNoGe30 {fun: mainy SVFVar AbstractValue
[ Unconditional branch]
IntralCFGNode25 {fun: main) Sucoessor 0 ICFGNode27
BranchStmt: [ Unconditional branch] B el 2t ong
Successor 0 ICFGNode27
br label %it.end Var130 1 , +00

\ 0x7£000069 1,400

‘ IntralCFGNode27 {fun: main) ‘

LoadStmt: [Vari44 <-- Var108]
96 = load ptr, ptr %loc, align 8

The abstract state of Var130 (argc)
[ ] in the if branch is updated to
[—00, +00] M1, +o]

24

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis


https://github.com/SVF-tools/Software-Security-Analysis

Step-by-Ste‘p: A Branch Example

IntralCFGNode18 {fun: main}

BranchStmt: [Condition Var131]
Successor 0 ICFGNode19 Successor 1

Algorithm 8: Abstract Execution Algorithm for LOADSTMT

ICFGNode20
br i1 %cmp, label %if.then, label % else

1 Function updateStateOnLoad(load):

2 node = load — getICFGNode();

3 as = getAbsStateFromTrace(node);
4 rhs = load — getRHSVarID();
5
6

LoadStmt: [Var133 <-- Var110] LoadStmt: [Var138 <-- Var110]

IntralCFGNode19 {fun: main) IntralCFGNode20 {fun: main)
%2 = load i32, ptr %i, align 4 %4 = load i32, ptr %i, align 4

1hs = load — getLHSVarID();
as[lhs] = as.loadValue(rhs)

IntralCFGNode21 {fun: main} IntralCFGNode22 {fun: main} 7 Function AEState :: loadValue(varId):

LoadStmt: [Var134 <-- Var108] BinaryOPStmt: [Vari39 <-- (Var138 opcode13 Varg4)] 8 AbstractValue res;

%3 = load pir, ptr %loc, align 8 %inc = add nsw 32 %4, 1 9 for addr : (+this)[varld].getAddrs() do
10 | res.joinwith(load(addr));

‘ IntralCFGNode23 {fun: main) ‘ ‘ IntralCFGNode24 {fun: main} ‘ " returnres;

StoreStmt: [Var134 <-- Var133] StoreStmt: [Var110 <-- Var139]
postAbsTrace[ICFGNode19].varToAbsVal :

store 32 %2, pir %3, align 4 store 32 %inc, ptr %i, align 4

IntralCFGNode25 {f IntralCFGNode26 (fun: main)
et | reanitona marer Loaasimt Nari# < Varion SVFVar | AbstractValue
Successor 0 ICFGNode27 95 = load pr, pir %loc, align 8
br label %if.end e
IntralCFGNode28 (fun: main)
‘ StoreStmt: [Var141 <-- Var139] ‘ Var110 {0X7f00006f}

store i32 %inc, ptr %5, align 4

0x7£00006£ -9,9

)

IntralCFGNode30 {fun: main}

BranchStmt: [ Unconditional branch] Var133 — 97 9

Successor 0 ICFGNode27
br label %it.end

LoadStmt: [Var144 <-- Var108]
96 = load pr, ptr %loc, align 8

Var133 is variable i

IntralCFGNode27 {fun: main} ‘

25
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Step-by-Ste‘p: A Branch Example

¥

IntralCFGNode18 {fun: main} 7 . i i
Branchmt: [Condivon Var 1a/] Algorithm 9: Abstract Execution Algorithm for STORESTMT
Successor 0 :gigzoseég Successor 1 1 Function updateStateOnStore(store):
lode: .
br i1 %cmp, label %i.then, label %if.else node = store —getICFGNode();

2
3 as = getAbsStateFronTrace(node);
4 Ths = store — getRHSVarID();
5
6

1hs = store —getLHSVarID();
as.storeValue(lhs, as[rhs])

LoadStmt: [Var133 <-- Var110] LoadStmt: [Var138 <-- Var110]

IntralCFGNode19 {fun: main) IntralCFGNode20 {fun: main)
%2 = load i32, ptr %i, align 4 %4 = load i32, ptr %i, align 4

7 Function AEState :: storeValue(varld, val):
\» for addr : (+this)[varId].getAddrs() do

LoadStmt: [Var134 <-- Var108] BinaryOPStmt: [Var139 <-- (Var138 opcode13 Varg4)] 9

%3 = load ptr, ptr %loc, align 8 %inc = add nsw i32 %4, 1

IntralCFGNode21 {fun: main} IntralCFGNode22 {fun: main}
| store(addr, val);

StoreStmt: [Var134 <-- Var133] StoreStmt: [Var110 <-- Var139]

‘ |mra|cFGNoa£23 {fun: main} ‘ ‘ \ntra\CFGNodtz‘t {fun: mainy ‘ pOStAbS Wace[l CF GNOd623] .varToAbsVal :

store 132 %2, pir %3, align 4 store 32 %inc, ptr %, align 4 SVFVar ‘ AbstractValue
IntralCFGNode25 {fun: main} L\mr:\S(:F?VEI\?dﬁ?(N"\:/ m:\qﬂé] A
BranchStmt: [ Unconditional branch] oadStmt: [Vari41 <-- Var
e %5 = load pir,pi %lc, alin 8 Var133 [-9,9]
br label %if.end
IntralCFGNode28 {fun: main} Var134 {0X7 f000077}
StoreStmt: [Var141 <- Var139]
store 32 %inc, ptr %5, align 4 0x7£000077 [*97 9]
IntralCFGNoGe30 {fun: mainy -
BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode27
%if. H 1 H
e Var133 is variable i
IntralCFGNode27 {fun: main) i i i i
reioFGNadezr ;) ‘ Var134 is pointer loc, which points to

96 = load pr, ptr %loc, align 8

address 0x7£000077

26
Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis


https://github.com/SVF-tools/Software-Security-Analysis

Algorithm 10: Whether Branch is Feasible

Function isBranchFeasible(intraEdge, as):

Step-by-Step: A Branch Example
I

IntralCFGNode 17 {fun: main)
CmpStmt: [Var131 <-- (Var130 predicate38 Var115)]
%cmp = icmp sgt 132 %1, 0

IntralCFGNode18 {fun: main}
BranchStmt: [Condition Var131]
Successor 0 ICFGNode19 Successor 1
ICFGNode20
br i1 %cmp, label %ilthen, label %l else

IntralCFGNode19 {fun: main)

LoadStmt: [Var133 <-- Var110] LoadStmt: [Var138 <-- Var110]

92 = load i32, ptr %i, align 4

‘ ‘ IntralCFGNode20 {fun: main}

%4 = load i32, ptr %}, align 4

IntralCFGNode21 {fun: main)
LoadStmt: [Var134 <-- Var108]
%3 = load ptr, ptr %loc, align 8

IntralCFGNode22 {fun: main}

BinaryOPStmt: [Var139 <-- (Var138 opcode13 Varg4)]

9%inc = add nsw i32 %4, 1

1
2
3
a
s
s

cond = intraEdge — getCondition();

cmpID = sviir —getValueNode(cond);

cmpVar = svfir — getGNode(cmpID);

if cmpVar — getInEdges().empty() then

| return isSwitchBr ible(cmpVar, intr

else
cmpVarInStmt = xcmpVar — getInEdges().begin();
if cmpStmt = SVFUtil :: dyn_cast < CmpStmt > (cmpVarInStmt) then

ible(cmpStmt, i -

—s getSuccessorCondValue(), as)

return isCnp ondValue(), as)

else

L return isSwitchBranchFeasible(cmpVar, intraEdge — getSuccessorCondValue(), as)

preAbsTrace[ICFGNode20].varToAbsVal

[P A l SVFVar | AbstractValue

StoreStmt: [Var134 <~ Vari33] [

store i32 %2, ptr %3, align 4 ..

IntralCFGNode30 {fun: main}
BranchStmt: [ Unconditional branch] Var130 [OO, 0]

5 IM:SIICFIG[NSde%d(:un T:In) " Successor 0 ICFGNode27

ranchStmt: [ Unconditional branct br label %it.end _

Suesosso 0 IGFGNode2" rlabe en 0x7£000069 [-0,0]

b label %if.end

The abstract state of Var130 (argc)
in the if.else branch is updated to
[—00, +00] M [—00, 0]

0x7£000069 is the address of argc

IntralCFGNode27 {fun: main}
LoadStmt: [Var144 <-- Var108]
%6 = load ptr, ptr %loc, align 8

27
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Step-by-Ste‘p: A Branch Example

IntralCFGNode18 {fun: main)
BranchStmt: [Condition Var131]
Successor 0 ICFGNode19 Successor 1
ICFGNode20
br i1 %cmp, label %if.then, label %if.else

LoadStmt: [Var133 <-- Var110] LoadStmt: [Var138 <-- Var110]

IntralCFGNode19 {fun: main IntralCFGNode20 {fun: main)
%2 = load i32, ptr %i, align 4 %4 = load i32, ptr %, align 4

IntralCFGNode21 {fun: main} IntralCFGNode22 {fun: main}
LoadStmt: [Var134 <-- Var108] BinaryOPStmt: [Var139 <~ (Var38 opcode13 Varg4)]
%3 = load ptr, ptr %loc, align 8 %inc = add nsw i32 %4, 1

StoreStmt: [Var134 <-- Var133] StoreStmt: [Var110 <-- Var139]

IntralCFGNode23 {fun: main) IntralCFGNode24 {fun: main)
store 32 %2, pir %3, align 4 store 32 %inc, ptr %i, align 4

BranchStmt: [ Unconditional branch] LoadStmt: [Var141 <-- Var108]
Successor 0 ICFGNode27 95 = load ptr, ptr %loc, align 8
b label %if.end

IntralCFGNode25 {fun: main} ‘ IntralCFGNode26 {fun: main} ‘

StoreStmt: [Var141 <~ Var139]

IntralCFGNode28 {fun: main)
store i32 %inc, pir %5, align 4

IntralCFGNode30 {fun: main}
BranchStmt: [ Unconditional branch]
‘Successor 0 ICFGNode27
br label %i.end

LoadStmt: [Vari44 <-- Var108]

Intral CFGNode27 {fun: main)
96 = load pr, ptr %loc, align 8

1
2
3
4
5
6

Algorithm 11: Abstract Execution Algorithm for LOADSTMT

Function updateStateOnLoad(load):
node = load —getICFGNode();
as = getAbsStateFromTrace(node);
rhs = load — getRHSVarID();
1hs = load — getLHSVarID();
as[lhs] = as.loadValue(rhs)

Function AEState :: 1loadValue(varId):
AbstractValue res;
for addr : (xthis)[varId].getAddrs() do
| res.joinwith(load(addr));

returnres;

postAbsTrace[ICFGNode20)].varToAbsVal
SVFVar ‘ AbstractValue

Var110 {0x7f00006f}
0x7£00006f -9,9
Var138 -9,9

Var138 is variable i before increment

28
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Step-by-Ste‘p: A Branch Example

¥

IntralCFGNode18 {fun: main}

BranchStmt: [Condition Vari31] Algorithm 12: Abstract Execution Algorithm for STORESTMT

Successor 0 ICFGNode19 Successor 1
ICFGNode20
br i1 %cmp, label %if.then, label % else

‘ IntralCFGNode21 {fun: main) ‘

Function updateStateOnStore(store):
node = store— getICFGNode();
as = getAbsStateFromTrace(node);
rhs = store— getRHSVarID();
1hs = store —getLHSVarID();
as.storeValue(lhs, as[rhs])

LoadStmt: [Var133 <-- Vart10]
%2 = load i32, ptr %i, align 4

LoadStmt: [Var138 <-- Var110]

IntralCFGNode19 {fun: main)
%4 = load i32, ptr %i, align 4

IntralCFGNode20 {fun: main} ‘

7 Function AEState :: storeValue(varld,val):
IntralCFGNode22 {fun: main) for addr : (+this)[varId].getAddrs() do

BinaryOPStmt: [Vari39 <-- (Var138 opcode13 Varg4)]

%inc = add nsw i32 %4, 1

LoadStmt: [Var134 <-- Var108]

%3 = load pr, ptr %loc, align 8 | store(addr, val);

IntralCFGNode23 {fun: main)
StoreStmt: [Var134 <-- Var133]

IntralCFGNode24 {fun: main)
StoreStmt: [Var110 <-- Var139]

Software Security Analysis 2024

postAbsTrace[ICFGNode28).varToAbsVal :

store i32 %2, pir %3, align 4 store i32 %inc, pir %, align 4 SVFVar ‘ AbstractValue
IntralCFGNode25 {fun: main} Lm“:‘S?F?’E‘\?d:i? (ﬂm\:/ m:\qﬂé] .
Bi hStmt: [ U diti !l b h .oadStmt: [Var <-- Var
T et o or oo %5 = load pir, pir %loc, align 8 Var139 [—8, 1 0]
br label %if.end

IntralCFGNode28 (fun: main) Vari4l {OX7f000077}
StoreStmt: [Var141 <~ Var139]
store i32 %inc, ptr %5, align 4 0x7£000077 [787 10]

IntralCFGNode30 {fun: main}
BranchStmt: [ Unconditional branch]
Successor 0 ICFGNode27
br label %it.end

LoadStmt: [Vari44 <-- Var108]

IntralCFGNode27 {fun: main} ‘

96 = load pr, ptr %loc, align 8

Var139 is variable i after increment
Var141 is pointer loc, which points to

address 0x7£000077

https://github.com/SVF-tools/Software-Security-Analysis
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Step-by-Ste‘p: A Branch Example

¥

IntralCFGNode18 {fun: main)
BranchStmt: [Condition Var131]
Successor 0 ICFGNode19 Successor 1
ICFGNode20
br i1 %cmp, label %if.then, label %if.else

IntralCFGNode19 {fun: main)
LoadStmt: [Var133 <-- Var110]

IntralCFGNode20 {fun: main} ‘

preAbsTrace[ICFGNode27|.varToAbsVal :

LoadStmt: [Var138 <-- Var110]

%2 = load i32, ptr %, align 4 %4 = load i32, ptr %, align 4 SVFVar ‘ AbstractValue
IntralCFGNode21 {fun: main) IntralCF GNode22 {fun: main; =

LoadStmt: [Var134 <-- Var108] BinaryOPStmt: [Var139 <-- (Var138 opcode13 Vargd)] Var108 {OX 7f00006 d}
%3 =load i, ptr %loc, align 8 Sbinc = add nsw 132 %4, 1

0x7£00006d {0X7f000077}

IntralCFGNode23 {fun: main} IntralCFGNode24 {fun: main}
StoreStmt: [Var134 <-- Var133] ‘ ‘ StoreStmt: [Var110 <-- Var139] ‘ 0x7£000077 [* 9-, 1 0]

store 32 %2, pir %3, align 4

store 32 %inc, ptr %i, align 4

IntralCFGNode25 {fun: main}
BranchStmt: [ Unconditional branch]

LoadStmt: [Var141 <-- Var108]

IntralCFGNode26 {fun: main} ‘

Successor 0 ICFGNode27 ‘ 95 = load ptr, ptr %loc, align 8

b label %if.end

Address 0x7£000077 is pointed by
pointer loc, its abstract value is
[-9,10] formed by joining/merging
[-9,9] (from ICFGNode 25) and
[-8,10] (from ICFGNode 30)

StoreStmt: [Var141 <~ Var139]

IntralCFGNode28 {fun: main)
store i32 %inc, pir %5, align 4

BranchStmt: [ Unconditional branch]
‘Successor 0 ICFGNode27

IntralCFGNode30 {fun: main}
br label %it.end

LoadStmt: [Var144 <-- Var108]
96 = load pr, ptr %loc, align 8

IntralCFGNode27 {fun: main} ‘

30
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Step-by-Ste‘p: A Branch Example

¥

IntralCFGNode18 {fun: main}
BranchStmt: [Condition Var131]
Successor 0 ICFGNode19 Successor 1
ICFGNode20

br i1 %cmp, label %if.then, label % else

IntralCFGNode19 {fun: main)
LoadStmt: [Var133 <-- Var110]
%2 = load i32, ptr %i, align 4

IntralCFGNode20 {fun: main)
LoadStmt: [Var138 <-- Var110]
%4 = load i32, ptr %i, align 4

IntralCFGNode21 {fun: main)

1
2
3
4
5
6

Algorithm 13: Abstract Execution Algorithm for LOADSTMT

Function updateStateOnLoad(load):
node = load —getICFGNode();
as = getAbsStateFromTrace(node);
rhs = load — getRHSVarID();
1hs = load — getLHSVarID();
as[lhs] = as.loadValue(rhs)
Function AEState :: 1loadValue(varId):
AbstractValue res;
for addr : (+this)[varId].getAddrs() do

IntralCFGNode22 {fun: main 10 | res.joinwith(load(addr));
LoadStmt: [Var134 <-- Var108] BinaryOPStmt: [Var139 <-- (Var138 opcode13 Var94)]
%3 = load ptr, ptr %loc, align 8 %inc = add nsw 32 %4, 1 " returnres;
IntralCFGNode23 {fun: main} IntralCFGNode24 {fun: main} pOStAbS Trace[lCFGNOd327] . VafTOAbS Val :
StoreStmt: [Var134 <-- Var133] StoreStmt: [Var110 <-- Var139]
store 132 %2, pir %3, align 4 store 132 %inc, plr %, align 4 SVFVar ‘ AbstractValue
IntralCFGNode25 {fun: main} Lm“:‘S?F?’E‘\?d:i? (ﬂm\:/ m:\qﬂé] e
Bi hStmt: [ U diti !l b h .oadStmt: [Var <-- Var
rancsucézss[o, Sﬁ%";'eﬁ.i:eg?"c ! %5 = load ptr, ptr %loc, align 8 Var108 { 0x7f00006 d}
br label %if.end
IntralCFGNode28 {fun: main) 0x7£00006d {0X7 f000077}
StoreStmt: [Var141 <~ Vari39]
store 132 %inc, ptr %5, align 4 Vari144 {0X7f000077}
IntralCFGNode30 {fun: main} 0x7£000077 [797 10]

BranchStmt: [ Unconditional branch]
‘Successor 0 ICFGNode27 e
br label %i.end

Var144 is the value of *1oc, which will
be used as an index idx to access
array buf

LoadStmt: [Var144 <-- Var108]

IntralCFGNode27 {fun: main)
96 = load pr, ptr %loc, align 8

v
\ |
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Step-by-Step: A Branch Example
| | ]

@Apemdey {fun: ma,:)/ Algorithm 14: Abstract Execution Algorithm for GEPSTMT

Function updateStateOnGep(gep):
node = gep—getICFGNode();
as = getAbsStateFronTrace(node);

LoadStmt: [Var144 <-- Var108] 1
2
3
4 rhs = gep— getRHSVarID();
5
6

%6 = load ptr, ptr %loc, align 8

IntralCFGNode29 {fun: main}
LoadStmt: [Var145 <-- Var144]
%7 = load i32, ptr %6, align 4

1hs = gep— getLHSVarID();
as[lhs] = as.getGepObjAddrs(rhs, as.getElenentIndex(gep)):;

postAbsTrace[ICFGNode27].varToAbsVal :

IntralCFGNode31 {fun: main}

StoreStmt: [Vari12 <-- Var145] SVFVar ‘ AbstractValue
store i32 %7, ptr %idx, align 4

IntralCFGNode32 {fun: main} Var106 {0x7f00006b}
LoadStmt: [Var147 <-- Var112]
%8 = load i32, ptr %idx, align 4 Var149 {0X7f0000€a}

IntralCFGNode33 {fun: main}
CopyStmt: [Var148 <-- Var147] .
ovidxprom = sext i32 %8 to i64 Var106 is the base memory address

IntralCFGNode34 {fun: main} Of array buf

GepStmt: [Var149 <~ Var106] Var149 is the gep address of
%arrayidx = getelementptr inbounds [10 x i32], ptr %buf, 64 0, i64 %idxprom .
&buf [1dx]
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Step-by-Step: A Branch Example

IntralCFGNode27 {fun: main} Algorithm 15: Buffer Overflow Detection for GEPSTMT

LoadStmt: [Var144 <-- Var108]
%6 = load ptr, ptr %loc, align 8

1 Function bufOverflowDetection(gep):

2 as = getAbsStateFronTrace(gep— getICFGNode());

3 1hs = gep— getLHSVarID();

4 rhs = gep — getRHSVarID();

5 updateGepObj0ffsetFromBase(as[lhs].getAddrs(), as[rhs].getAddrs(), as.getByteOffset(gep))
6

7

s

9

IntralCFGNode29 {fun: main}
LoadStmt: [Var145 <-- Var144]
%7 = load 32, ptr %8, align 4 objAddrs = asrhs].getAddrs(); @
for objAddr € objAddrs do

obj = AEState :: getInternalID(objAddr);

size = svfir — getBaseObj(obj) —+ getByteSize0f0bj(); @

IntralCFGNode31 {fun: main}

Ss:z:zslggtga;:;;x \;alg:i] 10 access0ffset = getAccessOffset(obj, gep); @
- - 11 if accessOffset.ub().get IntNuneral() >= size @ then

12 | reportButOverflow(gep— getICFGNode());
IntralCFGNode32 {fun: main}
LoadStmt: [Var147 <-- Var112]
%8 = load i32, ptr %idx, align 4 A|gor|thm Steps
IntralCFGNode33 {fun: main} Step - VaIUeS EXplanathn
CopySimt: [Vartd8 <- Var147] | @ | objAddrs = {0x7f00006b} from Var106
%idxprom = sext i32 %8 to i64 —

) size=[10, 10] from Var106
g"angf;*;ﬂ:gg e mfggl [3) accessOffset = [-9, 10] | stored in 0x7£000077
iepStmt: [Var <-- Var
%arrayidx = getelementptr inbounds [10 x i32], ptr %buf, i64 0, i64 %idxprom 9 True overflow detected

e 33
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Handling Call Site

Algorithm 16: Abstract Execution for Function Call

Algorithm 17: Abstract Execution Algorithm for WTOCoOMPO-
NENTS

1 Function handleCallSite(callNode): -

2 as = getAbsStateFronTrace(callNode); 1 Function handleWT0OComponents (wtoComps) :

3 | callee = SVFUtil :: getCallee(callNode — getCallSite()); 2 | for wtoNode € wtoComps do )

. if callee € recursiveFuns then 3 if node = SVfUtll::dyn,cast(ICFGSlngletonWTO)(wtoNode)lhen

5 L return, // we don’t handle recursive functions 4 L handleS:mgletonWTO(node)

R else 5 else if cycle = SVFUtil :: dyn_cast(ICFGCycleWTO)(wtoNode)

7 callSiteStack.push back(callNode); then

8 wto = funcToWTO[callee]; & L handleCycleNT0(cycle)

9 handleWTOComponents(wto — getWTOComponents()); else

10 callSiteStack.pop_back(); L assert(false&&" unknownWTOtype!")
e 34
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Step-by-Step: An Interprocedural Example

OO U R WN -

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#define CIRC_BUF_SIZE 20

#define ERR_MSG "Error: negative index!\n"

int getIdx(int index) {
return index % CIRC_BUF_SIZE;
}
int main(int input) {
char circBuf [CIRC_BUF_SIZE] = {0};
if (input < 0) {
printf (ERR_MSG) ;
return 1;
}
int circldx = getIdx(input);
circBuf [circIdx] = 'A';
return 0;

define dso_local i32 @getldx(i32 noundef %index) #0 {
lentry:

%index.addr = alloca i32, align 4

store i32 %index, ptr %index.addr, align 4

%0 = load i32, ptr %index.addr, align 4

%rem = srem i32 %0, 20

ret i32 %rem
i

define dso_local i32 @main(i32 noundef %input) #0 {
entry:

%retval = alloca i32, align 4

%input.addr = alloca i32, align 4

%circularBuffer = alloca [20 x i8], align 1

%circularindex = alloca i32, align 4

store i32 0, ptr %retval, align 4

store i32 %input, ptr %input.addr, align 4

call void @llvm.memset.p0.i64(ptr align 1 %circularBuffer,
i8 0, 64 20, i1 false)

%0 = load i32, ptr %input.addr, align 4

%cmp = icmp sit i32 %0, 0

br i1 %cmp, label %if.then, label %if.end

if.then: ; preds = %entry
%call = call i32 (ptr, ...) @printf(ptr noundef @.str)
store i32 1, ptr %retval, align 4
br label %return

if.end: ; preds = %entry
%1 = load i32, ptr %input.addr, align 4
%calll = call i32 @getldx(i32 noundef %1)
store i32 %call1, ptr %circularindex, align 4
%2 = load i32, ptr %circularindex, align 4
%idxprom = sext i32 %2 to i64
Y%arrayidx = getelementptr inbounds [20 x i8], ptr
%circularBuffer, i64 0, i64 %idxprom
store i8 65, ptr %arrayidx, align 1
store i32 0, ptr %retval, align 4
br label %return

return:
%3 = load i32, ptr %retval, align 4
reti32 %3

; preds = %if.end, %if.then

LLVM IR
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Step-by-Step: An Interprocedural Example

GloballCFGNode0 v
CopyStmt: [Var1 <-- Var0] ptr nul
AddrStmt: [Var133 <- Var134] i1 false

CallCFGNode24 {fun: main)
CallPE: [Var{05 <-- Var146]

AddrStmt: [Var102 <- Vart 03] Function: getldx 9callt = call i32 @getldx(i32 noundef %1)

AddrStmt: [Var114 <-- Var115] Function: main " éﬁ:ﬁiﬁi‘f?ﬁ:ﬁi‘i“"vgﬁ?%
store 32 %call1, pir %circularindex, align 4
FunEntryICFGNode8 {fun: main) FunEntrylCFGNode1 {fun: getldx) i
| IntralCFGNode29 {fun: main}
LoadStmt: [Var149 <-- Var124]
CalllCFGNodeT5 {fun: main} i %2 = load 132, ptr %circularindex, align 4
call void @IIvm.memset.p0.i64....
IntralCFGNodeS {fun: getldx) i
5 BinaryOPStmt: [Var110 <-- (Var109 opcode23 Var111)]
‘ RetICFGNode16 {fun: main} ‘ verem = srem i32 %0, 20 ClmraISCFGb[l\;)diﬂ0 ('un{/ mai:g)]
call void @llvm.memset.p0.i64.... opyStmt: [Var150 <-- Var1
¢ %idxprom = sext i32 %2 to i64
- IntralCFGNode6 {fun: getldx)
IntralCFGNode17 {fun: main} o1 132 %rom
LoadStmt: [Var137 <-- Var120]
90 = load 132, ptr %input.addr, align 4 l
IntralCFGNode33 {fun: main}
- GepStmt: [Var151 <~ Var122]
IntralCFGNode18 {fun: main} FunExitiCFGNode7 {fun: getldx} I o1 < Vr r 0 6o
CpSimt: (Var198 < (Var19n prodioated0 Var127)] PHISH: [Var104 <- (Vart10, IGFGNode6l ] cwarrayidx = getelementptr inbounds [20 x i8], ptr %circularButfer, i64 0, i64 %idxprom
%cmp = icmp st i32 %0, 0 reti32 %rem
IntralCFGNode18 {fun: main) i
BranchStmt: [Condition Var138] -
Successor 0 ICFGNode20 Successor 1 ICFGNode22 RetICFGNode25 {fun: main}
bri1 %cmp, label %if.then, label %if.end secallt RetlTlEéz[Vérl 47|d<~_3\12an 04]d o
et <0 em % jcall = call i32 @getldx(i32 noundef %1)

IntralCFGNode22 {fun: main}
LoadStmt: [Var146 <-- Var120]

91 = load i32, ptr %input.addr, align 4

36
Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis



https://github.com/SVF-tools/Software-Security-Analysis

Step-by- Step An Interprocedural Example

Algorithm 18: Abstract Execution for Function Call

¢ 1 Function handleCallSite(callNode):
CalllCFGNode24 {fun: main} as = getAbsStateFromTrace(calllNode);

2

CallPE: [Var105 <-- Var146] 3 callee = SVFUtil :: getCallee(callNode — getCallSite());
%call1 = call i32 @getldx(i32 noundef %1) N if callee € recursiveFuns then
5

¢ | return;
6 else
FunEntrylCFGNode1 {fun: getldx} 7 callSiteStack. push_back(callNode);
v 8 wto = funcToWT0[callee];
9 hand1eWTOC: wto — getWTOCK ));
¢ 10 callSiteStack.pop_back();
! IntralCFGNodeS {fun: getld) postAbs Trace[ICFGNode24].varToAbs Val :
BinaryOPStmt: [Var110 <-- (Var109 opcode23 Var111)]
%rem = srem i32 %0, 20 SVFVar ‘ AbstractValue
IntralCFGNode6 {fun: getldx}
’ ret i32 %rem ‘ Var146 0,00
¥ Var105 0, 00
FunExitICFGNode7 {fun: getldx}
PhiStmt: [Var104 <-- ([Var110, ICFGNode6],)] -
ret 32 %rem callSiteStack :
¥ [CalllCFGNode24, ]
RetICFGNode25 {fun: main}
RetPE: [Var147 <-- Var104]
%calll = call i32 @getldx(i32 noundef %1) The AbstractExecution in Assignment-3 is context-

v insensitive and callSiteStack is only used to main-
l ] tain call stack information for bug reporting.

Software Security Analysis 2024 https://github.com/SVF-tools/Software-Security-Analysis


https://github.com/SVF-tools/Software-Security-Analysis

Step-by-Step: An Interprocedural Example
l l

CalllCFGNode24 {fun: main}
CallPE: [Var105 <-- Var146]
%callt = call i32 @getldx(i32 noundef %1)

¥

FunEntrylCFGNode {fun: getldx}

v

’

IntralCFGNode5 {fun: getldx}

rem = srem i32 %0, 20

BinaryOPStmt: [Var110 <-- (Var109 opcode23 Var111)]

v

IntralCFGNodes {fun: getldx}
ret i32 %rem

v

FunExitiCFGNode7 {fun: getldx}
PhiStmt: [Var104 <-- ([Var110, ICFGNode6],)]
ret i32 %rem

v

RetICFGNode25 {fun: main}
RetPE: [Var147 <-- Var104]
%calll = call i32 @getldx(i32 noundef %1)

¥
| -

]

Algorithm 19: Abstract Execution Algorithm for WTOCOMPONENTS

1 Function handleWTOComponents (wtoComps) :

2 for wtolode € wtoComps do

3 if node = SVFUtil :: dyn cast(ICFGSingletonWT0)(wtoNode) then
4 | handleSingletonNTO(node)

5 else if cycle = SVFUtil :: dyn_cast(ICFGCycleWTO)(wtoNode) then
6 | handleCycleWTo(cycle)

7 else

8 | assert(false&&"unknownWTOtype!")

postAbs Trace[ICFGNodeb5).varToAbsVal

SVFVar | AbstractValue
Var109 [0, +o0]
Var110 [0,19]

Var109 is variable index, which is [0, +oc].
Var110 is the return value of function getIdx,
which is [0,19] as Var110 = index mod 20.
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Step-by-Step: An Interprocedural Example
| ]
¥

CalllCFGNode24 {fun: main}
CallPE: [Var105 <-- Var146]
%callt = call i32 @getldx(i32 noundef %1)

¢ Algorithm 20: Abstract Execution Algorithm for WTOCOMPONENTS
1 Function handleWTOComponents (wtoComps) :
FunEntrylCFGNode1 {fun: getldx} 2 | for wtolode € wtoComps do
¢ 3 if node = SVFUtil :: dyn_cast(ICFGSingletonWT0)(wtoNode) then
4 | handleSingletonWTO(node)

5 else if cycle = SVFUtil :: dyn_cast(ICFGCycleWT0)(wtoNode) then
v 6 | handleCyclewTo(cycle)

IntralCFGNode5 {fun: getldx} 7 else

BinaryOPStmt: [Var110 <-- (Var109 opcode23 Var111)] s | assert(false&&" unknownWTOtype!")
%rem = srem i32 %0, 20

¥ postAbsTrace[ICFGNode7].varToAbsVal :

IntralCFGNode6 {fun: getldx}

ret i32 %rem SVFVar ‘ AbstractValue
FunExitiCFGNode7 {fun: getldx}
PhiStmt: [Var104 <-- ([Var110, ICFGNode6],)] Var110 0,19
ret i32 %rem

. o Var104 s

RetICFGNode25 {fun: main} S

RetPE: [Var147 <-- Var104]

%call1 = call i32 @getidx(i32 noundef %1)

¥
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Step-by-Step: An Interprocedural Example
| ]
¥

CalllCFGNode24 {fun: main}
CallPE: [Var105 <-- Var146]
%callt = call i32 @getldx(i32 noundef %1)

¥

FunEntrylCFGNode {fun: getldx}

Algorithm 21: Abstract Execution for Function Call

v

Function handleCallSite(calllNode):

1
2 as = getAbsStateFromTrace(calllNode);
1 3 callee = SVFUtil :: getCallee(calllode — getCallSite());
4 if callee € recursiveFuns then
IntralCFGNode5 {fun: getldx} 5 L return;
BinaryOPStmt: [Var110 <-- (Var109 opcode23 Var111)] s else
derem = srem i32 %0, 20 7 callSiteStack push_back(callNode);
,L 8 wto = funcToWTO[callee];
9 hand1eWTOC wto — getWTOC: )):
IntralCFGNodes {fun: getldx} ;
’ ret i32 %rem ‘ 10 callSiteStack.pop_back();
v -
FunExitiCFGNode7 {fun: getldx} callSiteStack :
PhiStmt: [Var104 <~ ([Var110, ICFGNode6],)] [ ]
ret i32 %rem
v
RetICFGNode25 {fun: main}
RetPE: [Var147 <-- Var104]
%calll = call i32 @getldx(i32 noundef %1)

¥
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Step-by-Step: An Interprocedural Example

; Algorithm 22: Buffer Overflow Detection for GEPSTMT

RetICFGNode25 {fun: main}
RetPE: [Var147 <-- Var104]
%calll = call i32 @getldx(i32 noundef %1)

1 Function bufOverflouDetection(gep):
2 as = getAbsStateFronTrace(gep— getICFGNode());
3 1lhs = gep—getLHSVarID();
v 4 rhs = gep — getRHSVarID();
5 updateGepObj0ffsetFromBase(as[lhs] getAddrs(), as[rhs] getAddrs(), as.getByteOffset(gep))
6
7
8
9

IntralCFGNode27 {fun: main} objAddrs = as[rhs].getAddrs(); @
StoreStmt: [Var124 <-- Var147] for objAddr € objAddrs do
store i32 %call1, ptr %circularindex, align 4 obj = AEState :: getInternalID(objAddr)

¥ size = svfir — getBaseObj(obj) — getByteSize0f0bj(); @

- 10 accessOffset = getAccess0ffset(obj, gep);
L'"":'SC:F?NV""?? “”"\:/m?;z " if access0f£set.ub().get IntNuneral() >= size @) then
,, LoadStmt: [Vartd9 <- Vart24] 12 | reportBufOverflou(gep—getICFGNode());
%2 = load i32, ptr %circularindex, align 4

v - -
Algorithm behavior

IntralCFGNode31 {fun: main} .
CopyStmt: [Var150 <-- Var149] Step Behavior

%idxprom = sext i32 %2 to i64 objAddrs - {0X7f00007b}
size = [20, 20]

IntralCFGNode33 {fun: main}
accessOffset = [0, 19]

GepStmt: [Var151 <-- Var122]
False, the buffer access is safe!

%arrayidx = getelementptr inbounds [20 x i8], ptr %circularBuffer, i64 0, 164 %idxprom

sose
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Final Week and How to Make the Most of This Course

¢ You are now able to build your own code checkers and verifiers (including
information flow tracking, symbolic execution, and abstract interpretation)
Join and contribute to SVF code analysis framework?

® https://github.com/SVF-tools/SVF
¢ Participate in software verification competitions (SVC)

® https://sv-comp.sosy-lab.org/
® https://docs.google.com/document/d/
1bgkx51nugrwlNzQ2MPRSd47MAkZGIfRIV2jo7oRskd0/edit

An honours thesis project or a research degree (MPhil or PhD)?

Tutor and lab demonstrator next year?

I —— 42
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Final Week and Thank You

¢ Thank you for participating in the inaugural offering of this course. We hope
you enjoy this journey with us!

* We would also like to thank the course administrators and lab demonstrators.

e
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