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¢ We will detail the algorithms of translating branches and calls/returns.
¢ We will showcase branches and interprocedural examples.
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Translate Branches and Calls/Returns

Algorithm 1: translatePath(path)
1 foreach edge € path do

2
3
4

if intra < dyn_cast(Intra)(edge) then
if handleIntra(intra) == false then
L return false

else if call < dyn cast(CallEdge)(edge) then
| handleCall(call)

else if ret « dyn_cast(RetEdge)(edge) then
L handleRet(ret)

return true
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Algorithm 3: handleCall(callEdge)

// Your code starts here ..;

// For each CallPE lhs = rhs:

// (1) Retrieve two z3 expressions ([c|,rhs) and

([¢'], 1hs) under contexts c¢ (caller’s context) and
¢’ (callee’s context); Note that pushCallingCtx
will make c become c’.

// (2) Add ([c],rhs) = ([c],1hs) into the solver.

Algorithm 2: handleIntra(intraEdge)

1 if intraEdge.getCondition() then

2
3

4

if lhandleBranch(intraEdge) then
| return false;
else
L return handleNonBranch(intraEdge);

6 else
7 | return handleNonBranch(intraEdge);
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Algorithm 4: handleRet (retEdge)

// Your code starts here ..;

// For each RetPE lhs = rhs:

// (1) Retrieve two z3 expressions ([c/],rhs) and
([c]. 1hs) under contexts c (caller’s context) and
c’ (callee’s context); Note that popCallingCtx

will make c’ become c.

// (2) Add ([c'],rhs) = ([c],1hs) into the solver.

- ____________________________________________________________________________________|]
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getCondition() and getSuccessorCondValue ()

Given a if/else branch on the ICFG as the following:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge — getCondition() returns the branch condition (of type SVFValuex
which is a boolean (for if/else) or a numeric (for switch).
® edge — getCondition() returns nullptr if this IntraCFGEdge is not a branch.

¢ Given the condition value, you could obtain the ID of the corresponding
SVFVar (Vari) via edge — getCondition() — getId().

____________________________________________________________________________________________|
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getCondition() and getSuccessorCondValue ()
Given a if/else branch on the ICFG as the following:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge — getSuccessorCondValue() returns the actual condition
succCondValue, whose value is either 1 (for if branch to execute) or 0 (for the
else branch to execute).
® For example, the succCondvalue is 1 on the edge from ICFGNode1 to
ICFGNode2, and 0 on the edge from ICFGNode1 to ICFGNode3.

e When evaluating the feasibility of a branch edge (e.g., ICFGNode1 to
ICFGNode2) given an ICFG path, check sat of Varl == succCondValue
against the solver’s existing constraints.

____________________________________________________________________________________________________________________|
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Example 4: Branches

1| define void @main(i32 %x) #0 {
2| entry:
3| %cmp = icmp ugt i32 %x, 10
4| br il %cmp, label %if.then, label %if.else
1| void main(int x){ 5
A int y; 6 if;then: - .
3 if(x > 10) { 7 %add = add i32 %x, 1
8| br label %if.end
4 y=x+1; 9
5 } 10| if .else:
6 else { 11| br label %if.end
7 y = 10; 12
8 } 13| if.end: = %if.else, %if.then
9 svf_assert(y >= x + 1); 14| %y.0 = phi i32 [%add, %if.then], [10, %if.else]
10| ¥ 15| %addl = add 132 %x, 1
16| %cmp2 = icmp uge i32 %y.0, %addl
17 call void @svf_assert(il zeroext %cmp2)
Source code 18| ret void
19}

LLVM IR

- _______________________________________________________________________________________
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Example 4: Branches

define void @main(i32 %x) #0 {

1

2| entry:

3| %cmp = icmp ugt i32 %x, 10
4|  br il %cmp, label %if.then, label %if.else
5

6| if.then:

7 %add = add i32 %x, 1

8| br label %if.end

9

10| if.else:

11| br label %if.end

12

13| if.end: = %if.else, %if.then

14 %y.0 = phi i32 [%add, %if.then], [10, %if.else]
15 %addl = add i32 %x, 1

16| ‘%cmp2 = icmp uge 132 %y.0, %addl

17 call void @svf_assert(il zeroext Y%cmp2)

18 ret void

LLVM IR

Two ICFG paths:

® if.then branch:
0—+1—-2—-3—>4—-56—>7—8—9 — svfassert

® if.else branch:
0—+1—-2—-3—-5—>7—8—9 — svfassert
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GloballCFGNod<0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStm: [Var8 <-- (Var7 pred34 Var9)]

TniralCFGNode2 {fun: main}
%cmp = icmp ugt i32 %x. 10

BranchStmt: [Condition Var8]

TntralCFGNode3 {fun: maim}
bril %emp, label %if.then, label %if clse

BinaryOPStmt: [Varl | <-- (Var7 opcode13 var12)]

TntralCFGNoded {fun: main}
%add = add 32 %x, |

'
TntralCFGNode6 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

TntralCFGNode3 {Fun: main}
br label %if.cnd

PhiStm: [Varl6 <-- ([Varl1, ICFGNode6], [ Var9, ICFGNode5])]

TniralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if.then], [10, %if.clsc]

TniralCFGNode8 {fun: main}
BinaryOPStmt; [Varl7 <-- (Var7 opcodel3 var12)]
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Varl6 pred33 Var17)]

TntralCFGNode9 {fun: main}.
%emp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]




Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ObjVarb (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1




Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

Tntral CFGNode2 { fun: main}
CmpStmt: [Varg <~ (Var7 pred34 Var9)]
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if end

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1




Example 4: Branches

GloballCFGNoded

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Yoemp = iemp ugt i32 %x. 10

cond: Var8

suce: 1 E

e
’ TotralCFGNoded {Tun: main} ‘

BranchStmt: [Condition Var8]
br il %cmp, label %if then, label %if else

Tntral CFGNode3 {fun: main} ‘

BinaryOPStmt; [Varl 1 < (Var7 opcodel3 var12)]
%add = add i32 %x, |

Ttral CFGNode5 {Tun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

¥ i
Tntral CFGNode6 {Tun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred33 Varl7)]

TntralCFGNode9 {Tun: main}
%emp2 = icmp uge i32 %y.0. %add1

‘ CallICFGNode 10 {fun: main} ‘ ICFG

call void svf_assert(il %cmp2)

v
[ ]
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Algorithm 5: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else

| handleNonBranch(edge);

Algorithm 6: handleBranch(intraEdge)

cond =...// Retrieve branch condition boolean var;
succ =...// Edge’s succ condition value (0 or 1);
// Evaluate path feasibility;
// The current path/edge is feasible if ‘cond‘ and
‘succ‘ have the same value, when evaluated in the
solver; otherwise this branch edge is infeasible;
if the brach edge is infeasible then
| return false;
else
// add (cond=succ) to solver if it holds;
return true;




Example 4: Branches

Globall[CFGNode0
AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 < Var20] i32 1 Algorithm 7:3 handlelIntra(intraEdge)
AddrStmt: [Vard <-- Vars] foo — —
2 if intraEdge.getCondition() &&
FunEmryICFGNEdel {fun: main} lhandleBranch(intraEdge) then
Tntral CFGNode2 {fun: main} 4 L return false;
CmpStme: [Var8 <-- (Var7 pred34 Var9)]
ocmp = icmp ugt i32 %x. 10 6 else
cond: Var§ _ 8 | handleNonBranch(edge);
succ: 1 TntralCFGNode3 {fun: main}
:> BranchStmt: [Condition Var§]
Evaluate bril %cmp, label %if.then, label %if else _
cond = succ ~ Algorithm 8: handleBranch(intraEdge)
Tntral CFGNodeZ {Tun: main}
BinﬂrYOPSlmlL:Y[\ggll ;—‘i_(quar‘; op]codel3vnr12)] 1 cond =...// Retrieve branch condition boolean var;
feadd = add i32 %x, o
I 2 succ =...// Edge’s succ condition value (0 or 1);
THtralCFGNode6 {Tun: main} ThtralCFGNodes {Tun: main}, e
’ BranchStmt: [Unconditional branch] ‘ ’ BranchStmt: [Unconditional branch] ‘ 3 // Evaluate path feasibility;
br label %if.end br label %if.cnd 4 // The current path/edge is feasible if ‘cond‘ and

’ TntralCFGNode7 {fun: main} ‘ ‘succ‘ have the same value, when evaluated in the

PhiStmt: [Varl6 <-- ([Var11, ICFGNode6]. [Var9, ICFGNode5 . . S . .
o g/n;(r):phig;}r%add,"/(lfl?m‘ri]h{()?‘ﬂ/ﬁ.fc]bg] ode3D] solver; otherwise this branch edge is infeasible;

5 if the brach edge is infeasible then

Tniral CFGNode8 {Tun: main} .

BinaryOPStmt: [Varl7 <~ (Var7 opcodel3 var12)] 6 L return false;
%add1 = add i32 %x. |
1 7 else
TntralCFGNode9 {fun: main} 8 // add (cond=succ) to solver if it holds;
CmpStmt: [Varl8 <-- (Var16 pred3s Varl7)]
%cmp2 = icmp uge 132 %y.0, %add 1 9 return true;

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

Note: getSolver().push() creates a new stack frame for
[ - ] maintaining the newly added Z3 constraints.

10
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Example 4: Branches Verifying ICFG path: 0 — 12— 3 —4 —
AddeSmt [Vard <. Var3] 32 10 6 — 7 — 8 — 9 — svf_assert (if.then branch)
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- Var5] foo

ICFG Node/Edge Constraints in the solver

FunEntrylCFGNode! {fun: main}
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1,0)

cond: Var8
succ: 1 TntralCFGNode3 {fun: main}

|::> BranchStmt: [Condition Var§] ICFGEdge 3 — 4
Evaluate br il %cmp, label %if then, label %if else

cond = succ a~

IntralCFGNode4 {fun: main} ‘

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

The constraint Var8 = 1 is evaluated to be SAT.
The conditional ICFGEdge [ICFGNode3 — ICFGNode4]

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

T
IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
br label %if.end br label %if.end

PhiStmt: [Var16 <-- ([Varl1, ICFGNode6]. [Var9, ICFGNode5])]
%y.0 = phi i32 [%add, %if then], [10, %if else]

’ X TntralCFGNode7 {fun: main} et ‘ is feasible.

BinaryOPStmt: [Var17 <-- (Var7 opcode13 var12)] ObjVar5 (0x7£000005) Value: NULL

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

1 ValVar4d Value: 0x7£000005
TntralCFGNoded {fun: main} ValVar9 Value: 10
CmpStmt: [Varl8 <-- (Var16 pred35 Var17)] ValVari2 Value: 1
Goemp? = icmp uge 132 %y.0, %add1 ValvVar? Value: 11

CalllCFGNode [0 {fun: main} ICFG ValVar8 Value:
call void svf_assert(il %cmp2)

[ ]

11
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

cond: Var8
suce: 1 E ’
addToSolver

cond = succ

Tntral CFGNoded {Tun: main} ‘

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y .0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred33 Var7)]

TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ - ]
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Algorithm 9: 3 handlelIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 10: handleBranch(intraEdge)

cond =...// Retrieve branch condition boolean var;
succ =...// Edge’s succ condition value (0 or 1);

// Evaluate path feasibility;

// The current path/edge is feasible if ‘cond‘ and
‘succ‘ have the same value, when evaluated in the

solver; otherwise this branch edge is infeasible;

if the brach edge is infeasible then

L return false;

else
// add (cond=succ) to solver if it holds;
return true;

Note: res is sat, so the conditional ICFGEdge
[ICFGNode4 «+— ICFGNode3] is feasible!!
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

cond: Var8

succ: 1 TntralCFGNode3 {fun: main}
::> BranchStmt: [Condition Var§]

addToSolver bril %cmp, label %if then, label %if.else

cond = succ
TntralCFGNodeZ {fun: main} ‘

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]
%add = add i32 %x, |

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

TntralCFGNode3 {fun: mainy
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if .end

TniralCFGNode6 {Tun: main}
br label %if.end

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4d = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 4 A Var8 =1

PhiStmt: [Varl6 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <~ (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Varl7)]

TntralCFGNode9 {fun: main)
%emp2 = icmp uge i32 %y.0, %addl

ICFG

210 {fun: main}
ssert(il 9emp2)

v

[ ]
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————————————— SVFVar and Value-------------
ObjVars (0x7£000005)
ValVar4
ValVar9
ValVari2
ValVar7
ValVar8

13




Example 4: Branches

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Var8 <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]

Tntral CFGNode3 {fun: main}
bril %cmp, label %if then, label %if else

/
Tntral CFGNoded {Tun: main}
|::> BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]
%add = add i32 %x,

Verifying ICFG path: 0 -1 -2 -3 -4 —

6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge

Constraints in the solver

TntralCFGNodes {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

¥ i
Tntral CFGNode6 {fun: main}
br label %if end

TntralCFGNode7 {fun: main}
PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, [CFGNode3])]
%y.0 = phi 32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 varl2)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

ICFG

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]
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ICFGNode 0 Var9
ICFGNode 2
ICFGEdge 3 — 4
ICFGNode 4

= 10 A Var12 = 1 A Var4 = 0x7£000005
A Var8 = ite(Var7 > Var9, 1, 0)
A Var8 =1

A Varll = Var7 + Vari2

ObjVars (0x7£000005)
ValVard

ValVar9

ValVari2

ValVar7

ValVars

ValVaril

-SVFVar and Value-

Value: NULL
Value: 0x7£000005
Value: 10

Value: 1
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Example 4: Branches

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]

TntralCFGNode3 {fun: main}
bril %cmp, label %if then, label %if.clse

}
BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]

-
TntralCFGNoded {Tun: main
%add = add i32 %x, |

'
TntralCFGNode6 {Tun: main} TntralCFGNodes {fun: main}
|::> BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]
br label %if.end br label %if.end

PhiStmt: [Var16 <-- ([Varl1, ICFGNode6], [Var9, ICFGNode5])]

TniralCFGNode7 {fun: main}
%y.0 = phi 32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode3 varl2)]

TniralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

]
TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)
v
[ ]
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Algorithm 11: 3 handleIntra(intraEdge)

2 if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
4 L return false;

6 else
8 LhandleNonBranch(edge);




Example 4: Branches

GlobalICFGNodeO
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt; [Varl2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if else

TntralCFGNode3 {fun: main} ‘

BinaryOPStmt; [Varl | < (Var7 opcodel3 varl2)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

TntralCFGNode3 {Tun: mam}
BranchStmt: [Unconditional branch]
br label %if .end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

TntralCFGNode7 {fun: main}
|::> PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Var17 <-- (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
Yoadd] = add i32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred33 Varl7)]

¥
TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add ]

L]
CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

‘ ICFG

o NI VP

N o

Verifying ICFG path:0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

Algorithm 12: 3 handlePhi (edge)

res < getZ3Expr(phi.getResID());
opINodeFound < false;
for i « 0 to phi.getOpVarNum() — 1 do
if edge.srcNode() postdominates phi.getOpICFGNode(i)
then
ope « getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;

Given Var16 < ([Var11, ICFGNode6], [Var9, ICFGNode5]),
only Var16 = Var11 holds as we traverse the if.then branch
from ICFGNode6, where Var11’s definition originates

edge.srcNode (): ICFGNode6
phi.getOpICFGNode (i): ICFGNode where i-th
phi operand var’s definition originates.

ICFGNode m postdominates n: if all paths to the graph’s exit

[ ] starting at n must go through m (a node postdominates itself).
¢ 16
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 >3 =4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Vari2 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Varl2
ICFGNode 7 A Varil6 = Varil

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

TntralCFGNode7 {fun: main}
|::> PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ValVar9 Value: 10

ValVari2 Value: 1
ValVar7 Value: 11
ValVars Value: 1
ValVaril Value: 12
ValVari6 Value: 12




Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 — 4 —

6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge

Constraints in the solver

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
br label %if .end br label %if.end

ICFGNode 0
ICFGNode 2

ICFGEdge 3 — 4

Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

A Var8 = ite(Var7 > Var9, 1, 0)

A Var8 =1

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

Tntral CFGNode8 {fun: main}
BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var16 = Varil
ICFGNode 8 A Varl7 = Var7 + Vari2

————————————— SVFVar and Value-------------

ValVar9 Value: 10

ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1

ValVariil Value: 12

ValvVari6 Value: 12

ValVari7 Value: 12




Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]

TntralCFGNode2 {fun: main}
ocmp = icmp ugt 132 %x. 10

Tntral CFGNode3 {Tun: main}
BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if.clse

BinaryOPStmt: [Varl 1 <-- (Var7 opcodel3 var12)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

Verifying ICFG path: 0 -1 -2 -3 — 4 —

6 — 7 — 8 — 9 — svf_assert (if.then branch)

ICFG Node/Edge Constraints in the solver

Tntral CFGNode3 {fun: main}
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
. br label %if.end

-
Tntral CFGNode6 {fun: main}
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 4 A Var8 =1

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

IntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 varl2)]

Tntral CFGNode8 {Tun: main}
%add] = add i32 %x, |

Tntral CFGNode {Tun: main}
|::> CmpStmt: [Var8 <-- (Varl6 pred33 Var17)]
%emp? = icmp uge 32 %y.0, %add 1

CalllCFGNode 0 {fun: main} ICFG
call void svf_assert(il %cmp2)

ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var16 = Varil
ICFGNode 8 A Varl7 = Var7 + Var12
ICFGNode 9 A Vari8 = ite(Var16 > Vari7,1,0)

————————————— SVFVar and Value-------------

ValVar9 Value: 10

ValvVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1

ValVarii Value: 12

ValVari6 Value: 12

ValVari7 Value: 12

ValVari8 Value: 1
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

L]
CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(i1 %cmp2)

2

[ ]
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ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Var12
ICFGNode 7 A Var1l6 = Varil

ICFGNode 8 A Varl7 = Var7 + Vari2
ICFGNode 9 A Vari8 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Var18 = 0 (negation of the assert condition)

Solver yields UNSAT (i.e., no counter example),
therefore, the assertion is successfully verified!!




Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

cond: Var8
’ Tntral CFGNode4 {fun: main} ‘ succ: 0

BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 Evaluate

cond = succ

TntralCFGNode3 {fun: main),
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

)
TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]
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» [

© o

AW N =

Algorithm 13: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 14: handleBranch(intraEdge)

cond = // Retrieve branch condition boolean var;
succ =...// Edge’s succ condition value (0 or 1);

// Evaluate path feasibility;

// The current path/edge is feasible if ‘cond‘ and
‘succ‘ have the same value, when evaluated in the
solver; otherwise this branch edge is infeasible;

5 if the brach edge is infeasible then

o

o ~

L return false;

else
// add (cond=succ) to solver if it holds;
return true;
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]
br il %cmp, label %if then, label %if else

cond: Var8
Tntral CFGNoded {Tun: main} succ: 0
BinaryOPStmt: [Varl1 <—- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 Evaluate

cond = succ

Verifying ICFG path: 0 -1 -2 >3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 5

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]

COMP6131 Software Security Analysis 2025

The constraint Var8 = 0 is evaluated to be SAT
The conditional ICFGEdge [ICFGNode3 — ICFGNode5]
is feasible.

ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0O
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

cond: Var8
Tntral CFGNode4 {fun: main} succ: 0
BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%eadd = add i32 %x, | addToSolver

cond = succ

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

)
TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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~

Algorithm 15: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 16: handleBranch(intraEdge)

cond =...// Retrieve branch condition boolean var;
succ =...// Edge’s succ condition value (0 or 1);
// Evaluate path feasibility;
// The current path/edge is feasible if ‘cond‘ and
‘succ‘ have the same value, when evaluated in the
solver; otherwise this branch edge is infeasible;
if the brach edge is infeasible then
L return false;
else

// add (cond=succ) to solver if it holds;
\» return true;
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

bril %cmp, label %if then, label %if else

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]

cond: Var8
Tntral CFGNoded {Tun: main} succ: 0
BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 addToSolver

Verifying ICFG path: 0 1 -2 -3 —- 5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 5 A Var8 = 0

cond = succ

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]
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————————————— SVFVar and Value-------------
ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 5 A Var8 =0

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

br label %if.end

’ TntralCFGNode7 {fun: main}

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ICFGNode 7 A Varl6é = Var9
————————————— SVFVar and Value-------------
ObjVarbs (0x7£000005)  Value: NULL
ValVar4d Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1
ValVar7 Value: 10
ValVars Value: 0
ValVari6 Value: 10
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: mainy
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

bril %cmp, label %if then, label %if clse

’ TntralCFGNode3 {fun: main} ‘

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]

Tntral CFGNoded {Tun: main}
eadd = add i32 %x, 1

Verifying ICFG path: 0 1 —+2 -3 -5 —
7 — 8 — 9 — svf_assert (if.else branch)

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if end

BranchStmt: [Unconditional branch]

'
Tntral CFGNode6 {fun: main}
br label %if.end

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Vari2 = 1 A Vard = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 5 A Var8 =0

ICFGNode 7 A Var1l6é = Var9

ICFGNode 8 A Varl7 = Var7 + Vari2
ICFGNode 9 A Vari8 = ite(Var16 > Vari?7,1,0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 < (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, |

TntralCFGNoded {fun: main)
CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

[ ]

ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0O

ValVari6 Value: 10
ValVari7 Value: 11
ValVaris Value: 0
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Example 4: Branches

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 =5 —
7 — 8 — 9 — svf_assert (if.else branch)

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

L]
CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(i1 %cmp2)

2

[ ]
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ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Varl2 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 5 A Var8 =0

ICFGNode 7 A Varl6é = Var9

ICFGNode 8 A Varl7 = Var7 + Vari12
ICFGNode 9 A Var18 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Varil8 = 0 (negation of the assert condition)

Solver yields SAT, a counterexample exists:
(Var16 = 10 A Var17 = 11).
The assertion is violated and fails!




Example 5: Interprocedural

1| int foo(int p) {

2 return p;

3|}

4| int main(int argec) {

5 int x;

6 int y;

7| x = foo(3); //ctx:[l7]

8| y = foo(argc); //ctx:[lg]
9| svf_assert(y == argc);

0

}

[¢7]1: calling context of foo at ¢7

1

[¢g]: calling context of foo at ¢g

- ____________________________________________________________________________________|]
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Example 5: Interprocedural
Concrete Execution
int foo(int p) { (Concrete states)
return p;

¥ One execution:
int main(int argc) {

1
2
3
4] int argc : O
5 int x; . i
6 int y; push calling context (calling foo at ¢7)
7| x = foo(3); //ctx:[l7] P .3
8| y = foo(argc); //ctx:[{g] calling context pop (returning from foo at £2)
9| svf_assert(y == argc); X 3
10|} push calling context (calling foo at ¢g)

[¢7]: calling context of foo at ¢7 p 0

pop calling context (returning from foo ¢)

[¢g]: calling context of foo at /g v S0

- ____________________________________________________________________________________|]
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Example 5: Interprocedural

Concrete Execution

Symbolic Execution

1| int foo(int p) { (Concrete states) (Symbolic states)
2 return p;
3|} i ) ¢ One execution:
; lmi:nrtna}l:.l nt arge argc : O argc getZ3Expr (argc)
6 int yf push calling context (calling foo at ¢7) push abstract calling context (current ctx:[¢7])
7| x = foo(3); //ctx:[l7] p : 3 ([z],p) + 3
8| y = foo(arge); //ctx:[/g] calling context pop (returning from foo at ¢2) X . getZ3Expr ({[7],p))
9 svf_assert(y == argc); X 03 pop abstract calling context (current ctx:[ ])
100} push calling context (calling foo at £g) push abstract calling context (current ctx:[¢s])
[¢7]: calling context of foo at £7 p 0 ([te], p) getZ3Expr (argc)
. lli text (returning from foo ¢, : tZ3E. ls],
[¢g]: calling context of foo at /g pop c& |n'g context (returning from foo 2) v g.e *pr ({[fs], p))
y .0 pop abstract calling context (current ctx:[ ])
| 28
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Example 5: Interprocedural

Concrete Execution

1|int foo(int p) { (Concrete states)
2 return p;
31} e ) ¢ One execution:
4 1n1.: main(int argc argc S0
5 int x; . .
6 int y; push calling context (calling foo at ¢7)
7| x = foo(3); //ctx:[l7] P .3
8| y = foo(argc); //ctx:[lg] calling context pop (returning from foo at ¢)
9| svf_assert(y == argc); X 3
10|} push calling context (calling foo at ¢g)
[¢71: calling context of foo at £7 p 0
pop calling context (returning from foo ¢)

[¢g]: calling context of foo at /g v S0

Checking non-existence of counterexamples:

Symbolic Execution
(Symbolic states)

argc getZ3Expr (argc)
push abstract calling context (current ctx:[¢7])
(tlp) @ 3
x getZ3Expr (([(7], p))

pop abstract calling context (current ctx:[ ])
push abstract calling context (current ctx:[¢g])

([te],p)
y

getZ3Expr (argc)
getZ3Expr ({[(s], p))

pop abstract calling context (current ctx:[ ])

P(ND) AD(N2) A p(N) A =9(Q)

Satisfiability

Counterexample

([tr],p) =3 Ax=([tr], p) A ([ls], p) =arge Ay =([¢r],p) Ay #arge

unsat

%)

foo’s argument p needs to be differentiated and renamed as ([¢-],p) and ([¢s], p) due to two calling contexts,

¢7] and [¢s] to mimic the runtime call stack which holds the local variable ﬁ
28
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Example 5: Interprocedural

SSE: : getZ3Expr(SVFVarID) in Assignment-2

* Get an Z3 expression based on SVFVarID and the current calling context
callingCtx

® callingCtx is maintained per ICFG path by calling SSE: : pushCallingCtx
and SSE: :popCallingCtx When handling Cal1CFGEdge and RetCFGEdge.

z3::expr SSE::getZ3Expr(NodeID idx) const {
return z3Mgr->getZ3Expr(idx, callingCtx);

n

3|}

COMP6131 Software Security Analysis 2025
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Example 5: Interprocedural

int foo(int p) {
return p;
}
int main(int argc) {
int x;
int y;
x = foo(3);
y = foo(argc);
svf_assert(y == argc);

O © 0 N O O~ WD =

}

Source code

COMP6131 Software Security Analysis 2025

® N O W N =

©

1
12
13

define i32 @foo(i32 %p) #0 {
entry:

ret i32 Yp
¥

define i32 @main(i32 Jargc) #0 {
entry:
%call = call i32 @foo(i32 3)
%calll = call i32 @foo(i32 %argc)
%cmp = icmp eq i32 %calll, %argc
call void @svf_assert(il zeroext %cmp)
ret i32 0

LLVM IR

30



Example 5: Interprocedural

® N g hw N =

- o ©

12
13

define i32 @foo(i32 %p) #0 {
entry:

ret i32 Yp
}

define i32 @main(i32 Jargc) #0 {

entry:
%call = call i32 @foo(i32 3)
%calll = call i32 @foo(i32 %argc)
%emp = icmp eq i32 Ycalll, Y%argc
call void @svf_assert(il zeroext %cmp)
ret i32 0

}

LLVM IR

COMP6131 Software Security Analysis 2025

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq 132 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]

ICFG

%

FunEntryICFGNodel {fun: foo}

IntraICFGNode2 {fun: foo}

t 132 %p

FunExitICFGNode3 {fun: foo.

PhiStmt: [Var6é <-- ([Var7
ret i32 %p

¥
, ICFGNode21,)]

0x146e3df80 |

0x146e3e040

31



Example 5: Interprocedural

=

GlobalICFGNoded

[Varl <-- Vare] ptr null
[Var21 <-- Var3] i32 @

[Var14 <-- Var30] i32 3
[Var4 <-- Var5] swap
[Var9 <-- Var10] main

[Var18 <-- Var19] svf_assert

CopyStmt:
AddrStmt :
AddrStmt :
AddrStmt :
Addrstmt :
AddrStmt :

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Vari4]
%call = call 132 @foo(i32 3)

0x146e3df80

e

FunEntryICFGNodel {fun:

foo}

|

TntralCFGNode2 (fun
ret 132

oo}

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
#call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %argc)

IntraICFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

COMP6131 Software Security Analysis 2025

ICFG

FunExitICFGNode3 {fun:
PhiStmt:
ret i32 %

foo

)
[Var6 <-- ([Var7, ICFGNode2],)]

0x1463d780 I

0x146e3e040

Verifying ICFG path: 0 44 +5—1—-52 >3 —
6—+7—-1—-2—-3—>8—9 — svfassert

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var2l = 0 AVarld =3 A ...
- —-SVFVar and Value-
ObjVars (0x7£000005) Value: NULL
ObjVar10 (0x7£00000a)  Value: NULL
ObjVar19 (0x7£000013)  Value: NULL
ValVar0O Value: NULL
ValVari Value: NULL
ValVar21 Value: O
ValVari4 Value: 3
ValVar4 Value: 0x7£000005
ValVar9 Value: 0x7£00000e
ValVari8 Value: 0x7£00001d

The values of Z3 expressions for each SVFVar
after analyzing GlobalICFGNodeO

(use printExprValues()

to print SVFVars and their values)

32



Example 5: Interprocedural

GlobalICFGNode@
CopyStmt: [Varl <-- Varel ptr null -
Addrstmt: [Var2! <-- Var3] 132 0 Algorithm 17: 2 translatePath(path)
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStnt: [Var9 <~ Var10] main 2 fo_reach edge € path do
AddrStmt: [Var13 <-V- Var19] svf_assert 4 if IntraEdge < dyn_cast(IntraCFGEdge)(edge)
|::> FunEntryICFGNoded {fun: main} then
FunEntryICFGNodel {fun: f .
CaTITCFGNodeb (Fun® main) unEntryICFidet (fun: foo) 6 if handleIntra(IntraEdge) == false then
CallPE: [Var7 <-- Varl4] .
%call = call 32 @foo(i32 3) TntralcroNodez (fun: foo) 8 L return false;
0x146e3d780 ret i32 %p
] 10 else if CallEdge < dyn_cast(CallCFGEdge)(edge)
ReTTCFONodes TFanT mainy FUnExiTICFGNode3 {fun: foo) th
RetPE: [Varl3 <-- Varé] Phistmt: [Var6 <—; gg;a;L 1CFGNode2],)] en
B ret 132 %p .
e 1‘32 Hooi®? 3 OxT46e3d780 | 0Ox146e3e040 12 L handleCall(CallEdge);
CallicTONode? (fun: mainy 14 else if RetEdge < dyn_cast(RetCFGEdge)(edge)
%calll = call i32 @foo(i32 %argc) then
0x146e3e040
16 L handleRet(RetEdge);
RetICFGNode8 {fun: main}
‘ RetPE: [Varl5 <-- Var6] 18 else
Kealll = call 132 efool(132 Karge) 20 | assert(false &&"what other edges we have?");
TnEralCFoNoded (Fun: main} .
CmpStmt: [Vari6 <-- (Var15 pred32 Vari2)] 21 | returntrue;
%cmp = icmp eq 132 %calll, %argc
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp)
v
I ]
33
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 18: handleCall(callEdge)

v
FunEntryICFGNode4 {fun: main}

CallICTGlodes vma1i4ﬂ]) A 1 // (1) For each CallPE lhs = rhs: retrieve rhs
allPE: [Var7 <-- Var ;
%call = call 32 @foo(i32 3) : TntralCFGNode2 (fun: foo) expr ([c],rhs) under callingCtx c (caller’s
0x146e3df80 H ret i32 %p
H context)
. FUNEX1tICFGNode3 {fun: foo} i i i
R;:tI'SEF.GNElvd:FGH{f:” Vm:r];]} phistrt. Ty 2o e TR oese2], )] | 2 // (2) pushCallingCtx using ct}rrent C§lllste
#%call = call i32 @foo(i32 3) ret i32 % ICFGNode; Note that pushCallingCtx will make c
0x146e3df80 ] 0x146e3e040 become ¢’ .
CallICFGNode7 {fun: main} 0
malﬁal:?é:ﬂ[\/}a}r;gf-(;o(vjaarzlz’g]argc) 3 // (3) For each CallPE lhs = rhs: retrieve lhs
0x146e3€040 expr ([c/],1hs) under callingCtx c’ (callee’s
context) ;
RetICFGNode8 {fun: i
’ e ol Tum: iy 4 // (4) For each CallPE lhs = rhs: add
#calll = call i32 @foo(i32 %arge) ([c]. ths) = ([c'], 1hs) into the solver.
5 return true;

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i —
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

[ ]
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Verifying ICFG path: 0 -4 -5 1 -2 — 3 —

v
FunEntryLCFGNodes {fun: main)

6—+7—-1—-2—-3—>8—9— svfassert

: main}

; CallPE: [Var7 <-- Var14]
d %call = call i32 @foo(i32 3)

0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %
0xT46e3780 T 0xT46e3¢040

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main} |
CallPE: [Var7 <-- Var12] CallICFGNode5|
%calll = call 132 @foo(i32 %argc)

0x146e3e040

Calling Context

RetPE: [Var15 <-- Var6]

%calll = call 13i @foo(i32 %arge) After processing the call edge
R e o) ‘ CallICFGNode5 — FunEntryICFGNodel

‘ RetICFGNode8 {fun: main}

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

[ ]

e 35
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6
%calll = call i32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]
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IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

ICFG

———> callEdge
—> retEdge

S

©

s

o

Algorithm 19: handleCall(callEdge)

// (1) For each CallPE lhs = rhs: retrieve rhs

expr ([c],rhs) under callingCtx c (caller’s
context)

// (2) pushCallingCtx using current calliste
ICFGNode; Note that pushCallingCtx will make c

become c’.

// (3) For each CallPE lhs = rhs: retrieve lhs

expr ([c/],1hs) under callingCtx c’ (callee’s
context) ;

// (4) For each CallPE lhs =
([c], rhs) = ([¢], 1hs) into the

return true;

rhs: add
solver.
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Example 5: Interprocedural
Verifying ICFG path: 0 -4 -5 1 -2 -3 —

GlobalICFGNode®

CopyStmt: [Varl <-- Var0] ptr null 6—>7—>1—22—-3—>8—>9 — svf_assert

AddrStmt: [Var2l <-- Var3] i32 0

AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap i i

S e Vaia b ICFG Node/Edge Constraints in the solver

AddrStmt: [Var18 <-- Var19] svf_assert

ICFGNode 0 Var21 = 0 AVarld =3 A ...

¥
FunEntryICFGNoded {fun: main} et emeeeememeneeceeeaeaan
1 FURERErYICFGodeT {Fun: foo] i ICFGNode 5 A ([ICFGNodes], Var7) = ([], Var14)

CallICFGNode5 { main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

TntralCFGNode2 {fun: foo)

0x146e3d780 *»
————————————— SVFVar and Value-------------
REtICFGN Fun: mai FUnExitICFGNode3 {fun: foo} 5 .
O et Tune ain) Phistmt: [Varé <-- ([Var7, ICFGNode2],)] ObjVar5 (0x7£000005) ~ Value: NULL
%call = call 132 @foo(i32 3) ret i32 %p ObjVar10 (0x7£00000a)  Value: NULL
0x146e3df80 [ 0xi46e3ed40 0ObjVar19 (0x7£000013)  Value: NULL
CallICFGNode? {fun: main} .
CallPE: [Var7 <-- Var12] ValVar0 Value: NULL
%calll = call i32 @foo(i32 %arge) ValVari Value: NULL
0x146e3e040 ValVar21 Value: 0
— - ValVari4 Value: 3
RetICFGNodes (fun: main
RetPE: [Var15 <-- Var6] ValVar4 Value: 0x7£000005
%calll = call i32 @foo(i32 %argc) ValVar9 Value: 0x7£00000e
ValVari8 Value: 0x7£00001d
TntralCFGNoded {fun: main)
Crpstnt: [Var1s <-- (Varis pred32 Var12)] > callEdge ValVar? Value: 3
%emp = icmp eq i32 %calll, %arge
Em——
‘ CallICFGNode10 {fun: main} ‘ ICFG retEdge

call void svf_assert(il %cmp)

0 -+ ] Note: SVFVar and Value table is printed under

the calling context [Cal1ICFGNode5]
- ____________________________________________________________________________________|] 37
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun:

foo}

IntralCFGNode2 {fun:

0x1463df80

132 %p

oo}

| &=

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

PhiStmt:
ret i32 %

FunExitICFGNode3 {fun: 3
[Varé <-- ([Var7, ICFGNode2],)]

foo.

0x146€3d780 I

0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt:
%cmp = icmp eq i32 %calll, %argc

[Var16 <-- (Var15 pred32 Var12)]

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]
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Verifying ICFG path: 0 44 -5 —1—-52 >3 —
6—-7—-1—-2—-3—8—9— svfassert

ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 Var3] i32 @
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun:

foo}

IntralCFGNode2 {fun:

0x1463df80

132 %p

oo}

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

ret i32 %

FUNEXitICFGNode3 {fun: foo}
Phistmt: [Var6 <-- ([Var7, ICFGNode2],)]

foo.

0x146€3d780 I

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]
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1
2

Algorithm 20: 3 handlePhi (edge)

res « getZ3Expr(phi.getResID());
opINodeFound < false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4

if edge.srcNode() postdominates
phi.getOpICFGNode(i) then

ope < getZ3Expr(phi.getOpVar(i).getId());

addToSolver(res == ope);
opINodeFound < true;
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Examp'e 5: |nterprocedura| Verifying ICFG path: 0 -4 -5 152 53—

6—>7—-1—-2—-3—8—9— svfassert

GlobalICFGNoded o
CopyStmt: [Varl <-- Var0] ptr null ICFG Node/Edge Constraints in the solver
AddrStmt: [Var21 <-- Var3] i32 @
Addrstmt: [Var14 <-- Var3e] i32 3

Addrstmt: [Var4 <-- Var5] swap ICFGNode 0 Var21 = 0AVarld =3 A ...
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
FunEntryICFGNode4 {fun: main} ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], Var7)

FunEntryICFGNodel {fun: foo}

\

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

TntralCFGNode2 {fun: foo} l

0x146e3d780 reti32% | | -mmosmo——oee SVFVar and Value-------------
{ ObjVar5 (0x7£000005) Value: NULL
RetICFGNode6 (fun: main} FunExitICFGNode3 {fun: foo} ObjVar10 (0x7£00000a)  Value: NULL
RetPE: [Varl3 <-- Var6l PhiStmt: [Varé <-- ([Var7, ICFGNode2],)] .
scall = call 132 @foo(i32 3) ret i32 %p ObjVar19 (0x7£000013)  Value: NULL
0x1463d80 I 0x146e32040 ValVar0 Value: NULL
CallICFGNode/ {fun: main} .
CallPE: [Var7 <-- Vari2] Valvari Value: NULL
%calll = call i32 @foo(i32 %arge) ValVar21 Value: O
0x146e3¢040 ValVari4 Value: 3
i ValVard Value: 0x7£000005
et Tun: iy ValVar9 Value: 0x7£00000e
%calll = call i32 @foo(i32 %argc) ValVari8 Value: 0x7£00001d
B - ValVar7 Value: 3
TntralCFGNoded {fun: main
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ‘ ValVar6é Value: 3

%cmp = icmp eq i32 %calll, %argc

ICFG

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

[ 2 ] Note: SVFVar and Value table is printed under
the calling context [Cal1ICFGNode5]

40
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

FunEntryICFGNodel {fun: foo}

%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNExitICFGNode3 (fu
PhiStmt: [Var6 <-- ([Var7, ICFGNodeZ] ]
ret i32 %

0x146e3d780 I

0x146e3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

——> callEdge

Algorithm 21: handleRet (retEdge)

// (1) For each RetPE lhs = rhs: retrieve rhs
expr ([c/],rhs) under callingCtx c’ (callee’s
context) ;

// (2) popCallingCtx();

c (caller’s context)

// (3) For each RetPE lhs = rhs: retrieve lhs

expr ([c],1hs) under callingCtx c (caller’s

context)

// (4) Add ([c'],rhs) = ([c],1hs) into the solver.
return true;

This will make c’ become

Note:retPE.getRHSVarID() returns ValVar6

getZ3Expr (ValVar6) binds ValVar6 with the current
callingCtx [ICFGNode5] and returns the Z3 expression for
[ICFGNode5], Var6

S
CallICFGNode10 (Fun: main} ICFG retEdge
call void svf_assert(il %cmp)
2
[ ]
____________________________________________________________________________________________________________________| 41
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Example 5: Interprocedural

Algorithm 22: handleRet (retEdge)
GlobalICFGNode®

// (1) For each RetPE lhs = rhs: retrieve rhs
CopyStmt: [Varl < ar@] ptr null

Addrstmt: [Var2l <-- Var3] i32 0 expr ([c/],rhs) under callingCtx c’ (callee’s
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap context) ;
AddrStnt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert 2 // (2) popCallingCtx(); This will make c’ become
>
FunEntryICFGNode4 {fun: main} c (Caller S Conte)(t)
FunEntryICFGNodeT {fun: foo} 3 // (3) For each RetPE lhs = rhs: retrieve lhs

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 €foo(i32 3)
0x146e3df80

expr ([c]|,1hs) under callingCtx c (caller’s
IntraICFGNode2 {fun: foo}
t 132 %p context)
// (4) Add ([c'],rhs) = ([c],1hs) into the solver.
5 returntrue;

>

FUNExtICFGNode3 {fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %p H

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call 132 @foo(i32 3)

0x1463df80 | 0x146e3e040

pop out
popCallingCtx()

CallICFGNode7 {f
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
1
%calll = call i32 efoo(i32 %argc)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

y - 5
Rt B retedge
0 — ] After processing the return edge

——> callEdge alling Context

IntralCFGNoded {fun: main} ‘

FunExitICFGNode3 — RetICFGNode6
42
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

COMP6131 Software Security Analysis 2025

FunEntryICFGNodel {fun: foo}

Algorithm 23: handleRet (retEdge)

TntralCFGNode2 (fun: foo} 1 // (1) For each RetPE lhs = rhs: retrieve rhs
ez expr ([c/],rhs) under callingCtx c’ (callee’s

! context);

{2 // (2) popCallingCtx(); This will make c’ become
i ¢ (caller’s context)

// (3) For each RetPE lhs = rhs: retrieve lhs
expr ([c],1hs) under callingCtx c (caller’s
context)

4 // (4) Add ([c'],rhs) = ([c],1hs) into the solver.

5 returntrue;

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %
0x146e3d80 I 0x146e3€040

———> callEdge

ICFG —> retEdge




Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
Addrstmt: [Var2l <-- Var3] i32 0
AddrStmt: [Varid <-- Var30] i32 3
AddrStmt: [Vard <-- Var5] swap
Addrstmt: [Varg <-- Var1] main
AddrStmt: [Vari8 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}
FunEntryICFGNode1 {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

%call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
ret i32 %

FunExitICFGNode3 {fun: foo}
Phistmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %p

RetICFGNode6 {fui
RetPE:
%call

ain}

[Vari3 <-- Var6]
call i32 @foo(i32 3)

Verifying ICFG path: 0 -4 -5 -1 52 >3 —

6—>7—-1—-2—-3—8—9— svfassert

0x146€3e040

0x146e3df80 I

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %argc)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

TntralCFGNoded {fun: main} ‘

——> callEdge

ICFG

—> retEdge

CallICFGNode1@ {fun: main}
call void svf_assert(il %cmp)

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2l = 0AVarld =3 A...
ICFGNode 5 A ([ICFGNodeS], Var7) = ([], Var14)
ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNode5], Var7)
ICFGNode 6 A ([],Var13) = ([ICFGNodeS], Var6)

————————————— SVFVar and Value-------------

ObjVar5 (0x7£000005) Value: NULL

ObjVar10 (0x7£00000a)  Value: NULL

ObjVar19 (0x7£000013) Value: NULL

ValVar0O Value: NULL

ValVari Value: NULL

ValVar21 Value: 0

ValVari4 Value: 3

ValVar4 Value: 0x7£000005

ValVar9 : 0x7£00000e

ValvVari8 0x7£00001d

ValVari3 3
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}

CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

RetPE: [Var13 <-- Var6]

’ RetICFGNode6 {fun: main}

call i32 @foo(i32 3)

0x146e3e040

%cal
0x146e3df80

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6
%calll = call i32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

———> callEdge
—> retEdge

ICFG

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

&

©w

»

o

Algorithm 24: handleCall(callEdge)

// (1) For each CallPE lhs = rhs: retrieve rhs

expr ([c],rhs) under callingCtx c (caller’s

context)

// (2) pushCallingCtx using current calliste
ICFGNode; Note that pushCallingCtx will make c

become c’.
// (3) For each CallPE lhs = rhs:
expr ([c/],1hs) under callingCtx c’ (callee’s
context) ;
// (4) For each CallPE lhs = rhs:
([c], rhs) = ([¢], 1hs) into the solver.
return true;

retrieve lhs

add

COMP6131 Software Security Analysis 2025

45



Example 5: Interprocedural

Copystmt:
AddrStmt:
AddrStmt:

GlobalICFGNoded

[Varl <-- Var0] ptr null

[Var21 <

Var3] 132 @
Var3e] i32 3

Addrstmt :
Addrstmt :
AddrStmt: [Var18 <-- Var19] svf_assert

[Var14 <
[Var4 <-- Var5] swap
[Varg <-- Var10] main

v
FunEntryICFGNode4 {fun:

main}

CallICFGNode5 {fun: main}

CallPE: [Var7 <-- Var14]

%call = call 132 @foo(i32 3) TntralCFGNode2 {fun: oo}
%P

0x146e3df80

RetICFGNode6 {fun: main}

RetPE: [Var13 <-- Var6] ret i32 %p
132 %

FUNEXTtICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]

%cal call i32 @foo(i32 3)

0x146e3d780 I

0x146e3e040

: CalllCFGNode7 {fun: mai

; CallPE: [Var7 <-- Vari2]

: %calll = call i32 @foo(i32 %arge)
' 0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

——> callEdge
ICFG —> retEdge

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

COMP6131 Software Security Analysis 2025

Verifying ICFG path: 0 44 -5 —+1—-2 3 —
6—+7—1—-2—-3—8—9— svf_assert

CallICFGNodc7]

Calling Context

After processing the call edge
CallCFGNode7 — FunEntryICFGNode
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}

CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)
0x146e3df80

TntralCFGNode2 {fun: oo}
%P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]

%cal call i32 @foo(i32 3)

0x146e3e040

0x146e3df80 |

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

———> callEdge
—> retEdge

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

TntralCFGNoded (fun: main}
%cmp = icmp eq i32 %calll, %argc

ICFG

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

S

©

&

o

Algorithm 25: handleCall(callEdge)

// (1) For each CallPE lhs = rhs: retrieve rhs
expr ([c],rhs) under callingCtx c (caller’s
context)

// (2) pushCallingCtx using current calliste

ICFGNode; Note that pushCallingCtx will make c

become c’.

// (3) For each CallPE lhs = rhs: retrieve lhs
expr ([c/],1hs) under callingCtx c’ (callee’s
context) ;

// (4) For each CallPE lhs =
([c]. rhs) = ([¢], 1hs) into the
return true;

rhs: add
solver.

COMP6131 Software Security Analysis 2025
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Examp'e 5: |nterprocedura| Verifying ICFG path: 0 -4 -5 152 53—

6—>7—-1—-52—-3—8—9— svf_assert

CopyStnt: Toari e vara] ptr null ICFG Node/Edge Constraints in the solver
Addrstmt: [Var21 <-- Var3] i32 @
AddrStmt: [Varid <-- Var3o] i32 3 ICFGNode 0 Var21 =0 AVarid =3 A ...
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
Addrstmt: [Var18 <-- Var19] svf_assert ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
¥
FUnENEryICFGNoded (fun: main} josseemoeineesssessoessoessiessiossessosooso . ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], Var7)
] FunEntryICFGNodel {fun: foo} :
(:CaallllIISEF-GN[O‘/ier57 {iupzvamﬁ;\]) i ICFGNode 6 A ([],Var13) = ([ICFGNode5], Var6)
%call = call 132 @foo(i32 3) TntralCrGNode2 (fun: foo}
0x146e3d780 P ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
ReTICFGNode6 (Fun: mainy FUnEXitICFGNode3 (fun: foo)
RetPE: [Varl3 <-- Var6] PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
%call = call i32 @foo(i32 3) reti2% | | ==mmmmmmmooee SVFVar and Value-------------
___________________________________________ 0x146e3d780 [ Oxi46e3e040
CallICFGNode7 (fun: main} .
CallPE: [Var7 <-- Vari2] ValVar21 Value: 0
#%calll = call i32 @foo(i32 %argc) ValVarid Value: 3
0x146e3¢040
s 7 ValvVari3 Value 3
g ode8 {fun: main
RetPE: [Varl5 <-- Var6] ValVari2 Value: 0O
%calll = call 32 @foo(i32 %arge) ValVar7 Value: 0
TntralCrGNoded (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] > callEdge

%cmp = icmp eq 132 %calll, %arge

—> retEdge

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

COMP6131 Software Security Analysis 2025

Note: SVFVars and their values in table are under
the calling context [Cal1ICFGNode7].

ValVar12 is uninitialized, thus evaluated as 0.
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x1463df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

]
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ICFG

FunEntryICFGNodel {fun:

foo}

TntralCFGNode2 (fun:
132 %p

oo}

| &=

FunExitICFGNode3 {fun:
PhiStmt:
ret i32 %

foo.

3}
[Varé <-- ([Var7, ICFGNode2],)]

0x146€3d780 I

0x146€3e040

Verifying ICFG path: 0 -4 +5—+1—+2 >3 —

6—-7—-1—-2—-3—8—9— svfassert
ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 Var3] i32 @
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun:

foo}

IntralCFGNode2 {fun:

0x1463df80

132 %p

oo}

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

ret i32 %

FUNEXitICFGNode3 {fun: foo}
Phistmt: [Var6 <-- ([Var7, ICFGNode2],)]

foo.

0x146€3d780 I

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]
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1
2

Algorithm 26: 3 handlePhi (edge)

res « getZ3Expr(phi.getResID());
opINodeFound < false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4

if edge.srcNode() postdominates
phi.getOpICFGNode(i) then

ope < getZ3Expr(phi.getOpVar(i).getId());

addToSolver(res == ope);
opINodeFound < true;
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %arge)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge

CallICFGNode16 {fun: main}

call void svf_assert(il %cmp)

ICFG
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\

Verifying ICFG path: 0 44 -5 —+1—52 —»3 —

6—+7—1—-2—3—8—9— svfassert

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2t = 0AVarld =3 A ...
ICFGNode 5 A ([ICFGNodeS], Var7) = ([], Var14)
ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
FunEntryICFGNodel {fun: foo} ICFGNode 6 A ([],Var13) = ([ICFGNodeS5], Var6)
l IntraICFGNode2 {fun:  foo} ICFGNode 7 A ([ICFGNode7], Var7) = ([], Vari2)
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
FUnEx1tICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i
0x146e3d80 I 0x146e3€040 VFVar and Value————————————
S
ValVar21i Value: O
ValVari4 Value: 3
ValVari13 Value: 3
ValvVari2 Value: 0
ValVar7 Value: O
‘ ValVar6 Value: O

Note: SVFVars and their values in table are under

the calling context [Cal1ICFGNode7].
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Example 5: Interprocedural

GlobalICFGNoded

CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]

FunEntryICFGNodel {fun: foo}

%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

RetPE: [Var13 <-- Var6] PhiStmt:

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNExitICFGNode3 (fu
[Varé <-- ([Var7, ICFGNodeZ] ]
ret i32 %

0x146e3d780 I

0x146e3e040 H

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
all i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll,

IntraICFGNode9 {fun: main} ‘

%arge

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

‘ ICFG
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——> callEdge

—> retEdge

Algorithm 27: handleRet (retEdge)

// (1) For each RetPE lhs = rhs: retrieve rhs
expr ([c/],rhs) under callingCtx c’ (callee’s
context) ;

// (2) popCallingCtx();

c (caller’s context)

// (3) For each RetPE lhs = rhs: retrieve lhs

expr ([c],1hs) under callingCtx c (caller’s

context)

// (4) Add ([c'],rhs) = ([c],1hs) into the solver.

return true;

This will make c’ become

Note:retPE.getRHSVarID() returns ValVar6

getZ3Expr (ValVar6) binds ValVar6 with the current
callingCtx [ICFGNode7] and returns the Z3 expression for
([ICFGNode7], Var6)
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Example 5: Interprocedural

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 (fun: main}
RetPE: [Var13 <-- Var6]
%call = call 32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%ealll = call 132 @foo(i32 %arge)

0x146e3e040

RetICFGNoded (fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

FunEntryICFGNode1 {fun: foo}

IntraICFGNode2 {fun: foo}
ret i32 %

FunExitICFGNode3 {fun: foo}
Phistmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

IntraICFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge

CallICFGNode1@ {fun: main}
call void svf_assert(il %cmp)
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ICFG

——> callEdge
—> retEdge

»

@

>

Algorithm 28: handleRet (retEdge)

// (1) For each RetPE lhs = rhs:

retrieve rhs

expr ([c/],rhs) under callingCtx c’ (callee’s

context) ;

// (2) popCallingCtx(); This will make c’ become

c (caller’s context)

// (3) For each RetPE lhs

= rhs: retrieve lhs

expr ([c]|,1hs) under callingCtx c (caller’s

context)

// (4) Add ([c'],rhs) = ([c],1hs) into the solver.

return true;

pop out
popCallingCtx()

alling Context

(CallICFGNode7|

After processing the return edge

FunExitICFGNode3 — RetICFGNode8
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Example 5: Interprocedural

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6
%calll = call i32 @foo(i32 %arge)

FunEntryICFGNodel {fun: foo}

Algorithm 29: handleRet (retEdge)

IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

ICFG

———> callEdge

—> retEdge

// (1) For each RetPE lhs = rhs: retrieve rhs
expr ([c/],rhs) under callingCtx c’ (callee’s
context) ;

// (2) popCallingCtx(); This will make c’ become

c (caller’s context)

// (3) For each RetPE lhs = rhs: retrieve lhs
expr ([c],1hs) under callingCtx c (caller’s
context)

// (4) Add ([c'],ths) = ([c],1hs) into the solver.
return true;

COMP6131 Software Security Analysis 2025
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Example 5: Interprocedural Verifying ICFGpath: 0 >4 -5 5152 53 —

6 +7—+1—-2—3—-8—9— svfassert

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 <-- Var3] i32 @ ICFG Node/Edge Constraints in the solver
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main ICFGNode 0 Var2l =0 AVari4d =3 A ...
AddrStmt: [Var18 <-- Var19] svf_assert
ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} —
CaTTTCFGNodes (Fun: main] ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
CallPE: [Var7 <-- Varl14]
%call = call 132 @foo(i32 3) IntralCFGNode2 {fun: foo} ICFGNode 6 A ([],Var13) = ([ICFGNode5], Var6)
0x146e3d780 ret 132 %p
' ICFGNode 7 A ([ICFGNode7], Var7) = ([], Vari2)
RetICFGNode6 (Fun: main) — FUnEXitICFGNode3 {fun: foo) :
RetPE: [Varl3 <-- Var6] Phistmt: [Varé <-- ([Var7, ICFGNode2],)] | ! ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
%call = call i32 @foo(i32 3) ST ret i32 %"e e :
] x14be I x14be5e : ICFGNode 8 A {([],Var15) = ([ICFGNode7], Var6)
CallICFGNode7 {fun: main} PR

CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3¢040 3
N SVFVar and Value-------------
: RetICFGNode8 {fun: main} : s
I::> RetPE: [Varl5 <-- Var6] : ValvVar21 Value: 0
H %calll all 132 @foo(i32 %argc) ValVarid Value: 3
TntralCFGNoded {fun: main} e
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)] > callEdge ValVari3 Value: 3
%cmp = icmp eq 132 %calll, %arge
] ValVari2 Value: O
CalTICFGNode10 (fun: main) ICFG retEdge ValVarib Value: 0
call void svf_assert(il %cmp)
2
[ ]
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Example 5: Interprocedural

=

GlobalICFGNode®
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var2l <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

0x146e3df8e

RetPE: [Var13 <-- Var6]

RetICFGNode6 (fun: main}
%call = call 132 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %argc)

TntralCFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%emp = icmp eq i32 %calll, %arge

|

CallICFGNode10 (fun: main}
call void svf_assert(il %cmp)

]
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i

ICFG

FunEntryICFGNodel {fun: foo}

TntralCFGNode2 {fun: foo)
ret i32 %p

FUnExitICFGNode3 {fun: fooY
Phistmt: [Var6 <-- ([Var7, ICFGNode21,)]
ret i32 %p

0x146e3d780 | 0x146€3e040

Verifying ICFG path: 0 -4 -5 —+1—52 >3 —

6 —+7—+1—-2—-3—8—9— svfassert

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var2l =0 AVari4 =3 A ...
ICFGNode 5 A ([ICFGNodeS5], Var7) = ([], Var14)
ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNode5], Var7)
ICFGNode 6 A ([],Vari3) = ([ICFGNode5], Vars)
ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
ICFGNode 8 A {[], Var15) = ([ICFGNode7], Var6)
ICFGNode 9 A Var16 = ite(Var15 = Vari2,1,0)

————————————— SVFVar and Value-------------

ValVari3 ’ Value: 3

ValVari2 Value: 0

ValVarib Value: 0

ValVari6 Value: 1
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Example 5: Interprocedural

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

GlobalICFGNoded e .
CopyStmt: [Varl <-- Var@] ptr null Ver|fylng ICFG path 0—+4—-5-1-52-3—
AddrStmt: [Var21 var3] i32 0
AddrStmt: [Varld <-- Var30] i32 3
Addrstmt: [Vard <-- Var5] swap 6—+7—-1—-2—-23—-8—>9— svfassert
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Vari8 <-- Var19] svf. t L
rstnt: [Var <V ar19] svfasser ICFG Node/Edge Constraints in the solver
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} ICFGNode 0 Var21 = 0AVarld =3 A ...
CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14] _
%call = call i32 @foo(i32 3) l TntralcFoNode2 {fun: foo) ICFGNode 5 A ([ICFGNodeS], Var7) = ([], Var14)
0x146e3df80 ret 132 %p
s ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], VarT)
RETTCFONodes (Funt mai FUNExitICFGNode3 (fun: foo} _
e [Dv:rwz( o V'“::S"J) PhiStnt: [Var6 <-- ([Var7, ICFGNode21,)] ICFGNode 6 A ([],Var13) = ([ICFGNodeS5], Var6)
#%call = call 132 @foo(i32 3) ret 132 %
0x146e3d780 | 0x146e3e040 ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12] ICFGNode 3 A {[ICFGNode7], Var6) = ([ICFGNode7], Var7)
%calll = call i32 @foo(i32 %argc)
0x146e3¢040 ICFGNode 8 A ([],Var15) = ([ICFGNode7], Var6)
RetICFGNode8 {fun: main} ICFGNode 9 A Var1é = ite(Varis = Var12,1,0)
RetPE: [Varl5 <-- Var6]
#calll = call i32 @foo(i32 % ! -
= el 00(132 Karge) ICFGNode 10 A Var16 = 0 (negation of the assert condition)

CallICFGNode1@ {fun: main} ICFG
call void svf_assert(il %cmp)
2
I

Solver yields UNSAT, meaning no counter example.

The assertion is verified successfully!!

57
COMP6131 Software Security Analysis 2025



What’s next?

* (1) Understand SSE algorithms and examples in the slides

® (2) Finish implementing the automated translation from code to Z3 formulas
using SSE and Z3SSEMgr in Assignment 2

e
COMP6131 Software Security Analysis 2025

58



