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¢ We will detail the algorithms for translating branches and calls/returns.

¢ We will showcase branches and interprocedural examples.
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Branches and Path Feasibility

Branch feasibility contributes to path feasibility.

A branch edge is feasible only if its expected successor value is consistent
with the constraints already collected.
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Branch Condition and Feasibility

Branch edge feasibility
For a branch edge with condition cond and edge value succ:

®' = & A (cond = succ)

e If SAT(9'), the edge is feasible and ¢’ becomes the new path condition.
e If UNSAT(®'), no concrete execution can follow this path prefix, so the path

can be discarded.
e This is why branch translation is both a constraint-generation step and a

path-pruning step.
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Implementation Roadmap: Branches and Calls/Returns

Algorithm 1: translatePath(path)

1 foreach edge € path do

2 if intra < dyn_cast(Intra)(edge) then
3 if handleIntra(intra) == false then
4 L return false

5 else if call « dyn_cast(CallEdge)(edge) then
6 if handleCall(call) == false then
L return false

8 else if ret + dyn_cast(RetEdge)(edge) then
9 if handleRet(ret) == false then
10 L return false

11 return true

Algorithm 2: handleIntra(intraEdge)

1 if intraEdge.getCondition() then

2 if lhandleBranch(intraEdge) then

3 L return false;

4 else

5 L return handleNonBranch(intraEdge);
6 else

7 L return handleNonBranch(intraEdge);
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Algorithm 3: handleCall(callEdge)

// Your code starts here.;

// For each CallPE lhs = rhs,

// (1) Save ([c],rhs) before calling
pushCallingCtx; then retrieve ([c’],1hs) in the
callee context.

// (2) Add ([c],rhs) = ([c],1hs) to the solver.

Algorithm 4: handleRet (retEdge)

// Your code starts here.;

// For each RetPE lhs = rhs,

// (1) Save ([c'],rhs) before calling popCallingCtx;
then retrieve ([c],1hs) in the caller context.

// (2) Add ([c'],rhs) = ([c],1hs) to the solver.




The Variable of the Branch Condition: getCondition()

Given an if/else branch in the ICFG:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge —getCondition() returns the branch condition (of type SVFVar* which
is a boolean (for if/else) or a numeric (for switch).

® edge — getCondition() returns nullptr if this IntraCFGEdge is not a branch.

* From the condition value, you can obtain the ID of the corresponding SVFVar
(Varl) via edge — getCondition() — getId().

e
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The ICFGEdge’s Expected Value: getSuccessorCondValue ()
Given an if/else branch in the ICFG:

ICFGNodel
BranchStmt: [Condition Varl]

1 0
ICFGNode2 ICFGNode3

® edge —getSuccessorCondValue() returns the edge’s expected successor
value succCondValue: 1 for the then edge and 0 for the else edge.

® For example, the succCondvalue is 1 on the edge from ICFGNode1 to
ICFGNode2, and 0 on the edge from ICFGNode1 to ICFGNode3.
* When evaluating the feasibility of a branch edge (e.g., ICFGNode1 to
ICFGNode2) given an ICFG path, check whether the existing path constraints
conjoined with Var1 == succCondValue are sat.
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Example 4: Branches - Source and LLVM IR

1| define void @main(i32 %x) #0 {
2| entry:
3| YJemp = icmp sgt i32 %x, 10
4| br il %cmp, label %if.then, label %if.else
1| void main(int x){ 5
A int y; 6 if;then: - .
3 if(x > 10) { 7 %add = add i32 %x, 1
8| br label %if.end
4 y=x+1; 9
5 } 10| if .else:
6 else { 11| br label %if.end
7 y = 10; 12
8 } 13| if.end: = %if.else, %if.then
9 svf_assert(y >= x + 1); 14| %y.0 = phi i32 [%add, %if.then], [10, %if.else]
10| ¥ 15| %addl = add 132 %x, 1
16| %cmp2 = icmp sge i32 %y.0, %addl
17 call void @svf_assert(il zeroext %cmp2)
Source code 18| ret void
19}

LLVM IR

- _______________________________________________________________________________________
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Example 4: Branches - ICFG

define void @main(i32 %x) #0 {

1

2| entry:

3| %cmp = icmp sgt i32 %x, 10
4|  br il %cmp, label %if.then, label %if.else
5

6| if.then:

7 %add = add i32 %x, 1

8| br label %if.end

9

10| if.else:

11| br label %if.end

12

13| if.end: = %if.else, %if.then

14 %y.0 = phi i32 [%add, %if.then], [10, %if.else]
15 %addl = add i32 %x, 1

16| ‘%cmp2 = icmp sge 132 %y.0, %addl

17 call void @svf_assert(il zeroext Y%cmp2)

18 ret void

LLVM IR

Two ICFG paths:

® then branch:
0—+1—-2—-3—>4—-56—>7—8—9 — svfassert

® else branch:
0—+1—-2—-3—-5—>7—8—9 — svfassert
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GloballCFGNod<0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStm: [Var8 <-- (Var7 pred34 Var9)]

TniralCFGNode2 {fun: main}
%cmp = icmp ugt i32 %x. 10

BranchStmt: [Condition Var8]

TntralCFGNode3 {fun: maim}
bril %emp, label %if.then, label %if clse

BinaryOPStmt: [Varl | <-- (Var7 opcode13 var12)]

TntralCFGNoded {fun: main}
%add = add 32 %x, |

'
TntralCFGNode6 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

TntralCFGNode3 {Fun: main}
br label %if.cnd

PhiStm: [Varl6 <-- ([Varl1, ICFGNode6], [ Var9, ICFGNode5])]

TniralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if.then], [10, %if.clsc]

TniralCFGNode8 {fun: main}
BinaryOPStmt; [Varl7 <-- (Var7 opcodel3 var12)]
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Varl6 pred33 Var17)]

TntralCFGNode9 {fun: main}.
%emp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]




Example 4: Branches - Start with Global Constants

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

Tntral CFGNoded {Tun: main}
eadd = add i32 %x, |

Verifying IC
6—-7—8

FGpath:0 51 —-2—-3—-4—
— 9 — svf_assert (then branch)

ICFG Node/Edge

Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0

Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

‘ ICFG

[ ]
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ObjVarb (0x7f
ValVar4
ValVar9
ValVari2

000005) Value: NULL
Value: 0x7£000005
Value: 10
Value: 1
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Example 4: Branches - Translate the Comparison

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Var12 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

Tntral CFGNode2 { fun: main}
CmpStmt: [Varg <~ (Var7 pred34 Var9)]

%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if end

TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1
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Example 4: Branches - Branch Feasibility Rule

GloballCFGNode0

AddrStmt: [Vard <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] 32 1
AddrStmt: [Var4 <-- Var5] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Yoemp = iemp ugt i32 %x. 10

cond: Var8

suce: 1 E

e
TotralCFGNoded {Tun: main}
BinaryOPStmt: [Varl1 <~ (Var7 opeodel3 vari2)]
G%add = add i32 %x, |

BranchStmt: [Condition Var8]
br il %cmp, label %if then, label %if else

Tntral CFGNode3 {fun: main} ‘

Ttral CFGNode5 {Tun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

¥ i
Tntral CFGNode6 {Tun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred33 Varl7)]

TntralCFGNode9 {Tun: main}
%emp2 = icmp uge i32 %y.0. %add1

ICFG

CallICFGNode 10 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]
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Algorithm 5: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else

| handleNonBranch(edge);

Algorithm 6: handleBranch(intraEdge)

cond =...// Retrieve the branch/switch condition
variable;
succ =...// Edge’s successor condition/case value;
// Evaluate branch feasibility (via
solver.push()/pop());
// Check SAT(path constraints A ‘cond == succ‘);
UNSAT means the edge is infeasible;
if the branch edge is infeasible then
L return false;

else
// Add (cond=succ) to the solver.;
return true;
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Example 4: Branches - Query the Then Edge

Globall[CFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

TntralCFGNode?2 {fun: main}
%cmp = iemp ugt i32 %x, 10

cond: Var8

suce: 1 TntralCFGNode3 {fun: main}

|::> BranchStmt: [Condition Var§]
Evaluate br il Gocmp, label %if.then, label %if.else
cond = succ o

BinaryOPStmt: [Varl 1 <~ (Var7 opcodel3 varl2)]

Tntral CFGNoded {fun: main}
%add = add i32 %x, |

Tntral CFGNode5 {Tun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

¥ i
Tntral CFGNode6 {Tun: main}
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred35 Varl7)]

TntralCFGNode9 {fun: main}
%eemp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Algorithm 7: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
'handleBranch(intraEdge) then
L return false;

else
L handleNonBranch(edge);

Algorithm 8: handleBranch(intraEdge)

cond =...// Retrieve the branch/switch condition
variable;
succ =...// Edge’s successor condition/case value;

// Evaluate branch feasibility (via
solver.push()/pop());

// Check SAT(path constraints A ‘cond == succ‘);
UNSAT means the edge is infeasible;

if the branch edge is infeasible then

L return false;

else

// Add (cond=succ) to the solver.;
return true;

Note: getSolver().push()/pop() creates a new stack

frame for evaluating the newly added Z3 constraints.
13



Example 4: Branches - Then Edge is Feasible
Verifying ICFG path: 0 -1 —+2 — 3 —4 —

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

cond: Var8

succ: 1 TntralCFGNode3 {fun: main}
|::> BranchStmt: [Condition Var§]

Evaluate br il %cmp, label %if then, label %if else

cond = succ
IntralCFGNode4 {fun: main} ‘

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

6 — 7 — 8 — 9 — svf_assert (then branch)

ICFG Node/Edge

Constraints in the solver

ICFGNode 0 Var9
ICFGNode 2

ICFGEdge 3 — 4

= 10 A Var12 = 1 A Var4 = 0x7£000005

A Var8 = ite(Var7 > Var9, 1, 0)

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

T
IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
br label %if.end br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y .0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred33 Var7)]

TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ - ]
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The constraint Var8 = 1 is evaluated to be SAT.
The conditional ICFGEdge [ICFGNode3 — ICFGNode4]

is feasible.

ObjVars (0x7£000005)
ValVar4d

ValVar9

ValVari2

ValVar7

ValVarg

————————————— One Satisfying Model----------
Value:
Value:
Value:
Value:
Value:
Value:

NULL
0x7£000005
10

1

11

1
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Example 4: Branches - Add the Branch Constraint

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CrmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
Y%cmp = iemp ugt 132 %x. 10

cond: Var8

succ: 1 TntralCFGNode3 {fun: main}
:> BranchStmt: [Condition Var§]
addToSolver bril %cmp, label %if then, label %if else

cond = succ a~
TniralCFGNoded {Tun: main} ‘

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]
%add = add i32 %x, |

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

T
IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
br label %if .end br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y .0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred33 Var7)]

TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add]

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ - ]
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Algorithm 9: 3 handlelIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 10: handleBranch(intraEdge)

cond =...// Retrieve the branch/switch condition
variable;
succ =...// Edge’s successor condition/case value;

// Evaluate branch feasibility;

// Check SAT(path constraints A ‘cond == succ‘);
UNSAT means the edge is infeasible;

if the branch edge is infeasible then

L return false;

else
// Add (cond=succ) to the solver.;
return true;

Note: res is sat, so the conditional ICFGEdge
[ICFGNode3 — ICFGNode4] is feasible.
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Example 4: Branches - Path Condition after Branch Evaluation

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

cond: Var8

suce: 1
::> BranchStmt: [Condition Var§]
addToSolver bril %cmp, label %if then, label %if.else
cond = succ
Tntral CFGNoded {Tun: main} ‘

TntralCFGNode3 {fun: main} ‘

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]
%add = add i32 %x, |

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (then branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode3 {fun: mainy
BranchStmt: [Unconditional branch]

BranchStmt: [Unconditional branch]
br label %if .end

i
TniralCFGNode6 {Tun: main}
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4d = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 4 A Var8 =1

PhiStmt: [Varl6 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode5])]

TntralCFGNode7 {fun: main}
%y.0 = phi 132 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <~ (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Varl7)]

TntralCFGNode9 {fun: main)
%emp2 = icmp uge i32 %y.0, %addl

ICFG

CalllCFGNode10 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]
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ObjVars (0x7£000005) NULL
ValVar4 0x7£000005
ValVar9 10
ValVari2 1

ValVar7 11

ValVar8 1
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Example 4: Branches - Binary Operator

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Var8 <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]

Tntral CFGNode3 {fun: main}
bril %cmp, label %if then, label %if.clse

/
Tntral CFGNoded {Tun: main}
|::> BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]
%add = add i32 %x,

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (then branch)

TntralCFGNodes {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

¥ i
Tntral CFGNode6 {fun: main}
br label %if end

TntralCFGNode7 {fun: main}
PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, [CFGNode3])]
%y.0 = phi 32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 varl2)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

ICFG

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

v
[ ]
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ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Vari2

- —-One Satisfying Model
ObjVars (0x7£000005)  Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7

ValVars

ValVaril

17




Example 4: Branches - Unconditional Branch

GloballCFGNode0

AddrStm: [Var9 <-- Var3] i32 10

AddrStmt: [Var2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Vars] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <-- (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]

TntralCFGNode3 {fun: main}
bril %cmp, label %if then, label %if.clse

}
BinaryOPStmt: [Varl | <— (Var7 opcodel3 varl2)]

-
TntralCFGNoded {Tun: main
%add = add i32 %x, |

'
TntralCFGNode6 {Tun: main} TntralCFGNodes {fun: main}
|::> BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]
br label %if.end

br label %if.end

PhiStmt: [Var16 <-- ([Varl1, ICFGNode6], [Var9, ICFGNode5])]

TniralCFGNode7 {fun: main}
%y.0 = phi 32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode3 varl2)]

TniralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

]
TntralCFGNode9 {fun: main}.
%emp2 = icmp uge i32 %y.0. %addl

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)
v
[ ]
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Algorithm 11: 3 handleIntra(intraEdge)

2 if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
4 L return false;

6 else
8 LhandleNonBranch(edge);

18



Example 4: Branches - PHI Statement and Operand

GlobalICFGNodeO
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt; [Varl2 <-- Var20] i32 1
AddrStmt: [Var4 <-- Var5] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 {fun: main}
%emp = icmp ugt 132 %x. 10

BranchStmt: [Condition Var8]
bril %cmp, label %if then, label %if else

TntralCFGNode3 {fun: main} ‘

BinaryOPStmt; [Varl | < (Var7 opcodel3 varl2)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}. TntralCFGNode3 {fun: main}.
br label %if.end br label %if end

TntralCFGNode7 {fun: main}
|::> PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if else]

BinaryOPStmt: [Var17 <-- (Var7 opcodel3 varl2)]

TntralCFGNode8 {fun: main}
Yoadd] = add i32 %x, |

CmpStmt: [Varl8 <-- (Var16 pred33 Varl7)]

¥
TntralCFGNode9 {fun: main}
%cmp? = icmp uge 32 %y.0, %add ]

L]
CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

Verifying ICFG path:0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (if.then branch)

Algorithm 12: 3 handlePhi (edge)

res < getZ3Expr(phi.getResID()); opINodeFound < false;
for i « 0 to phi.getOpVarNum() — 1 do
if edge.srcNode() postdominates phi.getOpICFGNode(i)
then
// Get def through the edge on current path
ope « getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);
opINodeFound < true;

Given Var16 < ([Var11, ICFGNode6], [Var9, ICFGNode5]),

only Var16 = Var11 holds as we traverse the if.then branch

from ICFGNode6, where Var11’s definition originates

edge.srcNode (): ICFGNode6
phi.getOpICFGNode (i): ICFGNode where i-th

phi operand’s definition (not necessary at immediate predecessor).

ICFGNode m postdominates n: if all paths to the graph’s exit

[ ] starting at n must go through m (a node postdominates itself).
¢ 19
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Example 4: Branches - PHI Operand

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (then branch)

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

TntralCFGNode7 {fun: main}
|::> PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

[ ]
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ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Vari2
ICFGNode 7 A Varil6 = Varil

One Satisfying Model-

ValVar9 Value: 10

ValVari2 Value: 1
ValVar7 Value: 11
ValVar8 Value: 1
ValVarii Value: 12
ValVari6 Value: 12




Example 4: Branches - Translate Binary Operator
GloballCFGNode0 Verifying ICFG path: 0 -1 —+2 -3 -4 —

AddrStmt: [Var9 <-- Var3] i32 10

St Voot o) o 6 — 7 — 8 — 9 — svf_assert (then branch)
FunEntryICFGNodel {fun: main} ICFG Node/Edge Constraints in the solver
’ S o e e VerS)] ‘ ICFGNode 0 Var9 = 10 A Vari2 = 1 A Vard = 0x7£000005
%cmp = icmp ugt i32 %x, 10
TR TCFONGICT (T T ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
BranchStmt: [Condition Var8]
br il %cmp, label %if.then, label %if else ICFGEdge 3 — 4 A Vars = 1
TniraICFGNoded {fan: main}
’ BinaryOPStmt: [Varl 1 <-- (Var7 opcode13 var12)] ‘ ICFGNode 4 A Varil = Var7 + Vari2
Yoadd = add 132 %x, 1
lmm[Cl-‘GNodg{fun: Ay TntralCFGNodes {Tun: mam} ICFGNode 7 A Varl6 = Varll
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]
br label %if.end br label %if.end |CFGNode 8 A Vari? = Var? 4+ Vari2

TntralCFGNode7 {fun: main}
PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [ Var9, ICFGNode5])]

%y.0 = phi i32 [%add. %if then], [10, %if.else] One Satistvine Model
————————————— ne Satisfying Model-------------
TntralCFGNode8 {fun: main} e

BinaryOPStmt: [Varl7 <-- (Var7 opcode 13 var12)] ValVar9 Value: 10

%add] = add i32 %x, | ValVari2 Value: 1
TntralCFGNode {fun: main} ValVar? Value: 11

CmpStmt: [Varl8 <-- (Varl6 pred35 Varl7)] ValVar8 Value: 1
Yecmp2 = icmp uge i32 %y.0, %add1 ValVarii Value: 12
CalliCRGNode 10 {Tan: main] ICFG ValVar16 Value: 12
call void svf_assert(il %cmp2) ValVari? Value: 12

21
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Example 4: Branches - Translate CmpStmt

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]

TntralCFGNode2 {fun: main}
ocmp = icmp ugt 132 %x. 10

BranchStm: [Condition Var8]

IntralCFGNode3 {fun: main}
bril %cmp, label %if then, label %if else

TntralCFGNoded {fun: mainy
BinaryOPStmt: [Varl 1 <-- (Var7 upwden varl2)]
Feadd = add i32 %x, |

Verifying ICFG path:0 -+ 1 —2 —+ 3 — 4 —

6 — 7 — 8 — 9 — svf_assert (then branch)

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

-
Tntral CFGNode6 {fun: main} Tntral CFGNode3 {fun: main}
br label %if.end br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

IntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if.then], [10, %if.clse]

BinaryOPStmt: [Var17 <-- (Var7 opcode13 varl2)]
1

Tntral CFGNodeS {fun: main}
%add] = add i32 %x.

TntralCFGNode {fun: main}
|::> CmpStmt: [Varl8 <-- (Varl6 pred33 Var17)]
%emp? = icmp uge 32 %y.0, %add 1

CalllCFGNode 0 {fun: main} ICFG
call void svf_assert(il %cmp2)

|

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1,0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Vari2
ICFGNode 7 A Var1l6 = Varil
ICFGNode 8 A Varl7 = Var7 + Varil2
ICFGNode 9 A _Var1l8 = ite(Var16 > Vari7,1,0)
= ~One Satisfying Model-—

ValVar9 o Value: 10

ValVari2 Value: 1

ValVar7 Value: 11

ValVar8 Value: 1

ValVariil Value: 12

ValVari6 Value: 12

ValVari?7 Value 12

ValVari8 Value: 1
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Example 4: Branches - Translate Assertion

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1

AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Var8 <-- (Var7 pred34 Var9)]

TntralCFGNode? {fun: main}
cmp = icmp ugt 132 %x. 10

BranchStm: [Condition Var8]

TntralCFGNode3 {Tun: main}
br il %cmp, label %if.then, label %if.else

BinaryOPStmt: [Varl 1 <-- (Var7 opcodel3 var12)]

TntralCFGNoded {fun: main}
%add = add i32 %x, |

Verifying ICFG path: 0 1 -2 -3 -4 —
6 — 7 — 8 — 9 — svf_assert (then branch)

TniralCFGNode3 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

-
Tntral CFGNode6 {fun: main}
br label %if.end

e

’ Tntral CFGNode7 {fun: main} ‘

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

Ttral CFGNode8 {fun: main}
%add] = add i32 %x, |

CmpStmt: [Varl8 <-- (Varl6 pred33 Var17)]
%emp? = icmp uge 32 %y.0, %add 1

v
CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

v
|

’ TntralCFGNode9 {Tun: main} ‘

COMP6131 Software Security Analysis 2026

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 4 A Var8 =1

ICFGNode 4 A Varll = Var7 + Vari2
ICFGNode 7 A Var1l6é = Varil

ICFGNode 8 A Varl7 = Var7 + Var12
ICFGNode 9 A Vari8 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Var18 = 0 (negation of the assert condition)

Solver yields UNSAT (i.e., no counter example),
Therefore, the assertion is verified




Example 4: Branches - Else Branch

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

’ Intral CEGNode2 {fun: main} ‘

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

cond: Var8
Tntral CFGNode4 {fun: main} succ: 0
BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 Evaluate

cond = succ

TntralCFGNode3 {fun: main),
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

)
TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Algorithm 13: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 14: handleBranch(intraEdge)

cond =...// Retrieve the branch/switch condition
variable;
succ =...// Edge’s successor condition/case value;

// Evaluate branch feasibility;

// Check SAT(path constraints A ‘cond
UNSAT means the edge is infeasible;
if the branch edge is infeasible then

L return false;

else

// Add (cond=succ) to the solver.;
return true;

= succ‘);
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Example 4: Branches - Check the Else Branch

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

cond: Var§
’ Tntral CFGNoded {Tun: main} ‘ suce:

BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
%add = add i32 %x, 1 Evaluate

cond = succ

Verifying ICFG path: 0 +1 -2 -3 -5 —
7 — 8 — 9 — svf_assert (else branch)

ICFG Node/Edge Constraints in the solver

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005

ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)

ICFGEdge 3 — 5

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

'
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]
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The constraint Var8 = 0 is evaluated to be SAT
The conditional ICFGEdge [ICFGNode3 — ICFGNode5]

s feasible.
————————————— One Satisfying Model-------------
ObjVars (0x7£000005) Value: NULL

ValVard Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVars Value: 0
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Example 4: Branches

Globall[CFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

TntralCFGNode3 {fun: main}
BranchStmt: [Condition Varg]
br il %cmp, label %if then, label %if else

cond: Var§
Tntral CFGNode4 {fun: main} succ: 0
BinaryOPStmt: [Varl1 <-- (Var7 opcodel3 var12)]
’ %add = add i32 %x. 1 ‘ addToSolver
cond = succ

BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

T
IntralCFGNode6 {fun: main} Intral CFGNode5 {fun: main}
br label %if .end br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]

)
TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

ICFG

CalllCFGNode [0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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Algorithm 15: 3 handleIntra(intraEdge)

if intraEdge.getCondition() &&
lhandleBranch(intraEdge) then
L return false;

else
| handleNonBranch(edge);

Algorithm 16: handleBranch(intraEdge)

cond =...// Retrieve the branch/switch condition
variable;
succ =...// Edge’s successor condition/case value;
// Evaluate branch feasibility;
// Check SAT(path constraints A ‘cond == succ‘);
UNSAT means the edge is infeasible;
if the branch edge is infeasible then
L return false;

else
// Add (cond=succ) to the solver.;
return true;
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Example 4: Branches - Query the Else Edge

Globall[CFGNode0
AddrStmt: [Var9 <-- Var3] i32 10

CmpStmt: [Varl8 <—- (Var16 pred35 Varl7)]
Yocmp2 = icmp uge i32 %y.0, %oadd1

AddrStmt: [Varl2 <-- Var20] i32 1 T .
e 22 Verifying ICFG path: 0 -1 -2 -3 -5 —
FunBntryICFGNodel {fun: main} 7 — 8 — 9 — svf_assert (else branch)
Tntral CFGNode2 { fun: main} ints i
ConpStime [VarS <o (Vor? pred34 Nar9)] ICFG Node/Edge Constraints in the solver
%cmp = iemp ugt 132 %x. 10
TRICFONoI Ty ICFGNode 0 Var9 = 10 A Varl2 = 1 A Var4 = 0x7£000005
BranchStmt: [Condition Var§] <):|
bril %cmp, label %if then, label %if.lse ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
cond'OVarS
IntralCFGNode4 {fun: main} succ: _
BinaryOPStmt: [Varl1 <-- (Var7 opeodel 3 var12)] ICFGEdge 3 — 5 A Var8 =0
%add = add i32 %x, 1 addToSolver
cond = succ
IntralCFGNode6 {fun: main} IntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch] | | commmmmee One Satisfying Model--------—- -
br label%lf.end\ br label %if.end ObjVars (0x7£000005) Vatue: NULL
TntralCEGNode7 {fun: main} ValVar4 Value: 0x7£000005
PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])] ValVar9 Value: 10
%y.0 = phi 132 [%add, %if then], [10, %if else] ValvVari2 Value: 1
TRtralCFGNode® {fun: main} Valvar? Value: 10
BinaryOPStmt: [Varl7 <-- (Var7 opcodel3 var12)] ValVar8 Value: 0
%add1 = add i32 %x, |
¥
’ TntralCFGNode9 {fun: main} ‘

CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(il %cmp2)

[ ]

27
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Example 4: Branches - Query the Else Edge

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 -5 —
7 — 8 — 9 — svf_assert (else branch)

ICFG Node/Edge Constraints in the solver

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch] BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

ICFGNode 0 Var9 = 10 A Var12 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)

ICFGEdge 3 — 5 A Var8 =0

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

br label %if.end

’ TntralCFGNode7 {fun: main}

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode [0 {fun: main}
call void svf_assert(i1 %cmp2)

‘ ICFG

[ ]
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ICFGNode 7 A Varl6é = Var9
————————————— One Satisfying Model-------------
ObjVarbs (0x7£000005)  Value: NULL
ValVar4d Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1
ValVar7 Value: 10
ValVars Value: 0
ValVari6 Value: 10
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Example 4: Branches

GloballCFGNode0
AddrStmt: [Var9 <-- Var3] i32 10
AddrStmt: [Varl2 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntryICFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: mainy
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
bril %cmp, label

oif then, label %if else

BinaryOPStmt: [Varl | < (Var7 opcodel3 varl2)]

Tntral CFGNoded {Tun: main}
eadd = add i32 %x, 1

Verifying ICFG path: 0 1 —+2 -3 -5 —

7 — 8 — 9 — svf_assert (else branch)

TntralCFGNode3 {fun: main)
BranchStmt: [Unconditional branch]
br label %if end

BranchStmt: [Unconditional branch]

'
Tntral CFGNode6 {fun: main}
br label %if.end

ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Vari2 = 1 A Vard = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9, 1, 0)
ICFGEdge 3 — 5 A Var8 =0

ICFGNode 7 A Var1l6é = Var9

ICFGNode 8 A Varl7 = Var7 + Vari2
ICFGNode 9 A Vari8 = ite(Var16 > Vari?7,1,0)

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 < (Var7 opcodel3 var12)]

TntralCFGNode8 {fun: main}
%add] = add 32 %x, |

TntralCFGNoded {fun: main)
CmpStmt: [Varl8 <-- (Varl6 pred35 Var17)]
Yecmp2 = icmp uge i32 %y.0, %add1

CalllCFGNode 0 {fun: main}
call void svf_assert(il %cmp2)

[ ]
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ObjVar5 (0x7£000005) Value: NULL

ValVar4 Value: 0x7£000005
ValVar9 Value: 10
ValVari2 Value: 1

ValVar7 Value: 10

ValVar8 Value: 0O

ValVari6 Value: 10
ValVari7 Value: 11
ValVaris Value: 0




Example 4: Branches - Else Branch Violates the Assertion

GloballCFGNode0

AddrStmt: [Var9 <-- Var3] i32 10

AddrStmt: [Var12 <-- Var20] i32 1
AddrStmt: [Vard <-- VarS] foo

FunEntrylCFGNodel {fun: main}

CmpStmt: [Varg <~ (Var7 pred34 Var9)]

Tntral CFGNode2 { fun: main}
%cmp = iemp ugt 132 %x. 10

BranchStmt: [Condition Varg]

TntralCFGNode3 {fun: main}
br il %cmp, label %if then, label %if else

BinaryOPStmt: [Varl | <-- (Var7 opcodel3 varl2)]

IntralCFGNode4 {fun: main}
Joadd = add i32 %x, 1

Verifying ICFG path: 0 -1 -2 -3 =5 —
7 — 8 — 9 — svf_assert (else branch)

TntralCFGNode5 {fun: main}
BranchStmt: [Unconditional branch]
br label %if.end

BranchStmt: [Unconditional branch]

i
TntralCFGNode6 {fun: main}.
br label %if.end

PhiStmt: [Var16 <-- ([Varl 1, ICFGNode6], [Var9, ICFGNode3])]

TntralCFGNode7 {fun: main}
%y.0 = phi i32 [%add, %if then], [10, %if.clse]

BinaryOPStmt: [Varl7 <-- (Var7 opcode13 var12)]

Tntral CFGNode8 {fun: main}
%add] = add 32 %x, 1

CmpStmt: [Varl8 <-- (Var16 pred35 Var17)]

TntralCFGNoded {fun: main)
Yecmp2 = icmp uge i32 %y.0, %add1

L]
CalllCFGNode [0 {fun: main} ICFG
call void svf_assert(i1 %cmp2)

2

[ ]
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ICFG Node/Edge Constraints in the solver
ICFGNode 0 Var9 = 10 A Varl2 = 1 A Var4 = 0x7£000005
ICFGNode 2 A Var8 = ite(Var7 > Var9,1,0)
ICFGEdge 3 — 5 A Var8 =0

ICFGNode 7 A Varl6é = Var9

ICFGNode 8 A Varl7 = Var7 + Vari12
ICFGNode 9 A Var18 = ite(Var16 > Vari7,1,0)
ICFGNode 10 A Varil8 = 0 (negation of the assert condition)

Solver yields SAT, a counterexample exists:
(Var16 = 10 A Var17 = 11).
The assertion is violated.




Calls, Returns and Calling Contexts

Interprocedural paths need contexi-sensitive expressions.

The same local variable in a callee can denote different symbolic values
under different callsites.

What changes from Part |?

The path condition @ is still accumulated as before, but each expression is now
keyed by both SVF variable ID and calling context «.

e
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1hs and rhs When Handling Calls/Returns

Let us see the example of 1hs and rhs variables for call and parameter passing
(i.e., CallPE and RetPE)

1| int foo(int x){ // CallPE: x = m; 1hs: x, rhs: m
2 int y = x;

3 return y;

4/}

5

6| main(){

7 int m = 0;

8 n = foo(m); // RetPE: n = y; lhs: n, ths : y
9}

Parameter passing is from actual parameter m at the callsite (Line 8) to formal
parameter x at the entry of foo. Return value passing is from return variable y in
foo to n at the callsite (Line 8).

e
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Why Context-Sensitive Expressions Matter

1|int id(int x) { * The same formal parameter x in id is
: ) return x; used by two different calls.
4 e Without calling context, formulas from
5| void main() { . . . .
6| int a = 1d(1); // calll different invocations may be mixed.
7| int b =1id(2); // call2 * With context sensitivity, each
8 assert(a != b); . . . .
ol } expression is identified by:
(callingCtx, NodelD)
Call context | Formula
[call] ([calli], x) =1
[call] ([calb], x) =2
| 33
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Calling Context Switching During Path Translation

call edge return edge
_— _—

caller context ¢ callee context ¢’ = c+callsite

When traversing | Context operation

Call edge pushCallingCtx(callsite)
Inside callee use context-sensitive getZ3Expr (NodeID)
Return edge popCallingCtx()

Why this matters

The same local variable in the same function may represent different symbolic

values under different callsites.

COMP6131 Software Security Analysis 2026

back to ¢
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Context-Sensitive getZ3Expr (NodeID)

® callingCtx: the current calling-context stack, represented as a sequence of
callsites (ICFGNodes) during path traversal

® pushCallingCtx (ICFGNodex) pushes a callsite onto the current context stack

® popCallingCtx() removes the top callsite from the current context stack

® getZ3Expr (NodeID) in Assignment-2 is context-sensitive, i.e., retrieving a Z3
expression based on the variable ID and current calling context.

e
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Context-Sensitive getZ3Expr (NodeID)

® callingCtx: the current calling-context stack, represented as a sequence of
callsites (ICFGNodes) during path traversal

® pushCallingCtx (ICFGNodex) pushes a callsite onto the current context stack

® popCallingCtx () removes the top callsite from the current context stack

® getZ3Expr (NodeID) in Assignment-2 is context-sensitive, i.e., retrieving a Z3
expression based on the variable ID and current calling context.
¢ Interprocedural context-sensitive variable copies:
® r=call f(...,q,...) f(...,p,...){... returnz}
e Context-insensitive Z3 formulap=q, r==z
¢ Context-sensitive Z3 formula (each expression corresponds to a pair)
([<],p) = ([c],a) (<], ) = ([¢'],z), where ¢’ = c + ICFGNode a1 ¢
(Assignment-2)
® Correctly use pushCallingCtx and popCallingCtx before getting an Z3
expression.

e
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Example 5: Interprocedural - Concrete vs Symbolic Execution

1| int foo(int p) {

2 return p;

3|}

4| int main(int argec) {

5 int x;

6 int y;

7| x = foo(3); //ctx:[l7]

8| y = foo(argc); //ctx:[lg]
9| svf_assert(y == argc);

0

10}

[¢7]1: calling context of foo at ¢7

[¢g]: calling context of foo at ¢g

e 36
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Example 5: Interprocedural - Concrete vs Symbolic Execution

Concrete Execution

1|int foo(int p) { (Concrete states)
2 return p;
31} - - One execution:
4 1n1? main(int argc argc 0
5 int x; . .
6 int y; push calling context (calling foo at ¢7)
7| x = foo(3); //ctx:[l7] P .3
8| y = foo(argc); //ctx:[{g] calling context pop (returning from foo at £2)
9| svf_assert(y == argc); X 3
10| } push calling context (calling foo at /)
[¢71: calling context of foo at £7 p 0
. op calling context (returning from foo ¢,
[¢g]: calling context of foo at /g P ; 'g 0 ( 9 )
| 36
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Example 5: Interprocedural - Concrete vs Symbolic Execution

Concrete Execution Symbolic Execution
1| int foo(int p) { (Concrete states) (Symbolic states)
2 return p;
31} e ) ¢ One execution:
; lnznrtna}l:.l nt arge argc : O argc . getZ3Expr(argc)
6 int yf push calling context (calling foo at ¢7) push abstract calling context (current ctx:[¢7])
7| x = foo(3); //ctx: [47] p 3 (tzp) = 3
8| vy = foo(argc); //ctx:[/g] calling context pop (returning from foo at £2) x . getZ3Expr ({[7],p))
9 svf_assert(y == argc); X 03 pop abstract calling context (current ctx:[ ])
100} push calling context (calling foo at £g) push abstract calling context (current ctx:[¢s])
[¢71: calling context of foo at ¢7 p 0 ([te],p) @ getZ3Expr(arge)
. lli text (returning from foo ¢, : tZ3E. ls],
[¢g]: calling context of foo at /g pop c& |n'g context (returning from foo 2) v g.e *pr ({[fs], p))
y .0 pop abstract calling context (current ctx:[ ])
| 36
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Example 5: Interprocedural - Concrete vs Symbolic Execution

Concrete Execution

1|int foo(int p) { (Concrete states)
2 return p;
31} e ) ¢ One execution:
4 1n1.: main(int argc argc S0
5 int x; . i
6 int y; push calling context (calling foo at ¢7)
7| x = foo(3); //ctx:[l7] P .3
8| y = foo(argc); //ctx:[{g] calling context pop (returning from foo at £2)
9| svf_assert(y == argc); X 3
10|} push calling context (calling foo at ¢g)
[¢71: calling context of foo at £7 p 0
pop calling context (returning from foo ¢)

[¢g]: calling context of foo at /g v S0

Checking non-existence of counterexamples:

Symbolic Execution
(Symbolic states)

argc getZ3Expr (argc)
push abstract calling context (current ctx:[¢7])
(tlp) @ 3
x getZ3Expr (([(7], p))

pop abstract calling context (current ctx:[ ])
push abstract calling context (current ctx:[¢g])

([te],p)
y

getZ3Expr (argc)
getZ3Expr ({[(s], p))

pop abstract calling context (current ctx:[ ])

P(ND) AD(N2) A p(N) A =9(Q)

Satisfiability

Counterexample

([tr],p) =3 Ax=([tr], p) A ([ls], p) =arge Ay =([¢r],p) Ay #arge

unsat

%)

foo’s argument p needs to be differentiated and renamed as ([¢-],p) and ([¢s], p) due to two calling contexts,

¢7] and [¢s] to mimic the runtime call stack which holds the local variable ﬁ
36
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Example 5: Interprocedural - Context Operations

SSE: : getZ3Expr(SVFVarID) in Assignment-2

¢ Obtain a Z3 expression from an SVFVarlD and the current calling context
callingCtx

® callingCtx is maintained per ICFG path by calling SSE: : pushCallingCtx
and SSE: :popCallingCtx When handling Cal1CFGEdge and RetCFGEdge.

z3::expr SSE::getZ3Expr(NodeID idx) const {
return z3Mgr->getZ3Expr(idx, callingCtx);

n

3|}

COMP6131 Software Security Analysis 2026
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Example 5: Interprocedural — Source and LLVM IR

int foo(int p) {
return p;
}
int main(int argc) {
int x;
int y;
x = foo(3);
y = foo(argc);
svf_assert(y == argc);

O © 0 N O O~ WD =

Source code

COMP6131 Software Security Analysis 2026

® N O W N =

©

1
12
13

define 132 @foo(i32 %p) #0 {

entry:
ret i32 Yp

}

define i32 @main(i32 Jargc) #0 {

entry:
%call = call i32 @foo(i32 3)
%calll = call i32 @foo(i32 %argc)
%cmp = icmp eq i32 %calll, %argc
call void @svf_assert(il zeroext %cmp)
ret i32 0

}

LLVM IR

38



Example 5: Interprocedural — Two Calls, One Callee

1| define i32 @foo(i32 %p) #0 {

2| entry:

3| ret i32 Y%p

40}

5

6| define i32 @main(i32 %argc) #0 {

7| entry:

8 %call = call i32 @foo(i32 3)

9| %calll = call i32 @foo(i32 %argc)
10| %cmp = icmp eq i32 %calll, Y%argc
11 call void @svf_assert(il zeroext %cmp)
12 ret i32 0

13[ }

LLVM IR
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GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
AddrStmt: [Var21 <-- Var3] i32 @
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %arge

|

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

]

ICFG

%

FunEntryICFGNodel {fun: foo}

TntralCFGNode2 {fun: foo}
t 132 %p

FunExitICFGNode3 {fun: foo},
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %p

0x146e3df80 | 0x146e3e040
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Example 5: Interprocedural - Initialize the Path Condition
Verifying ICFG path: 0 44 -5 —1—52 >3 —

ClobaTICraNoden 6 —>7—-1—-2—-3—8—9— svfassert
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 <-- Var3] i32 @ . .
::> Addrstmt: [Varl4 <-- Var3e] i32 3 ICFG Node/Edge Constraints in the solver
AddrStmt: [Var4 <-- Var5] swap

AddrStmt: [Var9 <-- Var10] main
Addrstmt: [Var18 <-- Var19] svf_assert ICFGNode 0 Var2l = 0 AVarld =3 A ...

FunEntryICFGNode4 {fun: main}

FunEntryICFGNodel {fun: foo}

\

CalllCFGNode5 {fun: mainy | /| isfying Model----——-—— -
CallPE: [Var7 <-- Var14] One Satisfying Model

#%eall = call 132 @foo(i32 3) l TntralCrGNode2 {fun: oo} ObjVars (0x7£000005) Value: NULL
0x146e3d80 ret 132 % ObjVar10 (0x7£00000a)  Value: NULL
ObjVar19 (0x7£000013)  Value: NULL

IntraICFGNoded {fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

T 1 FunExitICFGNode3 {fun: foo}
R;‘;LIPCEF:GNFVG::;T—"—' vm:r]sn]) Phistmt: [Var6 <-- ([Var7, ICFGNode2],)] ValVarO Value: NULL
%call = call i32 @foo(i32 3) ret i32 %p ValvVari Value: NULL
0x146e3d80 ] 0x146e3e040 ValVaroi Val .0
CallICFoNode7 {fun: main) a-var atue:
CallPE: [Var7 <-- Var12] ValVari4d Value: 3
Acall] = call 132 Stootise Norge) ValVar4 Value: 0x7£000005
X
ValVar9 Value: 0x7£00000e
RetICFGNode8 (Fun: main) ValVari8 Value: 0x7£00001d
RetPE: [Var15 <-- Var6]
%calll = call 132 @foo(i32 %argc)

The values of Z3 expressions for each SVFVar

ICFG after analyzing GlobalICFGNodeO

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

e

(use printExprValues ()

to print SVFVars and their values

40
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Example 5: Interprocedural — Call/Return Roadmap

GlobalICFGNode@
CopyStmt: [Varl <-- Varel ptr null -
Addrstmt: [Var2! <-- Var3] 132 0 Algorithm 17: 2 translatePath(path)
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStnt: [Var9 <~ Var10] main 2 fo_reach edge € path do
AddrStmt: [Var13 <-V- Var19] svf_assert 4 if IntraEdge < dyn_cast(IntraCFGEdge)(edge)
|::> FunEntryICFGNoded {fun: main} then
FunEntryICFGNodel {fun: f .
CaTITCFGNodeb (Fun® main) unEntryICFidet (fun: foo) 6 if handleIntra(IntraEdge) == false then
CallPE: [Var7 <-- Varl4] .
%call = call 32 @foo(i32 3) TntralcroNodez (fun: foo) 8 L return false;
0x146e3d780 ret i32 %p
] 10 else if CallEdge < dyn_cast(CallCFGEdge)(edge)
ReTTCFONodes TFanT mainy FUnExiTICFGNode3 {fun: foo) th
RetPE: [Varl3 <-- Varé] Phistmt: [Var6 <—; gg;a;L 1CFGNode2],)] en
B ret 132 %p .
e 1‘32 Hooi®? 3 OxT46e3d780 | 0Ox146e3e040 12 L handleCall(CallEdge);
CallicTONode? (fun: mainy 14 else if RetEdge < dyn_cast(RetCFGEdge)(edge)
%calll = call i32 @foo(i32 %argc) then
0x146e3e040
16 L handleRet(RetEdge);
RetICFGNode8 {fun: main}
‘ RetPE: [Varl5 <-- Var6] 18 else
Kealll = call 132 efool(132 Karge) 20 | assert(false &&"what other edges we have?");
TnEralCFoNoded (Fun: main} .
CmpStmt: [Vari6 <-- (Var15 pred32 Vari2)] 21 | returntrue;
%cmp = icmp eq 132 %calll, %argc
CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp)
v
I ]
41
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Example 5: Interprocedural - First Call Enters foo

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 18: handleCall(callEdge)

CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

// (1) For each CallPE lhs = rhs, retrieve and

IntraICFGNode2 {fun: foo}
P

Ox14603780 save the RHS expression ([c],rhs) in caller
-------------------------------------- context c.
RetICFoNode6 (rums main) —FunEXTEICFGNode3 (Fun: Too) ) )
’ RetPE: [Varl3 <-- Var6] Phistnt: [Var6 < 55‘2/3;; ICFGNode2],)] | 2 // (2) Call pushCallingCtx with the current
%icall = call 132 efoo(id? 3) d . .
coll tcall 17 2ol 146030780 | 0146632040 callsite ICFG node; this changes the context

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

from ¢ to ¢c’.

// (3) For each CallPE lhs = rhs, retrieve the
LHS expression ([c’],1hs) in callee context c’.
RetICFGNodes (fun: main} // (4) For each CallPE lhs = rhs, add

’ fcall} o GaLl 152 Gros(132 Harge) ([c], ths) = ([¢], 1hs) to the solver.

return true;

@

I

o

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i —
%cmp = icmp eq i32 %calll, %argc callEdge

IntraICFGNode9 {fun: main} ‘

CallICFoNode10 (fun: main} ‘ ICFG > retEdge

call void svf_assert(il %cmp)

[ ]

- _____________________________________________________________________________________|]
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Example 5: Interprocedural - Push Context for Second Call

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

Verifying ICFG path: 0 -4 -5 1 -2 — 3 —

6—+7—-1—-2—-3—>8—9— svfassert

ain
] CallPE: [Var7 <-- Varl4]
d %call = call i32 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %
0xT46e3780 T 0xT46e3¢040

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

CallICFGNode3|

Calling Context

RetPE: [Var15 <-- Var6]

#calll = call 13i @foo(i32 %arge) After processing the call edge
R e o) ‘ CallICFGNode5 — FunEntryICFGNodel

‘ RetICFGNode8 {fun: main}

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i e
%cmp = icmp eq i32 %calll, %argc callEdge

S
CallICFGNode10 (Fun: main} ICFG retEdge
call void svf_assert(il %cmp)
2
[ ]
—— 43
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Example 5: Interprocedural - Bind Formal/Actual Parameters

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 19: handleCall(callEdge)

CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

// (1) For each CallPE lhs = rhs, retrieve and
save the RHS expression ([c],rhs) in caller

IntraICFGNode2 {fun: foo}
P

0x146e3df80
...................................... ] context c.
’ R;;tIPCEF_GNE,vd:fu{TN vm:r]s"]} Pm’Stth:uHEvaalrtGIC<FfG—N°<dEev3ar(7f,unI:CFfG°rfo}de2],)] 2 // (2) Call pushCallingCtx with the current
Heall = call 132 €foo(i32 3) A TR e e ) callsite ICFG node; this changes the context

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

from ¢ to ¢c’.

// (3) For each CallPE lhs = rhs, retrieve the
LHS expression ([c’],1hs) in callee context c’. ;
’ RetICFGNodes (fun: main} // (4) For each CallPE lhs = rhs, add

@

I

RetPE: [Varl15 <-- Var6] . ’
%calll = call 132 efoo(i32 %arge) ([c], rhs) = ([c'],1hs) to the solver.
return true;

o

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

i —
%cmp = icmp eq i32 %calll, %argc callEdge

ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

2
[ ]

- _____________________________________________________________________________________|]
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Example 5: Interprocedural - Entering into the Callee
Verifying ICFG path: 0 -4 -5 1 -2 -3 —

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var2l <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Vard <-- Var5] swap
Addrstmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNoded {fun:

CallICFGNodeb (fun: main}
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3)

0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 (fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %argc)

TntralCFGNoded {fun: main)

%emp = icmp eq i32 %calll, %arge

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

|

TntralCFGNode2 {fun: foo)
132 %

FUNExitICFGNode3 {fun: fooY
Phistmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %p

0x146e3d780 | 0x146€3e040

——> callEdge

6—>7—-1—-2—-3—8—9— svfassert

ICFG Node/Edge

Constraints in the solver

ICFGNode 0

ICFGNode 5

A ([ICFGNode5], Var7) = ([], Var14)

Var21 = 0 AVarld =3 A ...

ObjVar5s (0x7£000005)
ObjVar10 (0x7£00000a)
ObjVar19 (0x7£000013)
ValVarO
ValVari
ValVar21i
ValVari4
ValVard
ValVar9
ValVari8
ValVar7

Value: NULL
Value:
Value:

: 0x7£000005
: 0x7£00000e
: 0x7£00001d
3

CallICFGNode1@ {fun: main} ICFG > retEdge
‘ call void svf_assert(il %cmp) ‘ - - - .
[ ] Note: The satisfying-model table is printed under
the calling context [Cal1ICFGNode5]
_______________________________________________________________________________| 45
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Example 5: Interprocedural - Returning to Caller

GlobalICFGNoded
CopyStmt: [Varl <-- Var@l ptr null
AddrStmt: [Var21 Var3] i32 @

AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main

AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun:

foo}

IntralCFGNode2 {fun:

0x1463df80

132 %p

oo}

| &=

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

PhiStmt:
ret i32 %

FunExitICFGNode3 {fun: 3
[Varé <-- ([Var7, ICFGNode2],)]

foo.

0x146€3d780 I

0x146€3e040

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt :
%emp =

icmp eq 132 %calll, %argc

[Var16 <-- (Var15 pred32 Var12)]

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

‘ ICFG

]
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Verifying ICFG path: 0 44 -5 —1—-52 >3 —
6—-7—-1—-2—-3—8—9— svfassert

ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural - PHI as the Collection of Returns

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x1463df80

TntralCFGNode2 (fun: foo)
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3d780 I 0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)
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Algorithm 20: 3 handlePhi (edge)

1 res < getZ3Expr(phi.getResID());

2 opINodeFound <— false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4 if edge.srcNode() == phi.getOpICFGNode(i) then
ope < getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);

opINodeFound < true;

N o a

47



Example 5: Interprocedural - Path Conditions After Return
Verifying ICFG path: 0 44 -5 —+1—52 -3 —

GlobalICFGNoded 6—>7—-1—-2—-3—8—9— svfassert

CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 @

Addrstmt: [Varld <- Var3o] i32 3 ICFG Node/Edge Constraints in the solver
Addrstmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main ICFGNode 0 Var2l =0 AVari4d =3 A ...
AddrStmt: [Vari8 <-- Var19] svf_assert
T~ ICFGNode 5 A ([ICFGNodeS], Var7) = ([], Var14)
FunEntryICFGNodel {fun: f
Yy e e f unEntryICFeNodet {fun: foo} ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], VarT)
CallPE: [Var7 <-- Var14]
%call = call 32 @foo(i32 3) TntralCFGNode2 (fun: foo}
0x146e3df80 ret 132 %p
fffffffffffff One Satisfying Model-------------
Tl FUNExitICFGNode3 (fun: foo} 5 .
R;ettIIfEF'GNEJ‘/d::S(T'n: ‘;"::6"]) Phistnt: Tvors <~ (Lvar? . Tcronade2],)] ObjVars (0x7£000005) Value: NULL
scall = call 32 @foo(i32 3) ret i32 %p ObjVar10 (0x7£00000a)  Value: NULL
0x146e3df80 I @x146e3e040 ObjVar19 (0x7£000013) Value: NULL
CallICFGNode7 {fun: main} .
CallPE: [Var7 <-- Var12] ValVar0 Value: NULL
%calll = call i32 @foo(i32 %argc) ValVari Value: NULL
0x146e3e040 ValVar21 Value: O
S 3 ValvVari4 Value: 3
RetICFGNode8 {fun: main
‘ RetPE: [Varl5 <-- Var6] ValVar4 Value: 0x7£000005
#calll = call i32 @foo(i32 %argc) ValVar9 Value: 0x7£00000e
TR R T ValvVari8 Value: 0x7£00001d
ntralCFGNode9 (fun: main
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ValVar7 Value: 3
%cmp = icmp eq i32 %calll, %argc ValVar6 Value: 3

CallICFGNode10 {fun: main} ICFG
call void svf_assert(il %cmp)

]

Note: The satisfying-model table is printed under

48
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Example 5: Interprocedural - Bind Formal/Actual Return

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

Algorithm 21: handleRet (retEdge)

// (1) For each RetPE lhs = rhs, retrieve and
save the RHS expression ([c/],rhs) in callee
context c’.

2 // (2) Call popCallingCtx() to restore caller
FunExiEICFGNode3 (Fu

PhiStmt: [Varé <-- ([Var7, ICFGNodeZ] M | context c.

TR 1]32 B i3 // (3) For each RetPE lhs = rhs, retrieve the LHS
i expression ([c],1hs) in caller context c.

// (4) Add ([c'],rhs) = ([c],1hs) to the solver.

return true;

Note:retPE.getRHSVarID() returns ValVar6
getZ3Expr(ValVar6) binds ValVar6 with the current

v
FunEntryICFGNode4 {fun: main}

FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)
0x146e3df80

IntraICFGNode2 {fun: foo}
P

@

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

I

o

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

oo FRTCROdey T malny callingCtx [ICFGNode5] and returns the Z3 expression
P e = ey e 435 Healirs Harge ‘ ——> calldge ([ICFGNode5], Var6)
CallICFGNode1@ {fun: main}

‘ ICFG —> retEdge

call void svf_assert(il %cmp)
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Example 5: Interprocedural - Context Switch for Return Value

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
Addrstmt: [Var1g <-- Var19] svf_assert

FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

l IntraICFGNode2 {fun: foo}
i P

FUnEXitICFGNode3 {fu:

RetICFGNode6 {fun: main}

foo}
ICFGNode21,)]

|::> RetPE: [Vari3 <-- Vare] Phistmt: [Var6 <-- ([Var7, :
H #call = call i32 @foo(i32 3) ret 132 %p H
0x146e3df80 | 0x146¢3¢040 :

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari2]
%calll = call i32 @foo(i32 %argc)
0x146e3¢040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
#calll = call i32 @foo(i32 %argc)

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

TntralCFGNoded (fun: main}
%cmp = icmp eq i32 %calll, %argc

—— > callEdge
—> retEdge

ICFG

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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n

@

>

Algorithm 22: handleRet (retEdge)

// (1) For each RetPE lhs = rhs, retrieve and

save the RHS expression ([c/],rhs) in callee context

c’.

// (2) Call popCallingCtx() to restore caller

context c.

// (3) For each RetPE lhs = rhs, retrieve the LHS
expression ([c],1hs) in caller context c.

// (4) Add ([c'],rhs) = ([c],1hs) to the solver.
return true;

pop out
popCallingCtx()

alling Context

(CallICFGNode5,

After processing the return edge
FunExitICFGNode3 — RetICFGNode6
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Example 5: Interprocedural - Adding Return Equation to Solver

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

FunEntryICFGNodel {fun: foo}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

Algorithm 23: handleRet (retEdge)

TnEralCFoNode2 (Fun: oo} -
0x14623dF80 3 1 // (1) For each RetPE lhs = rhs, retrieve and
save the RHS expression ([c’],rhs) in callee context
ReTTCFaNodes Tham maty FunExiEICFGNode3 (Fun: fool : s
RetPE: [Varl3 <-- Var6] PhiStmt: [Varé <-- ([Var7, ICFGNode2],)] | : c.
i t 132 % H 5
call i32 efoo(i32 3) e ‘] b i2 // (2) Call popCallingCtx() to restore caller
CallICFGNode7 (fun: main) context c.
CallPE: [Var7 <-- Vari2] )
%calll = call 132 @foo(i32 %arge) 3 // (3) For each RetPE lhs = rhs, retrieve the LHS
#x146e3c04 expression ([c],1hs) in caller context c.
4 // (4) Add ([c'],rhs) = ([c],1hs) to the solver.

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

5 return true;

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

———> callEdge
ICFG —> retEdge

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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Example 5: Interprocedural - Handling the Second Call

GlobalICFGNoded
CopyStmt: [Varl <-- Var0] ptr null
Addrstmt: [Var2l <-- Var3] i32 0
AddrStmt: [Varid <-- Var30] i32 3

Verifying ICFG path: 0 -4 -5 -1 52 >3 —

6—>7—-1—-2—-3—8—9— svfassert

AddrStmt: [Vard <-- Var5] swap
Addrstmt: [Var9 <-- Var10] main ICFG Node/Edge Constraints in the solver
AddrStmt: [Vari8 <-- Var19] svf_assert
FunEntryICFGNode4 {fun: main} ICFGNode 0 Var2t =0 AVarld =3 A ...
FunEntryICFGNode1 {fun: foo}
CallICFGNode5 {fun: main} j_' ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
CallPE: [Var7 <-- Var14]
%call = call i32 @foo(i32 3) IntraICFGNode2 {fun: foo} —
ol 1 ok l s ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], VarT)
) ICFGNode 6 A ([],Var13) = ([ICFGNodeS], Var6)
RetICFGNode6 {ful ainy FUnExitICFGNode3 {fun: foo} H
RetPE: [Varl3 <-- Var] PhiStmt: [Varé <-- ([Var7, ICFGNode21,)] |}
%call = call i32 @foo(i32 3) ret 132 % H
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 0x146e3df80 [ 0x146e3e040 | One Satisfyi Model.
- I ne Satisfying Model------—-------
CallICFGNode/ {fun: main}
CallPE: [Var7 <-- Vari2] ObjVar5 (0x7£000005) Value: NULL
Bl = call 132 0foo(is) derge) O0bjVari0 (0x7£00000a)  Value: NULL
ObjVar19 (0x7£000013) Value: NULL
RetICFGNode8 {fun: main} ValVar0 Value: NULL
RetPE: [Var15 <-- Var6] ValVari Value: NULL
%calll = call 132 @foo(i32 %arge) ValVar2i Value: 0
TntralCFoNoded {fun: main} ValVarid Value: 3
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] > callEdge ValVard Value: 0x7£000005
%cmp = icmp eq i32 %calll, %argc
[ ValVar9 : 0x7£00000e
e
CallICFGNodel@ {fun: main} ICFG retEdge ValVaris 0x7£00001d
call void svf_assert(il %cmp) ValVaris L3
[ ]
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Example 5: Interprocedural - Pushing Calling Context

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

IntraICFGNode2 {fun: foo}
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

: CallICFoNode7 (fun: ma
: CallPE: [Var7 <-- Vari2]
H %calll = call 132 @foo(i32 %argc)

0x146e3e040

main}
RetPE: [Varl5 <-- Var

RetICFGNoded {fui
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

%cmp = icmp eq i32 %calll, %argc

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

———> callEdge

—> retEdge

[t

@

»

o

Algorithm 24: handleCall(callEdge)

// (1) For each CallPE lhs = rhs, retrieve and
save the RHS expression ([c],rhs) in caller
context c.

// (2) Call pushCallingCtx with the current
callsite ICFG node; this changes the context
from ¢ to ¢c’.

// (3) For each CallPE lhs = rhs, retrieve the
LHS expression ([c’],1hs) in callee context c’.
// (4) For each CallPE lhs = rhs, add
([c], ths) = ([c/], 1hs) to the solver.

return true;
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Example 5: Interprocedural - Pushing Calling Context

GIobalICFGNoded
CopyStmt: [Varl <-- Vard] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Varl4]
%call = call 132 @foo(i32 3)
0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

| CallICFGNode7 {fi

CallPE: [Var7 <-- Var12]

%calll = call i32 @foo(i32 %argc)
0x146e3e040

RetPE: [Var15 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

IntraICFGNode9 {fun: main} ‘

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3d780 I 0x146e3e040

ICFG

——> callEdge

—> retEdge

Verifying ICFG path: 0 44 -5 —+1—-2 3 —
6—+7—1—-2—-3—8—9— svf_assert

CallICFGNodc7]

Calling Context

After processing the call edge
CallCFGNode7 — FunEntryICFGNode
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Example 5: Interprocedural - Retrieve Var under Callee Context

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

IntraICFGNode2 {fun: foo}
P

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
call i32 @foo(i32 3)

%call

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

: CallICFoNode7 (fun: ma
: CallPE: [Var7 <-- Vari2]
H %calll = call 132 @foo(i32 %argc)

0x146e3e040

RetPE: [Var15 <-- Var6

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

‘ ———> callEdge

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)

‘ ICFG —> retEdge
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Algorithm 25: handleCall(callEdge)

// (1) For each CallPE lhs = rhs, retrieve and
save the RHS expression ([c],rhs) in caller
context c.
// (2) Call pushCallingCtx with the current
callsite ICFG node; this changes the context
from ¢ to c’.
// (3) For each CallPE lhs = rhs, retrieve the
LHS expression ([c’],1hs) in callee context c’.
// (4) For each CallPE lhs = rhs,
([c]. rhs) = ([¢/], 1hs) to the solver.
return true;

add
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Verifying ICFG path: 0 4 -5 —-1—-52 >3 —
6—>7—-1—-52—-3—8—9— svf_assert

Example 5: Interprocedural

GlobalICFGNoded o
CopyStmt: [Varl <-- Var0] ptr null ICFG Node/Edge Constraints in the solver
Addrstmt: [Var21 <-- Var3] i32 @
AddrStmt: [Varid <-- Var3o] i32 3 ICFGNode 0 Var21 =0 AVarid =3 A ...
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
Addrstmt: [Var18 <-- Var19] svf_assert ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
¥
FunEntryICFGNoded {fun: main}  jreeesnsteesssseesssieesssiiesssiiossiieesoooosos . ICFGNode 3 A ([ICFGNodes), Var6) = ([ICFGNodeS], Var7)
FunEntryICFGNodel {fun: foo} :
CallICFGNodeb (fun: main} _
CallPE: [var? <- vari4i ICFGNode 6 A ([], Var13) = ([ICFGNode5], Var6)
%call = call 132 @foo(i32 3) TntralCrGNode2 (fun: foo}
0x146e3d780 P ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
ReTICFGNode6 (Fun: mainy FUnEXitICFGNode3 (fun: foo)
RetPE: [Varl3 <-- Var6] PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)] " X
%call = call 132 @foo(i32 3) L N N One Satisfying Model---------- —
___________________________________________ 0x146e3d780 [ Oxi46e3e040
CallICFGNode7 (fun: main} .
CallPE: [Var7 <-- Vari2] ValVar21 Value: 0
#%calll = call i32 @foo(i32 %argc) ValVarid Value: 3
0x146e3¢040
s 7 ValvVari3 Value 3
g ode8 {fun: main
RetPE: [Varl5 <-- Var6] ValVari2 Value: 0O
%calll = call 32 @foo(i32 %arge) ValVar7 Value: 0
TntralCrGNoded (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] > callEdge

%cmp = icmp eq 132 %calll, %arge

CallICFGNodel0 {fun: main}
call void svf_assert(il %cmp)

‘ ICFG —> retEdge
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Note: SVFVars and their values in table are under
the calling context [Cal1ICFGNode7].

ValVar12 is uninitialized, thus evaluated as 0.
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Example 5: Interprocedural - Handling Return

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x1463df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€32040

RetPE: [Vari5 <-- Var6]

RetICFGNode8 {fun: main}
%calll = call i32 @foo(i32 %arge)

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

|

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)

]
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ICFG

FunEntryICFGNodel {fun:

foo}

TntralCFGNode2 (fun:
132 %p

oo}

| &=

FunExitICFGNode3 {fun:
PhiStmt:
ret i32 %

foo.

3}
[Varé <-- ([Var7, ICFGNode2],)]

0x146€3d780 I

0x146€3e040

Verifying ICFG path: 0 -4 +5—+1—+2 >3 —

6—-7—-1—-2—-3—8—9— svfassert
ret 132 Y%p instruction.
Nothing needs to be done.
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Example 5: Interprocedural - Handling Return at PHI

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 Var3] i32 @
AddrStmt: [Varl4 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

¥
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

FunEntryICFGNodel {fun: foo}

0x1463df80

TntralCFGNode2 (fun: foo)
132 %p

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

FUNEXitICFGNode3 {fun: foo}
PhiStmt: [Var6 <-- ([Var7, ICFGNode2],)]
ret i32 %

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146€3d780 I 0x146€3e040

0x146€32040

RetICFGNode8 {fun: main}
RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %arge)

IntraICFGNode9 {fun: main}

CmpStmt: [Var16 <-- (Var15 pred32 Var12)]

%cmp = icmp eq i32 %calll, %argc

CallICFGNode1® {fun: main}
call void svf_assert(il %cmp)
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Algorithm 26: 3 handlePhi (edge)

1 res < getZ3Expr(phi.getResID());

2 opINodeFound <— false;

3 for i < 0 to phi.getOpVarNum() — 1 do

4 if edge.srcNode() == phi.getOpICFGNode(i) then
ope < getZ3Expr(phi.getOpVar(i).getId());
addToSolver(res == ope);

opINodeFound < true;

N o a
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Example 5. |nterpr0cedura| Verifying ICFG path: 0 44 -5 —+1—52 —»3 —

6—+7—1—-2—3—8—9— svfassert

GlobalICFGNoded ICFG Node/Edge Constraints in the solver
CopyStmt: [Varl <-- Var@] ptr null

AddrStmt: [Var21 <-- Var3] i32 0 = =
Addrstmt: [Varl4 <-- Var3o] i32 3 ICFGNode 0 Var2l SO AVarid =38 A...
AddrStmt: [Vard <-- Var5] swap
AddrStmt: [Var9 <-- Var1@] main ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
AddrStmt: [Var8 <-- Var19] svf_assert
FunEntryICFGNosed (fun: main) ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
FunEntryICFGNodel {fun: foo} _
CallICFGNode5 {fun: main) f ICFGNode 6 A ([],Var13) = ([ICFGNode5], Var6)
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3) TntralCrGNode2 {fun: oo} ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
0x146e3df80 ret i32 %p
ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
RetICFoNodes [Fun: mainy FUnEx1tICFGNode3 (fun: foo}
RetPE: [Vari3 <-- Var6] PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
%call = call i32 @foo(i32 3) ret i32 %
0x146e3d80 I 0x146e3€040 One Satisfying Model--------- _
CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12] s
%calll = call i32 @foo(i32 %arge) ValVar21i Value: 0
0x146e32040 ValVari4 Value: 3
RetICFGNode8 {fun: main} T
RetPE: [Var15 <-- Var6] ValVari3 Value: 3
%calll = call 132 @foo(i32 %arge) ValVari2 Value: O
TntralCFGNode9 (fun: main} ValVar? Value: 0
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ValVar6 Value: O
%cmp = icmp eq i32 %calll, %arge

¥
CallICFGNode10 {fun: main} ICFG

call void svf_assert(il %cmp)

[ ] Note: SVFVars and their values in table are under

the calling context [Cal1ICFGNode7].
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Example 5: Interprocedural - Retrieve Var under Callee Context

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetPE: [Var13 <-- Var6]

RetICFGNode6 {fun: main}
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)

0x146e3040
RetICFGNode8 {fun: main}
I::> RetPE: [Var15 <-- Var6]
: #calll = call 32 @foo(i32 %arge)

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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FunEntryICFGNodel {fun: foo}

IntraICFGNode2 {fun: foo}
P

FUnEx1 tICFGNode3 (fun: foo} :
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]

ret 32 %p

0xT46e3d780 | 0x146e3e040 H

———> callEdge

ICFG —> retEdge

Algorithm 27: handleRet (retEdge)

// (1) For each RetPE lhs = rhs, retrieve and
save the RHS expression ([c/],rhs) in callee
context c’.

// (2) Call popCallingCtx() to restore caller

context c.

// (3) For each RetPE lhs = rhs, retrieve the LHS

expression ([c],1hs) in caller context c.

// (4) Add ([c'],rhs) = ([c],1hs) to the solver.
return true;

Note:retPE.getRHSVarID() returns ValVar6
getZ3Expr(ValVar6) binds Valvar6 with the current
callingCtx [ICFGNode7] and returns the Z3 expression for
([ICFGNode7], Var6)
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Example 5: Interprocedural - Pop Calling Context

Algorithm 28: handleRet (retEdge)

GlobalICFGNode®

CopyStmt: [Varl <-- Var@] ptr null 1 // (1) For each RetPE lhs = rhs, retrieve and
AddrStmt: [Var21 <-- Var3] i32 @ : s

Addrtmt: [var1d < Var3o) 132 3 save the RHS expression ([c/],rhs) in callee context
AddrStmt: [Var4 <-- Var5] swap c’

AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

// (2) Call popCallingCtx() to restore caller

FunEntryICFGNode4 {fun: main} context ¢
FunEntryICFGNodel {fun: foo}

S

CallICFGNode5 (fun: main} 3 // (3) For each RetPE lhs = rhs, retrieve the LHS
CallPE: [Var7 <-- Vari14] . .
#call = call 132 @foo(i32 3) TntralCrGNode2 (fun: foo} expression ([c],1hs) in caller context c.
t 132 %
0x146e3df80 il .4 // (4) Add ([c/],rhs) = ([c],1hs) to the solver.

5 return true;

FunExitICFGNode3 {fus

foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)] | !
ret i32 % :
0x146e3df80 I 0x146e3e040 H pop out

pommmmeeet popCallingCtx()

RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

’ RetICFGNode6 {fun: main}

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

H RetICFGNode8 {fun: main}
1 RetPE: [Var15 <-- Var6]
H %calll = call i32 @foo(i32 %argc)
TntralCFGNoded (fun: main} alling Context
CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ——> callEdge

%cmp = icmp eq 132 %calll, %argc
ICFG ~ ——> retEdge
After processing the return edge

FunExitICFGNode3 — RetICFGNode8

]
CallICFGNode10 (fun: main}
call void svf_assert(il %cmp)
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Example 5: Interprocedural - Retrieve Var under Caller Context

GIobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
AddrStmt: [Var21 <-- Var3] i32 0
Addrstmt: [Varld <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Var18 <-- Var19] svf_assert

v
FunEntryICFGNode4 {fun: main}

CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14]
%call = call 132 @foo(i32 3)

0x146e3df80

RetICFGNode6 {fun: main}
RetPE: [Var13 <-- Var6]
%call = call i32 @foo(i32 3)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12]
%calll = call i32 @foo(i32 %argc)

0x146e3e040

RetICFGNode8 {fun: main}
RetPE: [Var15 <-- Var6]
%calll = call i32 @foo(i32 %arge)

FunEntryICFGNodel {fun: foo}

Algorithm 29: handleRet (retEdge)

IntraICFGNode2 {fun: foo}
P

FUNEXitICFGNode3 (fun: foo}
PhiStmt: [Varé <-- ([Var7, ICFGNode2],)]
ret i32 %

0x146e3df80 | 0x146e3e040

TntralCFGNoded (fun: main}
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

CallICFGNode10 {fun: main}
call void svf_assert(il %cmp)
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ICFG

———> callEdge
—> retEdge

[N

@

I

// (1) For each RetPE lhs =

save the RHS expression ([c

c’.

// (2) Call popCallingCtx() to restore caller

context c.

// (3) For each RetPE lhs = rhs, retrieve the LHS
expression ([c],1hs) in caller context c.

// (4) Add ([c'],rhs) = ([c],1hs) to the solver.
return true;

rhs, retrieve and
,rhs) in callee context
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Example 5: Interprocedural Verifying ICFGpath: 0 >4 -5 5152 53 —

6 +7—+1—-2—3—-8—9— svfassert

GlobalICFGNoded
CopyStmt: [Varl <-- Var@] ptr null
Addrstmt: [Var21 <-- Var3] i32 @ ICFG Node/Edge Constraints in the solver
AddrStmt: [Var14 <-- Var3e] i32 3
AddrStmt: [Var4 <-- Var5] swap
AddrStmt: [Var9 <-- Var10] main ICFGNode 0 Var2l =0 AVari4d =3 A ...
AddrStmt: [Var18 <-- Var19] svf_assert
ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} —
CaTTTCFGNodes (Fun: main] ICFGNode 3 A ([ICFGNode5], Var6) = ([ICFGNode5], Var7)
CallPE: [Var7 <-- Varl14]
%call = call 132 @foo(i32 3) IntralCFGNode2 {fun: foo} ICFGNode 6 A ([],Var13) = ([ICFGNode5], Var6)
0x146e3d780 ret 132 %p
' ICFGNode 7 A ([ICFGNode7], Var7) = ([], Vari2)
RetICFGNode6 (Fun: main) — FUnEXitICFGNode3 {fun: foo) :
RetPE: [Varl3 <-- Var6] Phistmt: [Varé <-- ([Var7, ICFGNode2],)] | ! ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)
%call = call i32 @foo(i32 3) ST ret i32 %"e e :
] x14be I x14be5e : ICFGNode 8 A {([],Var15) = ([ICFGNode7], Var6)
CallICFGNode7 {fun: main} PR

CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)

0x146e3¢040 3
N One Satisfying Model---------- ===
: RetICFGNode8 {fun: main} : s
I::> RetPE: [Varl5 <-- Var6] : ValvVar21 Value: 0
H %calll all 132 @foo(i32 %argc) ValVarid Value: 3
TntralCFGNoded {fun: main} e
CmpStmt: [Var16 <-- (Varl5 pred32 Var12)] > callEdge ValVar13 Value: 3
%cmp = icmp eq 132 %calll, %arge
] ValVari2 Value: O
CalTICFGNode10 (fun: main) ICFG retEdge ValVarib Value: 0
call void svf_assert(il %cmp)
2
[ ]
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Example 5: Interprocedural
Verifying ICFG path: 0 -4 -5 —+1—52 >3 —

GlobalICFGNoded
Copystt: [Varl <-- Varo] per null 6 —+7—+1—-2—-3—8—9— svfassert
AddrStmt: [Var2l <-- Var3] i32 0
AddrStmt: [Varl4 <-- Var30] i32 3
Addrstmt: [Var4 <-- Var5] swap ICFG Node/Edge Constraints in the solver

AddrStmt: [Var9 <-- Var10] main
AddrStmt: [Var18 <-- Var19] svf_assert

[] ICFGNode 0 Var21 = 0AVarid =3 A ...
FunEntryICFGNode4 {fun: main}

¥ FunEntryICFGNodel {fun: foo} ICFGNode 5 A ([ICFGNode5], Var7) = ([], Var14)
i i .
ucall = call 132 @foo(i32 3) l IntraICFGNod_eZ Tfun: Fool ICFGNode 3 A ([ICFGcheS].VarS) = <[ICFGNode5].Var7)
e et 'fz i ICFGNode 6 A ([], Var13) = ([ICFGNodeS], Varé)
‘ RetICFGNode6 {fun: main} FunExitICFGNode3 {fun: foo)

RetPE: [Varl3 <-- Vars] Phistnt: [Varé <-- ([Var7, ICFGNode2],)] ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
%call = call i32 @foo(i32 3) ret i32 %p
0x146e3d780 | 0x146e3040 ICFGNode 3 A ([ICFGNode7], Var6) = ([ICFGNode7], Var7)

CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Var12]
%calll = call i32 @foo(i32 %argc)
0x146e3e040

ICFGNode 8 A {[], Var15) = ([ICFGNode7], Var6)

ICFGNode 9 A Vari6 = ite(Var1s = Vari2,1,0)

RetPE: [Varl5 <-- Var6]
%calll = call i32 @foo(i32 %argc)

‘ RetICFGNode8 {fun: main}

=

TntralCFGNoded {fun: main) ‘ .

CmpStmt: [Var16 <-- (Var15 pred32 Var12)] ValVari3 Value: 3
%emp = icmp eq i32 %calll, %arge ValVari2 Value: 0
7 :
CallICFGNodel0 {fun: main} ICFG ValVarib Value: 0
call void svf_assert(il %cmp) ValVari6é Value: 1

[ ]
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Example 5: Interprocedural - Assertion Violated

TntralCFGNode9 (fun: main}
CmpStmt: [Var16 <-- (Var15 pred32 Var12)]
%cmp = icmp eq i32 %calll, %argc

GlobalICFGNoded e .
CopyStmt: [Varl <-- Var@] ptr null Ver|fylng ICFG path 0—+4—-5-1-52-3—
AddrStmt: [Var21 var3] i32 0
AddrStmt: [Varld <-- Var30] i32 3
Addrstmt: [Vard <-- Var5] swap 6—+7—-1—-2—-23—-8—>9— svfassert
Addrstmt: [Var9 <-- Var1@] main
AddrStmt: [Vari8 <-- Var19] svf. t L
rstnt: [Var <V ar19] svfasser ICFG Node/Edge Constraints in the solver
FunEntryICFGNode4 {fun: main}
FunEntryICFGNodel {fun: foo} ICFGNode 0 Var21 = 0AVarld =3 A ...
CallICFGNode5 {fun: main}
CallPE: [Var7 <-- Var14] _
%call = call i32 @foo(i32 3) l TntralcFoNode2 {fun: foo) ICFGNode 5 A ([ICFGNodeS], Var7) = ([], Var14)
0x146e3df80 ret 132 %p
s ICFGNode 3 A ([ICFGNodeS], Var6) = ([ICFGNodeS], VarT)
RETTCFONodes (Funt mai FUNExitICFGNode3 (fun: foo} _
e E’V:m( o V'"::S"J) PhiStnt: [Var6 <-- ([Var7, ICFGNode21,)] ICFGNode 6 A ([],Var13) = ([ICFGNodeS5], Var6)
#%call = call 132 @foo(i32 3) ret 132 %
0x146e3d780 | 0x146e3e040 ICFGNode 7 A ([ICFGNode7], Var7) = ([], Var12)
CallICFGNode7 {fun: main}
CallPE: [Var7 <-- Vari12] ICFGNode 3 A {[ICFGNode7], Var6) = ([ICFGNode7], Var7)
%calll = call i32 @foo(i32 %argc)
0x146e3¢040 ICFGNode 8 A ([],Var15) = ([ICFGNode7], Var6)
RetICFGNode8 {fun: main} ICFGNode 9 A Var1é = ite(Varis = Var12,1,0)
RetPE: [Varl5 <-- Var6]
#calll = call i32 @foo(i32 % ! -
<2 ol ool arge) ICFGNode 10 A Var1é = 0 (negation of the assert condition)

CallICFGNode1@ {fun: main} ICFG
call void svf_assert(il %cmp)
2
I

Solver yields UNSAT, meaning no counter example.

The assertion is verified.
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What’s next?

* (1) Understand SSE algorithms and examples in the slides

® (2) Finish implementing the automated translation from code to Z3 formulas
using SSE and Z3SSEMgr in Assignment 2

e
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